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FOREWORD

The Isle of  Man is a world leader and world class home for one of  the 
most innovative and rapidly-growing areas of  electronic enterprise at the 
beginning of  the 21st century. How has this happened?

Gambling has been around since the dawn of  time, but it has shown 
unprecedented growth over the last decade, as a new generation of  service 
providers has used the internet and mobile technologies to bring creative 
products to a wider customer base than ever before. As a recreational 
activity it is becoming increasingly popular and has already established 
itself  as a multi-billion pound industry. Its growth is likely to continue as 
there remain many untapped markets globally.

The IOM is home to some of  the most influential online operators in the 
industry. New licence holders find themselves among some very big names. 
PokerStars and Full Tilt sit alongside Microgaming, Playtech, Alliance 
Gaming Solutions, Paddy Power, SBObet, 188bet, 12bet, Fun88 and many 
more. The Island is increasingly becoming the jurisdiction of  choice when 
it comes to the location of  e-Gaming companies. The number of  licence 
holders is growing at a pace, as is the number of  related service providers, 
making the IOM a real centre of  online and gaming expertise.

The key to the Island’s success in achieving the highest reputation of  all 
e-Gaming jurisdictions lies in its uniquely successful combination of  high 
quality regulation, solid player protection, understanding of  the needs of  
business, enviable standards of  customer service from a highly skilled, 
business savvy base, a proactive and business-friendly Government and an 
outstanding telecoms and hosting infrastructure.

There are many other factors which have contributed to the Island’s being 
at the very heart of  the economic explosion in e-Gaming. The Island is 
recognised internationally as a respected and well regulated jurisdiction that 
offers businesses a zero rate of  corporate tax and low levels of  duty. People 
find the business environment ideal and there is an open, friendly, “can do” 
attitude from Government and industry alike. 

Business considerations aside, the IOM is a wonderful place to live, with a 
superb quality of  life. There are short commuting times, low personal taxes 
and one of  the lowest crime rates in Europe. 

The Island benefits from a caring society with high standards of  healthcare 
and education. Young families grow and prosper in one of  the safest 
environments in the British Isles. There are no restrictions on buying 
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property and there are many advantages for businesses seeking to relocate 
or establish operations. Personal and corporate tax rates are at highly 
desirable levels; there is no capital gains tax, wealth tax, stamp duty, death 
duty or inheritance tax.

The Island also benefits from highly resilient world-class telecoms and data 
hosting infrastructure, with excellent anti-DDOS (Distributed Denial of  
Service) attack counter measures and cyber crime mitigation. 

Being an island, we have natural security. We enjoy a stable economic, 
political and geographical environment. We are self-sufficient in power 
and supported by sub-sea gas and electricity inter-connectors; again, this 
provides diversity and resilience. The Island has excellent professional 
service providers with expertise in e-Gaming and related disciplines. 
Operational costs remain competitive. Many leading experts in internet 
security, web design, payments technology, app development and other 
supporting fields have chosen to make the IOM their home. As a result 
there is a sophisticated cluster of  businesses able to help any new operator 
to succeed.

The e-Gaming sector now accounts for approximately 10% of  the Island’s 
economy and is the fastest growing sector by far. According to the latest 
statistics, it has created over 800 top quality jobs and is estimated to grow 
further during the years ahead.

In the IOM there is a close working relationship between business and 
Government. This is a major factor in the Island’s 29 years of  unbroken 
economic growth, with low unemployment and strong Government 
reserves. The Government sees one of  its most important roles as ensuring 
access to international markets. This informs ongoing communication with 
other regulators and will naturally result in cooperative agreements, which 
will allow business to maintain markets across boundaries – essential for any 
thriving online industry. The IOM’s approach underlines its commitment 
to the international community as well as the gambling sector.

The Island has established a reputation for “doing what it says it will” and 
delivering a quality service to those seeking to establish themselves there. 
All of  this works; and it does so against a background of  international 
recognition.

In a global industry that is increasingly competitive, where consumers are 
demanding better services all the time, the IOM offers operators three 
things: reputation, quality and efficiency. Together they are an unbeatable 
proposition.
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I close by congratulating the editors of  this work for their initiative in 
bringing together a broad range of  information which makes a compelling 
case for operators looking for the right home for their business. I cordially 
invite you to come visit us and find out for yourself  why we are known as 
the Isle of  Man, “Where you can.” I can assure you of  a warm, welcoming 
reception waiting; our appreciation of  your presence will continue long 
after the decision to commit your future to our shores.

John Shimmin, MHK
Minister for Economic Development

Isle of  Man Government
Douglas, 31st May, 2014
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1 TWO FUNDAMENTAL DECISIONS

1.1 WHY START AN E-GAMING COMPANY? 
The growth of  Internet gaming has been phenomenal. Since 2004, the 
market has grown from US$11.5 billion to US$33.7 billion in 2012, a 
compound annual growth rate of  24%. 

Entrepreneurs who had the foresight to enter this market early have made 
fortunes. Companies such as Bet365, PokerStars, Paddy Power and Betfair 
have produced billions of  dollars in profits and capital value for their 
founders. Some are individual billionaires. For those who got it right, the 
payback has been enormous. 

The party isn’t over. As technology changes there will always be 
opportunities for new entrants into the market. However, investors also 
need to be aware that Internet gaming, while producing great opportunity, 
is like any other business. The research on start-ups shows more failures 
than successes; of  all those founded in 1972, 71% had failed by 2002.

To borrow a term from the industry, the key to success is to load the dice in 
your favour. One of  the best sources of  good information is the negative 
experience of  failed companies. Study them, and a list of  mistakes to be 
avoided emerges rapidly. 

In common with many other business types, e-Gaming history teaches that 
there are five key attributes which help tip the balance in favour of  the 
operator.

• Determination. To succeed in a small business the owners must be 
100% committed to success, working long hours and prepared to 
do practically everything themselves. Attitude is key - if  there is a 
belief  in the likelihood of  failure, it will certainly ensue. The investor 
must be positive, but at the same time scrupulously realistic;

• Endurance. The leading people in the business will suffer 
considerable pressure on their time. The sacrifice is considerable. 
It is not unusual, in fact almost normal, for new operators to work 
seven long days a week with little structure to their lives. This is not 
a business for lovers of  9-5 workdays or set holidays;

• Risk Tolerance. Without speculation, there is no prospect of  
accumulation. It is a good idea to have the business model assessed 
by experts in the field. It is a common point of  failure that an 
inventor allows the new way of  doing business to become a 
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favourite brainchild and closes his or her mind to any idea except 
affirmation. We see this on the BBC show Dragons’ Den where 
crazy ideas are refused funding, to the incredulity and disbelief  of  
the inventor. Gaming is a risky business. On occasions the operator 
will lose money. That’s how it works and the investor needs to have 
the stomach for it; 

• Timing. As Jack Benny, the famous American comedian, once 
said, “Timing is everything.” Work, economic and social events 
are often beyond our control, but we must be sufficiently savvy 
and resourceful to adapt quickly. Timid entrepreneurs may shelve 
their business ideas during a recession, yet history shows that many 
businesses that were started during hard times eventually became 
successful. During downturns assets are cheaper, a workforce is 
more willing to price itself  back into work and there is the spirit of  
“get up and go;” and 

• Funding. Most businesses fail through lack of  funding. For a brand 
new business, it is best to think small. If  exponential growth ensues, 
scaling up can be contemplated. Amazon, eBay and Microsoft all 
started small; some household names started life in a garage. In 
the early days, it’s best to conserve resources. Gaming enterprises 
usually start with a rapid rate of  burn. The likely spend should be 
calculated, and divided into the total available funding. This is a 
salutary and often shocking lesson but one which, when repeated, 
creates good housekeeping. 

“Many of  life’s failures are people who did not realise how close they were 
to success when they gave up.” (Thomas Edison) 

1.1.1 Some exemplary TaleS

Apart from the five attributes listed above, history shows that those who 
make the big bucks are people who love gambling. They bet themselves and, 
when they partner with someone who has experience in marketing along 
with a software geek, they have more or less ticked all the boxes for success. 

Andrew Black, a professional gambler, created Betfair with Ed Wray the 
banker and Mark Davies the PR and marketing man.

Ruth Parasol, an Internet entrepreneur, joined forces with Anurag Dikshit 
the software guy and Vikrant Bhargava the marketing man to give birth to 
PartyGaming.

John Coates, a lawyer, and Denise Coates, an accountant and statistician 
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teamed up with Will Roseff, a bookmaker, to form Bet365. They recognised 
their business lacked the software element and acquired a company that 
had it.

1.1.2 WhaT DoeS The FuTure holD? 
The gaming customer loves pursuing the hobby on the internet. It offers 
a much higher payout ratio than land-based business, and there is a huge 
store of  information available that the customer can study before making 
a decision. Untold numbers of  gaming possibilities are available with the 
click of  a mouse. And, as island resident David Lyons observes, “A lot of  
people just don’t like putting their shoes on.”

Growth of  accessibility through tablets and smart phones leads to the 
inevitable conclusion that the fundamentals are strong for the future. 
E-Gaming has barely scratched the surface in many countries. Whole 
continents (Asia, Africa and South America) are just beginning their 
internet age, so the potential is massive for those who have products that 
work in those markets. 

1.2 WHY LICENSE IN THE ISLE OF MAN?

1.2.1 making The righT ChoiCe

Choosing the right licensing jurisdiction is a critical and fundamental step 
along the road to success. Not every jurisdiction is right for every business. 
With so much information available, it can be difficult to determine which 
regime is able to provide exactly what is required. 

The following pages detail the IOM’s unique strengths as an e-Gaming 
jurisdiction. We trust this book will help make the decision easier.

When considering basing or relocating a business here, the Island’s strong 
reputation really does precede it, and with good reason. The Island offers 
its licensees world-renowned regulation that has player protection at 
heart, and a simple, clear framework that makes the licensing process less 
onerous. The Island benefits from an attractive fiscal platform, a strong 
recession-resistant economic environment and a world-class technical 
environment which can demonstrate a high level of  resilience and stability. 
To all these strengths we can add excellent professional support services 
and a supportive and business-friendly Government. 

Start-up businesses or established operators considering relocation 
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can contact the Island’s vast array of  experienced and knowledgeable 
professional service providers. They can be relied on to deliver the support 
necessary in the early years and dramatically increase the chances of  success.

The Island enjoys the highest quality of  life in the British Isles, with 93% 
of  residents very satisfied with the Island as a place to live. The countryside 
is beautiful; its suitability for family life and its safe environment are often 
cited as the best things about the Island by those who have chosen to 
live here. In an almost unheard-of  level of  approval, 70% of  the Island’s 
residents indicated in a recent survey that they were either satisfied or very 
satisfied with the way the Government runs the Island.

1.2.2 liCenSing

The licence structure itself  covers all gaming activities with a simple and 
clear regime. The Regulator, the Gambling Supervision Commission 
(GSC), offers one type of  licence available in three variants: Standard 
Licence, Network Services Licence and Sub-Licence. The fee arrangement 
is easy to understand, with no hidden or extra costs.

The GSC seeks to keep gambling crime free, to protect the young and 
those at risk, to ensure that the services offered by licence holders are fair 
and that players receive their true winnings.

Potential licence holders can see for themselves the regulatory requirements 
by visiting the Gambling Supervision Commission’s website: www.gov.im/
gambling. The website is practical and easy to use, with links to guidance 
notes covering all of  the activities required of  the licence holder. This 
information is also explained in the pages of  this book.

Combining the Regulator’s core values with an uncomplicated application 
process that aims to provide a decision within 12 weeks of  application, 
the IOM appears even more attractive as a place to license an e-Gaming 
business. It will be fully operational in the shortest possible time; customers 
will be in safe hands and the company will have an excellent promotional 
message in an ever more competitive market. 

The Island is not only a world class location for a licensed e-Gaming 
enterprise. Related business activities such as marketing, software and skill 
game offering can be carried out without any need for a licence. 
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1.2.3 FinanCial BeneFiTS

The financial benefits of  the Island are compelling, with low betting duty 
on a step-down scale between 1.5% and 0.1% of  gross gaming yield (based 
on profit not turnover). 

Licence holders and other businesses may apply for generous grant 
assistance when they consider basing a new business or relocating on the 
Island. Grants are discretionary and may be weighted based on associated 
direct employment.

Protection of  player funds is an extremely important element of  the 
Island regulatory environment, and is an area where the GSC will not 
compromise. Importantly, though, it offers a range of  legal solutions to 
the prudential requirement. The Island’s stance on player protection has 
significantly contributed to its excellent reputation. By taking an IOM 
licence, a demonstration is made to players and potential investors alike 
that the business is a prudent operator with strong ethical standards.

When considering the financial implications for the business, operators 
must bear in mind that the Island, whilst a separate independent nation 
in itself, enjoys a cooperative and beneficial relationship with the United 
Kingdom. Operators are liable to pay Value Added Tax (VAT) on the 
goods and services they consume, and unless they make other VAT-taxable 
supplies (which gaming activities are not), none of  the VAT paid can be 
reclaimed. When considered in context with the overall operating costs 
including 0% Corporate Tax and a low and reducing scale of  duty, the 
Island remains highly competitive to potential operators. 

The IOM offers more however, as the Island is ideally situated to provide 
companies with the support required to list on the UK main stock market 
or Alternative Investment Market. The IOM is the most preferred location 
for non-UK companies wishing to incorporate when listing on AIM.

From a personal point of  view, the Island has neither capital gains nor 
inheritance tax. Personal tax rates are low, with a cap of  £120,000 per 
annum (subject to a five year commitment by the taxpayer) and high tax 
allowances. It is easy to see why the IOM is highly desirable as a place to 
live and do business.

1.2.4 The eConomy

The Island’s economy itself  has seen over 29 consecutive years of  growth, 
which is testimony to the stability of  its supportive Government. It enjoys 
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an AA+ sovereign credit rating from Standard & Poor’s and AAA from 
Moody’s. 

The Island is OECD white-listed and a Member of  the World Trade 
Organisation. With credentials such as these the Island has attracted a cluster 
of  licensable and non-licensable e-Gaming businesses and professional 
service providers. The sector enjoys a close and open relationship with 
Government so that positive changes can be implemented quickly and 
efficiently.

1.2.5 inFraSTruCTure

The Island generates its own power from a combination of  gas, energy 
from waste, hydro and diesel. On average the Island exports 20-25% of  the 
energy that it generates to the UK. The Island’s energy supply is not reliant 
on an external source, it is not at risk of  flooding or natural disasters and 
is not located close to any known fault lines. Licence holders on the Island 
are assured of  a safe and secure environment where the lights remain 
switched on at all times. 

The Island’s ICT infrastructure is world-class with leading-edge fixed and 
mobile telecoms. The Island was amongst the first nations to switch on 4G 
and benefits from highly resilient bandwidth connectivity. 

Hosting on the Island is extremely secure and resilient. Our legislation 
allows temporary operation for disaster recovery (DR) servers under the 
terms of  the operator’s home jurisdiction. Should a disaster befall the 
operator’s main infrastructure, an IOM-based DR plan may be invoked 
for up to 90 days without the need to obtain a licence or pay licensing fees. 
Business is protected against disruption to game-play, turnover is preserved 
and most importantly, player base and reputation are maintained. If  an 
IOM-licensed operator has its DR with the same or any other data centre 
on the Island, there is no 90 day restriction.

1.2.6 proFeSSional SupporT

There is a vast array of  professional support providers available to any 
business coming to the Island, start-up or not. These experienced and 
knowledgeable professionals can assist companies at every stage of  
development or relocation. 

The IOM’s cluster of  e-Gaming support businesses includes advocates, 
banking services, financial advisers and planners, company administrators 
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and Corporate Service Providers, world class data hosting centres, 
investment groups, IP and software providers, marketing consultancies, 
Payment Service Providers and consultants, recruitment and relocation 
services, and serviced offices. Representatives of  all these groups have 
contributed detailed content to this book, demonstrating their ability in the 
market and commitment to the sector.

The Government itself  provides ongoing support and guidance to the 
e-Gaming sector, incorporating a positive, supportive, hands-on approach. 
Every potential new licensee is welcome to take advantage at no cost of  
informational and guidance support through the licensing process and 
beyond. The Government prides itself  for having an open door policy at all 
times, and the good experience is only just beginning when the signatures 
are on the dotted lines. The best is yet to come. 

1.2.7 Why go anyWhere elSe?
With strengths such as these it’s easy to see why our Island has such an 
impeccable reputation, why it is considered to be extremely well placed and 
why it comes so highly recommended. 

Why not join the many leading e-Gaming companies that have already 
chosen the Island and come see what it has to offer. You have our word 
that you will not be disappointed.
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2 WHO IS LICENSED ON THE ISLE OF 
MAN?
E-Gaming Licence Holders on the IOM can be split roughly into two 
groups:

• Game play operators; and
• Platform providers. 

We will deal with each in turn.

2.1 GAME PLAY OPERATORS
The Gambling Supervision Commission’s website lists many examples of  
game play which, if  offered from the IOM, require an Online Gambling 
Regulation Act 2001 (OGRA) licence:

• Sportsbooks;
• Online casino games (roulette, blackjack, slots, etc.);
• Peer to peer games (poker, bingo, backgammon, Mah-jong, etc.);
• Live dealing;
• Lotteries and lottery messengers;
• Betting exchanges;
• Network gaming;
• Mobile phone betting;
• Fantasy sports;
• Financial trading (but not spread betting);
• Pari-mutuel and pool betting;
• Certain spot-the-ball style games; and
• Network services.

This list is not exhaustive and the Commission remains receptive to all 
proposals. 
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2.1.1 SporTS BookS

In practice, sports books constitute a large proportion of  the total number 
of  IOM operators. They provide online sports and live in-play betting. 

Asian sports book operators find the IOM particularly attractive. That’s not 
to say that other specialties are not attracted to the Island; it is also home 
to conventional bookmakers, in-play specialists, specialty league football 
operators and a number of  other sports book and white label operators.

2.1.2 CaSino proDuCTS

Equally attracted to the Island are online casinos. Often a casino operator 
may offer a sports book product and vice versa. Sub-licence and white label 
arrangements expand the envelope in an easy framework and with minimal 
complication.

Many casino operators offer the standard table games such as roulette, card 
and dice games including all types of  poker and slot machines; some also 
offer closely related Bingo games and Bingo variations. 

Some of  our casino operators provide virtual experiences through their 
site, commonly offering live blackjack, roulette, baccarat, sic bo and/or slots. 
Live dealing platforms that allow the player to see the activity taking place 
in real time via webcam are well established. 

Casino products are extremely compatible with social media platforms 
to enable interaction and communications during play. Many players find 
the peer-to-peer interaction during game play a highly rewarding social 
experience.

There are many white label businesses affiliated with IOM casino operators. 

2.1.3 loTTerieS

We are home to several lottery type games. Lottery cash games and instant 
games for use on social media are common, as are mobile applications and 
global lottery syndicates.

Operators that intend to target the UK market with a lottery-style product 
should closely study UK licensing laws, as the IOM licence does not offer 
any protection if  UK laws are breached. They should ensure that their 
products remain compatible with UK law. However, the UK’s definition of  
a lottery is quite clear and somewhat restrictive. Many products that look 
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and feel like a lottery can, with careful design of  features, be taken outside 
the definition into another category. Specialist advice is invaluable.

2.1.4 FinanCial markeTS

We provide a secure home for betting websites based on financial markets. 
Wagering may take place on financial elements such as currencies, future 
position of  markets, commodities and derivatives, with the essential feature 
being fixed odds betting. 

Binary options trading platforms offer bets on an all or nothing outcome. 
If  a bet is placed on a certain event, for example a share price movement, 
then if  the share price is achieved the bet is won and if  not then the bet is 
lost. Importantly, the total win or loss must be fixed or capped otherwise 
the model is not a binary option and may be subject to regulation by the 
Financial Supervision Commission.

2.1.5 pari-muTuel Wagering

Pari-mutuel betting is a system in which all bets of  a particular type are 
placed together in a pool. The payoff  odds are calculated by sharing the 
pool among all winning bets. In some countries it is known as the “Tote” 
after the totalisator which calculates and displays bets already made.

The pari-mutuel system is often used in horse and dog racing and other 
sporting events (for example, jai-alai) of  relatively short duration in which 
participants finish in a ranked order.

2.1.6 online neTWork gameS

Network game operators allow players who have been registered elsewhere 
in the world to play on their IOM servers. 

The operator must not come to know the player directly; if  it does then 
it must assume responsibility or operate under a network services licence 
and enter into a contract with each foreign operator which sends its players 
to the IOM. This contract must include agreements regarding cooperation 
to combat criminal activity (fraud, collusion, money laundering, etc.) and to 
detect and mitigate problem gambling.
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2.2 PLATFORM PROVIDERS
Other operators licensed on the IOM provide stand-alone or integrated 
gaming technology and services. Platform providers offer custom built 
systems, visual interfaces and game flow with secure technical support. 
Products include sports betting, multiplayer poker, casino and skill games 
such as slots, arcade games and mah-jong. They provide online betting 
services to international markets such as Europe and the Asia-Pacific 
region. 

Platform providers not only deliver software products, but also design 
online and mobile solutions, software support solutions and associated 
hardware devices for real casinos. These are often complete, pre-packaged 
sets of  products, services, technology, fully-managed IT operations and 
licensing services for customers.

2.3 RECOGNISED BRANDS
A star-studded list of  nearly fifty operators graces the IOM’s e-Gaming 
sector, and the number is still growing. These include licensable and non-
licensable activities. Some very recognisable examples are:

• PokerStars;
• Full Tilt Poker;
• Paddy Power;
• SBOBet;
• 188 Bet;
• Boylesports;
• Fun88;
• Dafabet;
• Mahjong Logic;
• 12Bet;
• 138Sungame;
• Betinternet;
• Playtech; and
• Microgaming.



19

3 RESOURCES: SUPPORT AND 
SUPPLIERS

3.1 GOVERNMENT MINISTERS AND THE 
CHIEF MINISTER
Responsibility for e-Gaming has a Government and an independent 
element. Authority is split between the Department of  Economic 
Development (DED) and the Gambling Supervision Commission (GSC). 
DED has responsibility for developing and promoting the sector while 
the GSC, a Statutory Board, is the regulator and is independent of  any 
Government Department.

Of  great benefit to the e-Gaming sector is the fact that the Minister 
originally responsible for developing the e-Gaming sector on the Island 
is the Hon. Allan Bell, MHK who is now Chief  Minister (the equivalent 
of  Prime Minister in other democracies). In 2001, the Online Gambling 
Regulation Act was introduced when Minister Bell was Minister for Home 
Affairs, the sponsoring Department.

Political commitment for maintaining and developing the sector further 
remains strong and is the responsibility of  two of  the most important and 
influential Ministers in Government, the Chief  Minister and the Economic 
Development Minister, John Shimmin MHK. The Treasury Minister, W 
Edward Teare (affectionately known as “Eddie”), definitely the third actor 
in the triumvirate of  real power, takes a keen interest in the sector and has 
approval authority in respect of  e-Gaming banking arrangements.

Why these politicians are personally so important to Manx operators and 
businesses is best explained by outlining some unusual aspects of  business 
life. The IOM is famous for numerous positive characteristics. We “do what 
we say we will.” We don’t over-promise then under-deliver. Government 
supports business for the long haul, not just at the welcoming and inward 
investment stage. It wants business associations with the Island to be long 
and productive. When a business or its principals have suggestions or, 
heaven forbid, problems, Government is there not just to listen but to act. 
The business can call upon the assistance of  DED as the promoter or the 
GSC as regulator, whenever needed.

Because the IOM Government is a small administration, it can act quickly. 
When an economic opportunity is identified, it prides itself  on working 
to commercial timescales to help deliver the solution. Don’t be surprised 
at the fact that you can get to see the Head of  e-Gaming or the Chief  
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Executive of  the GSC on the day you want or at very short notice. Don’t be 
surprised if  you have important clients or customers visiting and would like 
the appropriate Minister to be there to meet and greet – he will be there, 
and he will be happy to underscore your proposition!

Ministers of  the IOM Government know how important economic 
development is to the Island’s future and they want to be there to help 
grow business. E-Gaming now employs in excess of  800 people, and 
contributes almost £18 million (GBP) in taxes annually. E-Gaming and 
e-business combined are the second most important sector of  the Manx 
economy in terms of  GDP. For a relatively new sector of  the economy, 
this is quite an achievement. Ministers are also keen to understand how 
businesses work so again, don’t be surprised to see them supporting your 
efforts at events such as ICE or EiG. Don’t be over-awed if  you meet the 
Chief  Minister at a conference and he calls you by your first name. This 
isn’t the norm in most jurisdictions, but this is the IOM and this is what 
makes our lives different, distinct and frankly better!

3.2 THE DEPARTMENT OF ECONOMIC 
DEVELOPMENT
This key Government department is charged with securing the economic 
future of  the IOM by creating a world class International Business Centre 
which allows new and existing businesses to thrive. Within the department, 
a specialist team has been established with two mandates: to support and 
help existing e-Gaming businesses to flourish, and to attract new business 
to the Island. 

3.2.1 The e-gaming Team 
For new businesses, the role of  the e-Gaming Team is to smooth the 
application process along and provide all of  the information and help that 
is needed to apply for a licence. The team interprets this obligation very 
widely and will respond positively to requests for assistance with all aspects 
of  the business’s establishment on the IOM. The support does not stop 
when the licence is issued. 

The team will work closely with the regulator’s personnel to ensure that 
by the time an application has been submitted for approval at a licensing 
hearing, the project is well formed and all of  the information that is required 
by the GSC has been provided. Although it is a rigorous process, applicants 
will have prepared and submitted a strong application for consideration. 
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The process of  engaging with the e-Gaming Team usually starts with a 
conversation about the applicant’s business, during which an assessment 
is made of  the business model and the applicant’s ability to meet the 
regulator’s requirements. Early guidance will be given if  there are challenges 
to be met at this stage.

One of  the first suggestions to the applicant will be to consider engaging 
professional service support with the application process. Representatives 
such as lawyers or Corporate Service Providers (CSPs) can perform many 
administrative procedures on the applicant’s behalf, although it is not a 
statutory requirement for an application to be made by or through them. 

A current list of  professional service providers is available upon request 
from the e-Gaming Team; in the first instance speak to the e-Gaming 
Development Manager:

Ray Davies, Tel: +44 (0) 1624 682365
E-mail: ray.davies@gov.im
Web: www.iomegaming.im

3.2.1.1 Working With The Regulator 
The regulator, the GSC is based in Douglas. Happily it is in the same 
building as the Department of  Economic Development, resulting in easy 
communications at a formal and informal level.

The Regulator is an independent body, over which the e-Gaming Team may 
of  course exert no influence. However, the two groups enjoy a close and 
cooperative working relationship with regular consultation on all aspects 
affecting the sector. This not only assists with licence applications, but also 
ensures clear policy decisions are made by Government and incorporated 
into the regulatory framework by the Regulator.

The e-Gaming Team, involved professionals and the regulator remain 
in close contact throughout the application process, not only to ensure 
that the application is fully completed to the desired standards with the 
necessary checks undertaken, but also to understand any intricacies of  the 
applicant’s business model and ensure that it is acceptable business for the 
Island.
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3.2.1.2 Working With Existing Licence Holders
The relationship with the e-Gaming Team does not stop with a successful 
licence application. Once a licence has been approved the operator has 
three months in which to pay the licence fee and nine months in which to 
take the operation live. This is important; failure to meet either deadline 
may result in a request for re-application. The e-Gaming Team remains in 
close contact with the operator or its professional service provider during 
this period. If  unexpected problems are identified the team can liaise with 
the GSC if  necessary.

When the operator goes live the e-Gaming Team can assist yet further 
through the development of  a press release which it circulates to appropriate 
parties. The e-Gaming Team is supported by a professional London-based 
Public Relations Agency; news of  the newly “live” operator often draws 
interest from the trade press. Free publicity is a significant asset in the 
armoury of  a new business.

Thereafter, the e-Gaming Team remains in contact with operators through 
regular telephone calls and occasional face-to-face meetings. In this way 
the Government can seek to understand the industry and any inhibitors or 
barriers to growth. The e-Gaming Team is determined to support each and 
every one of  the Island’s operators in any way it can; where barriers exist, 
the team will work to reduce or remove these where possible to ensure our 
operators are as successful as they can be. 

3.2.1.3 Working With The Sector
The e-Gaming Team has established an excellent public-private relationship 
on behalf  of  the Government. It communicates regularly regarding 
developments with the industry, within the sector and with operators. This 
free exchange of  information helps to understand the sector, the changes 
that affect it and any changes necessary to maintain the Island as a thriving 
e-Gaming community and Centre of  Excellence.

The e-Gaming Team works closely with a number of  industry groups 
including the e-Gaming Strategic Advisory Board (eGSAB) and the Manx 
e-Gaming Association (MeGA). 

3.2.1.4 Promoting The Isle Of  Man
The work of  the e-Gaming Team is not all inward facing. An important 
element of  its work involves promoting the IOM on the international 
scene.
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The IOM attends a number of  high profile events throughout the year on 
several continents. On most occasions the e-Gaming Team is supported by 
industry partners. The combined presentation of  Government and private 
sector is a regular feature at, for example, ICE Totally Gaming and EiG. 
At these events, operators, professional service providers and Government 
representatives work together in order to present the IOM as a world-
renowned jurisdiction for e-Gaming. The team also attends a number of  
events further afield, often with a smaller industry delegation, but equally 
importantly promoting the Island and what it stands for.

In support of  these events, the e-Gaming Team has a modern and 
informative website www.iomegaming.im, where prospective operators 
can review the Island’s compelling key messages and download useful 
promotional materials and presentations.

3.3 GRANTS AND OTHER ASSISTANCE
The IOM offers a compelling package for both new e-businesses and those 
considering relocation. For both scenarios, grant support may be available. 
The Department of  Economic Development’s Financial Assistance 
Scheme is aimed at inward investment and corporate relocations in sectors 
such as manufacturing, e-Business, e-Gaming and Financial Services.

Grants are available for up to 40% in the following areas:

• Building;
• First year expenses;
• Legal fees;
• Equipment;
• Key staff  relocations;
• Rent reduction; and
• Plant and machinery.

Further applications and claims can be made on an annual basis to help 
support continued growth and development.

Grants are discretionary and judged upon the following factors:

• Employment creation;
• Exports generated;
• Import substitution;
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• Wealth creation; and
• Overall benefit.

To be considered for grant assistance companies may contact the Grants 
Section directly (details below); its personnel can discuss the process, 
provide guidelines and answer any questions.

Following on from this initial discussion, if  an application for assistance 
is to be submitted, the next steps are to complete an application form 
and provide a Business Plan, including a forecast and details of  eligible 
expenditure. 

A meeting with a member of  the grants team, the DED’s Director of  
Finance and a representative from the applicant company will then be 
arranged to review the documents submitted and to consider further 
details of  the application.

Following the meeting, an Evaluation Report will be prepared for 
consideration by the Department. If  the sum exceeds £100,000 it will also 
be considered by Treasury. If  an offer is issued, it will be subject to Terms 
and Conditions, which may include taking a charge over the company and 
its fixed assets. 

Should applicants wish to contest the value of  grant assistance offered or 
any of  the Terms and Conditions as set out in the offer letter, they may 
submit a query in writing to the Grants section of  DED; this will then be 
resubmitted to the Department for further consideration.

If  an offer letter is submitted and signed, the submitted claim for assistance 
is accepted and the individual terms of  the offer have been met, the 
subsequent grant payment will then be made via BACS. An applicant must 
have company accounts up to date prior to payment being made.

To contact the Financial Assistance Scheme:

Dave Kelly, Tel: +44 (0) 1624 687177
E-mail: dave.kelly@gov.im
Web: www.gov.im/ded/grants/financeassist.xml
Department of  Economic Development
1st Floor, St George’s Court
Upper Church Street
Douglas, IM1 1EX
Isle of  Man
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3.4 THE GAMBLING SUPERVISION 
COMMISSION
The Gambling Supervision Commission is a body corporate, established 
in 1962. The Gambling Supervision Act 2010 changed the status and 
constitution of  the Commission. It became an independent Statutory 
Board with members of  the Board being non-political persons who are 
appointed by the Council of  Ministers or the Treasury, subject to Tynwald 
approval, following an open application procedure. The tenure of  these 
members is five years, and they may apply for re-appointment at the end 
of  a term. The 2010 Act also restated the regulatory objectives against 
which the Commission must, as far as is reasonably practicable, exercise 
its functions. 

3.4.1 regulaTory oBjeCTiveS

The regulatory objectives are:

• Ensuring that gambling is conducted in a fair and open way;
• Protecting children and other vulnerable persons from being 

harmed or exploited by gambling; and
• Preventing gambling from being:

 ◦ A source of  crime or disorder,
 ◦ Associated with crime or disorder, or
 ◦ Used to support crime.

When undertaking its regulatory functions the Commission must consider a 
number of  goals set out under the 2010 Act. These include the requirement 
to ensure the regulation, supervision and control of  gambling is effective, 
responsive to commercial developments and proportionate to the benefits 
which are expected to result from the imposition of  any regulatory burden. 
The Act also sets out additional requirements the Commission must 
consider when discharging its regulatory functions. These include:

• The need to use its resources in the most efficient and economic 
way; 

• The desirability of  implementing and applying recognised 
international standards; 

• The desirability of  cooperating with Governments, regulators and 
others outside the Island; 
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• The need to safeguard the reputation of  the Island; 
• The responsibilities of  those who manage the affairs of  persons 

permitted to carry on regulated activities; 
• The international character of  gambling; and 
• The desirability of  — 

(a) facilitating the development of  the gambling industry in the Island; 
(b) securing competition within that industry; and 
(c) ensuring that gambling products promoted by that industry can 

compete effectively throughout the world.

3.4.2 The CommiSSionerS

The Board of  the Gambling Supervision Commission is made up of  
five members, one of  whom is the Chairman. At least one Commission 
member must be an advocate, barrister or solicitor of  five years’ standing 
or more, one member should have experience of  online business and one 
member should have experience of  gambling business. The Commissioners 
meet monthly or more frequently if  required, and are responsible for all 
licensing decisions. 

The current Commissioners are:

• Mr Ronald Spencer – Chairman,
• Mr Jeremy Carter – Deputy Chairman
• Mr Neil Kinrade – Commissioner
• Mr Jon Allen – Commissioner
• Mr Howard Callow – Commissioner

3.4.3 The oFFiCerS

The office of  the GSC is headed by the Chief  Executive, supported by a 
team of  specialised staff  covering legislation, licence applications, operator 
inspections and secretarial support. The office is primarily responsible for 
maintaining and updating all primary and secondary gambling legislation, 
the processing of  all licence applications in preparation for the licence 
hearing by the Commissioners and the compliance and inspection 
programme.

The office of  the GSC interprets its role in all aspects of  the regulatory 
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framework and also with regard to the wider gambling sector in the Island. 
It will always make officers available to stakeholders to assist with or 
discuss any aspect of  the regulatory environment, the processes applicants 
will be put through or the post-licensing compliance programme. The 
GSC recognises that through clear and open dialogue comes a clear 
understanding of  the requirements and expectations of  all involved in the 
sector. It believes this approach is key to maintaining the good health of  
the sector and the excellent reputation that has been built over the past few 
years.

3.5 CORPORATE SERVICE PROVIDERS
The Corporate Service Provider (“CSP”) is an integral part of  the 
professional service group available to new entrants to the IOM’s licensed 
gaming community.

The CSP is normally the first port of  call for an entrepreneur looking to 
start a new operation on the Island. CSP guidance is equally significant for 
a foreign-based gaming or software operator looking to secure an IOM 
licence. Whilst no legal requirement exists for a CSP to be involved in the 
licensing process or beyond, because of  the nature of  the services being 
provided and the expertise offered, the CSP is typically present in one 
form or another throughout the corporate life cycle of  any IOM-licensed 
gaming operation.

3.5.1 WhaT iS a CSp?
A CSP is a provider of  a range of  professional services primarily related to 
the formation and ongoing management and administration of  corporate 
entities. All CSPs in the IOM are required to be licensed by the IOM 
Financial Supervision Commission (www.fsc.gov.im) and are subject to 
a stringent set of  regulations and capital requirements. These regulations 
ensure that the principals and “key staff ” behind such businesses are fit and 
proper and that the businesses are run according to accepted international 
standards of  compliance and good practice.

There are 190 licensed CSPs on the IOM. The vast majority are members 
of  the Association of  Corporate Service Providers (www.acsp.co.im), a 
professional body representing the interests of  the sector on the Island 
and further afield. 
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3.5.2 WhaT ServiCeS DoeS a CSp proviDe?
The range of  services offered by the CSPs varies and is normally determined 
by the size of  the firm. The core service of  the CSP is company formation 
and ongoing corporate structure management. This would normally include 
companies and other formations across a number of  jurisdictions. The 
services offered by a CSP to a gaming or software company will frequently 
include the provision of  directors, company secretary and registered office. 
These services are aligned with two of  the basic requirements for securing 
an IOM licence: an IOM company and two resident Directors. However, 
the larger and more established CSPs offer a much broader range of  
professional services including wealth structuring, tax (including VAT) 
advice and compliance, trust services (with an appropriate licence issued 
by the Financial Supervision Commission) and accounting. Indeed SMP 
Partners has its own ICAEW registered Accounting and Tax practice, with 
a dedicated e-Gaming Team.

Not all the Island’s CSPs offer services specifically to the licensed gaming 
sector. As the industry has developed over the last five years, a handful 
of  CSPs have focused on this sector and deliver a tailored service closely 
aligned with its regulatory and legal requirements. A list of  approved CSPs 
drawn up by the IOM Department of  Economic Development follows 
later in this section. 

In short, the CSP will “hold the hand” of  the applicant throughout the 
licensing process. Depending on the CSP chosen, these services can 
include:

• Tax and structuring advice regarding the ownership structure;
• Determination of  the most appropriate licence;
• Consultancy and support in preparing the licence application, 

business plan and financial projections;
• Advice in respect of  financing requirements and available options;
• Gaming company formation and provision of  resident directors, 

company secretary and registered office/registered agent;
• Securing of  VAT advice; implementation of  recommendations;
• Provision of  the Operations Manager in the absence of  an IOM 

resident Designated Official;
• Provision of  the Money Laundering Reporting Officer;
• Advice regarding the most suitable player fund protection 
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mechanism;
• Introduction to legal, financial (banks and payment processors) and 

technology partners (software and hosting);
• Liaison with the Gambling Supervision Commission, responding 

to their questions and overall project management of  the licence 
application; and

• Attendance at the GSC Hearing.
Of  course, the issuance of  the licence is only the beginning of  the project 
and at this juncture the role of  the CSP can change depending on the 
specific needs of  the client. The IOM attracts clients of  all sizes and at 
different stages of  the corporate life cycle. Some applicants are subsidiaries 
of  large international gaming groups; others are standalone start-ups and 
many fall between the two. The CSP can adapt and flex its service offering 
as dictated by the size and maturity of  the client.

For the larger, more established operation the CSP can play an important, 
continuing role in ensuring that the operator maintains robust corporate 
governance, regulatory and legal compliance. It can provide oversight 
and monitoring of  the company’s operational activities. Regardless of  the 
specific services provided or the location of  the company’s headquarters, it 
is important that all key decisions of  the company should be made by the 
Island-based Directors and that board meetings are held at regular intervals 
on the Island.

Typically, the less established the gaming venture, the more reliant the 
business is on the experience and capabilities of  the CSP and the more 
comprehensive the services provided. In these circumstances, the CSP can 
provide a turnkey solution, where in addition to the corporate governance 
and regulatory responsibilities, all bookkeeping, accounting and VAT 
compliance, payments and banking are conducted by the Island based 
Directors and the officers of  the CSP. As well as reporting monthly duty 
calculations to Customs and Excise, the Directors will undertake quarterly 
reporting to the GSC and preparation and undertaking of  the annual GSC 
audit. 

The provision of  such a comprehensive service offering allows the 
gaming entrepreneur to concentrate on the critical commercial aspects 
(developing the brand, securing and retaining players) leaving the corporate 
administration, regulatory and compliance responsibilities with the Island 
based Directors. Again, the level of  support provided by the CSP will 
depend on its capabilities and the scale of  the gaming team and support 
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infrastructure. This will be a key element in the choice of  a particular CSP.

As the gaming company evolves and begins to build on-island operations, 
the CSP often continues to play an important role providing directors and 
some of  the other more technical professional and accounting services. 

Whatever the nature of  the services being provided, an established and 
well-connected CSP can have an enduring impact on the success of  a 
licensed gaming operation regardless of  its scale. Whether it’s the breadth 
of  professional expertise, a first-hand insight into the challenges a new 
operator can face or the harnessing of  an international network of  relevant 
contacts, the chosen CSP can become a valued, trusted, long term business 
partner. A poor choice can have the opposite result.

3.5.3 liST oF approveD CSpS

Kindly provided by the IOM Government, and listed in alphabetical 
order. A comprehensive list of  all CSPs on the Island is available from the 
Association of  Corporate Service Providers, Tel: +44 1624 628131

Acclaim
Acclaim House, 12 Mount Havelock, Douglas, IM1 2QG
Martin Elliott – Business Development 
Tel: +44 (0) 1624 618444
martinelliott@accla.im 
www.accla.im

Affinity Management Services Ltd
1st Floor, 14 Athol Street, Douglas, IM1 1JA
John Corteen 
Tel: +44 (0) 1624 670583
JCorteen@affinity.co.im 
www.affinity.co.im

Appleby (IOM) LLC
33 Athol Street, Douglas, IM9 1LT
Claire Milne 
Tel: +44 (0) 1624 647698
CMilne@applebyglobal.com 
www.applebyglobal.com
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Boston Limited
Belgravia House, 34-44 Circular Road, Douglas, IM1 1AE
Lauren O’Neil 
Tel: +44 (0) 1624 692959
loneill@boston.co.im 
www.boston.co.im/specialist/ecommerce-and-egaming

Cavendish Trust Company Limited
31-37 North Quay, Douglas, IM1 4LB
Tina Rawlinson 
Telephone: +44 (0) 1624 679000
trawlinson@cavendishtrust.com 
www.cavendishtrust.com

Equiom
Jubilee Buildings, Victoria Street, Douglas , IM1 2SH
Barry Smith – Legal Director
Tel: +44 (0)1624 699085
barrysmith@equiom.im 
www.equiom.im

Gecko Corporate Services
1 Dale Street, Ramsey, IM8 1BJ 
Adrian Hall 
Tel: +44 (0) 1624 817104
adyhall@gecko.gb.com 
www.geckocorporateservices.com

ILS Fiduciaries (IOM) Limited
1st Floor, Millennium House, Victoria Road, Douglas, IM2 4RW
Lee Hills - e-Gaming Development 
Tel: +44 (0) 1624 682514
egaming@ils-world.com 
www.ils-world.com
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Mann Made Group
19-21 Circular Road, Douglas, IM1 1AF
Michael Edge 
Tel: +44 (0) 1624 682116
Mike.Edge@mannmade.eu 
www.mannmade.eu

SMP Partners
Clinch’s House, Lord Street, Douglas, IM99 1RZ
Lorna Coniglio-Burrows – Manager, Gaming Department
Tel: +44 (0) 1624 682218 
gaming@smppartners.com
www.smppartners.com

Wilton Group
Grosvenor House, 66-67 Athol Street, Douglas, IMI 1JE 
Debbie Hammond - Manager 
Tel: +44 (0) 1624 675610
debbie@wiltongroup.com 
www.wiltongroup.com
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3.6 EMPLOYING AND TRAINING STAFF

3.6.1 The manx laBour pool

The IOM is universally viewed as a Centre of  Excellence for a number of  
industries, including banking, insurance, corporate service provision, legal 
work, funds administration and investment management. As a result, there 
is a strong contingent of  the Manx work force which is highly trained and 
experienced in financial products. The Government has worked tirelessly 
to ensure that the finance sector is seen as a place to be trusted, within the 
boundaries of  a true international business centre, at a time when many 
others are tarnished with the spectres of  tax evasion and immoral tax 
avoidance.

Because of  the high level of  compliance and regulation the IOM strives 
to achieve, it has enabled the workforce to up-skill with requirements 
led by industry. Until 2008 the Island was in a state of  rapid growth and 
expansion, with a large number of  Work Permits granted to meet the needs 
of  expanding companies. 

Since the worldwide economic crash of  2008 the Island has had to adapt 
to the emerging economic climate. It has done better than most. This has 
led to diversification of  industries on the Island and in turn the skills of  
the work force. 

The e-Gaming Sector has, since its renewed focus in 2005, been viewed as 
the dominant growth sector. The Government has invested heavily in both 
recruitment and retention of  e-Gaming business. The most recent example 
of  this investment is the recently announced accredited Post Graduate 
course and qualification in e-Gaming, the world’s first, on the Island. 

Many of  the skills acquired in the finance sector have strong value within 
e-Gaming. Numerous members of  the Manx population who have a desire 
to work in the industry exhibit qualities which match the requirements.

Total unemployment towards the end of  2012 stood at around 1,000 
people, with a few hundred “signing on” and finding work each month. 
This represents less than 3% of  the eligible working population and is an 
enviable figure compared to most developed nations in the world today.

Depending on the specific needs and plans of  the employer, contracts 
range at present from six month term positions to permanent hires. Terms 
and Conditions vary widely, with some employers offering a basic salary, 
others with a range of  benefits. There are group providers on-island who 
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offer healthcare, pension plans, and the like; due to the strong financial 
services industry there is no lack of  enhancement possibilities. Naturally, 
some start-ups offer key employees shares, share options or other equity-
based plans. There are no formal statistics, but the average salary in the 
e-Gaming sector across all levels is widely believed to be £40,000 per 
annum. Presently (May 2014) there is also a “National Insurance Holiday” 
in effect for new jobs, meaning that employers are excused from paying 
their normal contributions to the unemployment insurance and healthcare 
funds for new workers. An application is required for the exemption, but 
response time is very fast.

The minimum holiday entitlement under current legislation is 20 days per 
annum, including statutory “bank” holidays; however, 25 days is more usual. 
Normal working hours tend to be the very usual eight hours somewhere 
between 0800 and 1730, although due to the round-the-clock nature of  
internet services many companies employ shift workers particularly in IT 
and customer service areas. 

3.6.2 Work permiTS anD reSiDenCe viSaS

On the main street of  Douglas on a busy Saturday afternoon, people from 
all over the world shop and socialise, and many languages can be heard. 
Despite the small resident population, the Island has historically welcomed 
immigrants and migrant workers from many lands. Most significantly in 
the e-Gaming community there is strong representation from the UK and 
Ireland, but there are also noticeable contingents of  Americans, Canadians, 
Indians, Israelis and South Africans. In e-Gaming and elsewhere on the 
Island there are many native speakers of  French, Italian, Spanish, Polish, 
Portuguese (including the Brazilian variety) and Russian. Those who eat 
out regularly will find the restaurant industry possessed of  much ethnic 
diversity with prominent Italian, Maltese and Thai elements.

The Government has placed greater scrutiny on applications in certain 
sectors (like construction administration and retail for example) due to the 
current worldwide economic situation to ensure that jobs are available to 
Manx workers who are capable of  doing them. 

The inference is that employers should look to retrain or develop Manx 
workers to ensure that unemployment recedes despite global trends. As a 
result the working practices of  most IOM-based companies have integrated 
the shift away from Work Permit applications, as shown by the reduction in 
applications and also appeals (54 in 2010, but likely to be only ten in 2014).
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Despite the special relationship of  the IOM to the UK, workers from the 
UK are treated exactly the same as other Europeans if  they wish to work 
on the Island. There is, however, a separate process for workers from non-
EU countries.

Applying for a work permit for a needed employee is not a particularly 
onerous task. The Government does require a demonstration, usually 
through advertising (the Job Centre is perfect for this purpose) that a 
genuine attempt has been made to recruit a Manx worker. If  any apply, 
an interview is more or less mandatory and there should be good reasons 
for rejection. This said, the Work Permits section does also recognise that 
many highly specific skills may not be available on-island, and a project 
will not be held up unduly by a fruitless search for non-existent specialists.

The Government has also recognised that there is an excess of  demand 
over supply of  qualified and experienced ICT and Gaming skills on the 
Island and many applicants from these sectors may be accelerated through 
the process without the need to be discussed at a formal meeting of  the 
Work Permits Committee.

In particular, an entrepreneur seeking a work permit to establish his/her 
own business on the Island, particularly if  offering the possibility of  creating 
other employment or enhancement of  the e-Gaming sector, is unlikely to 
be refused a permit to run the new company. This is logical in the context 
of  the overall desire of  the Island to grow the e-Gaming sector. Key 
members of  the e-Gaming community have excellent, cordial relationships 
with Work Permits officials and a sensible dialogue is conducted to ensure 
bureaucratic rules are not allowed to overcome common sense.

3.6.3 The governmenT joB CenTre

The Job Centre, run by the Department of  Economic Development, is a 
free service through which employers or agencies may post specific jobs 
and solicit applications. Not only does it provide an inexpensive way of  
finding workers, but it is an essential component of  the quest for a Work 
Permit for an off-island employee. Courses and training opportunities 
are not listed as “jobs” by the Job Centre, but if  a person has a training 
opportunity or course, it should be discussed with the Job Centre as a 
starting point. 

The advantage of  using the Job Centre is clear; from an agency perspective 
it is the most viewed website for IOM recruitment. It offers the chance to 
source new candidates at minimal cost. Any job posted on the Job Centre 
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website is listed for two weeks; after this period it is removed, but can be 
reinstated or continued at any point. 

3.6.4 employmenT agenCieS 
There are presently fifteen Recruitment Agencies on the Island. Only one, 
Hamblin Employment Group, has a dedicated unit specialising in finding 
staff  for e-Gaming companies, but several accept listings and there is 
nothing to stop a prospective employer listing vacancies with more than 
one agency. Search and Select (www.searchandselect.com) has a dedicated 
area on its website for e-Gaming jobs.

Professional recruiters on the Island provide both an indication of  the 
market and an ability to trim the applications received down to a manageable 
load. Agencies should be utilised to provide companies recruiting new 
members of  staff  the ability to source candidates in a much reduced 
timeframe, as the majority of  agencies provide a service which hones the 
CV applications to only the most suitable candidates.

Election to use an agent is indicated when time is important, monetary 
cost of  selection is an issue, local conditions require a trusted consultant, 
high calibre candidates are sought, and often when brand protection is 
paramount. As in many areas of  enterprise, it is important to reflect on 
whether low fees result in “getting what you pay for”: poor quality service 
or poor pools of  candidates. In our post-9/11 environment, first class 
compliance regimes are a must.

For a new operation to be established on the IOM, it is wise to contract 
initially with one agency which specialises in the sector. Once up-and-
running, it may be prudent to cast the net wider, perhaps to other agencies 
or taking direct applications through a dedicated HR department. A single 
Agency approach will concentrate cost and quality; the Agency involved 
will want to provide a high level of  service to ensure the employer’s needs 
are met. Opening up too soon to multiple agents can compound difficulties 
such as the risk of  duplicate applications, ever-increasing numbers of  
applications and irritating sales calls to discuss the employer’s needs. 

Liability should also be considered; temporary or permanent use of  an 
agency shifts many liabilities onto the recruitment specialist. In appropriate 
circumstances, contracts can be negotiated on a temporary basis and the 
employment relationship liability is held by the agency.

When using an employment agency, various parts of  the service should be 
considered. Among these are:
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• Risk and Compliance Vetting;
 ◦ Proof  of  Right To Work in the IOM
 ◦ Proof  of  Address
 ◦ Employment History
 ◦ Gap Analysis 
 ◦ Reference Checking
 ◦ Credit Checks
 ◦ Sanctions Checks 
 ◦ Qualification Validation

• Off-island Recruitment;
 ◦ All needed workers may not be found on-island. Look for 

a recruiter with joint ventures off-island which will source 
the best people for the open positions in a wider geographic 
area.

• Talent Identification;
 ◦ This is a highly targeted service that is most effective when 

the placement is based around a key skill resulting in a small 
number of  suitable candidates. Those who do fit are most 
likely to be top achievers whose skills and experience are 
highly sought after and are unlikely to be actively looking for 
a new opportunity. Talent Identification is often referred to 
as “head hunting.”

• Pool Deployment;
 ◦ The top agencies on the Island have large pools of  resumes 

for available workers, including those presently employed 
but looking for change. Use of  an established pool can 
significantly shorten the amount of  time required to start 
interviewing and selecting suitable candidates for open 
positions.

 ◦ Analysis and insight
 ◦ Consultancy to enable the client to set its goals and priorities 

can be an important part of  employment planning. Aspects 
which might be addressed with professional advice include 
salary surveys, organisational reviews and staff  retention 
strategies.

• Skills and Experience Availability Reports;
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• Work Permit and Visa Advice; and
• Psychometric Testing and Profile Matching.

3.6.5 higher eDuCaTion

In January 2013 the IOM launched what is believed to be the world’s first 
fully accredited e-Gaming qualification. Developed over the preceding 
two years by the e-Gaming Team of  the Department of  Economic 
Development and the IOM College of  Further and Higher Education, 
it is designed for people already employed within the e-Gaming Sector 
who enter with an equivalent Degree. Depending upon the amount of  
time dedicated to study they can achieve a Certificate, Diploma or Master’s 
Degree in e-Gaming.

Plans continue to develop and launch a Level 3 qualification (equivalent to 
an A Level) early in 2013 and then a Level 4 (degree equivalent) B.Sc. in the 
same discipline.

The degree level course can be tailored to the specialty that the student 
wishes to pursue, for example customer service or technical aspects. 
However, there are core mandatory components which are compulsory 
for all of  the qualifications including areas such as law and regulations, 
compliance, professional ethics, strategic management, marketing and 
e-Business management.

In addition to the College courses, there are a number of  excellent 
foundation training programmes available on the Island for people who 
want to gain a better understanding of  e-Gaming. These are mainly 
provided by Recruitment and Human Resources companies; there is the 
potential for successful candidates to gain credits towards further study.  

3.7 OFFICE SPACE

3.7.1 Buy or renT?
It would be unusual for a new operator coming to the IOM to buy its 
premises during the first phase of  business. However, there is precedent 
for larger business first renting significant space then acquiring it, as witness 
the 2013 purchase by PokerStars of  their Head Office building on Onchan 
Head. This section will therefore concentrate on the rental market.

The IOM is not, like some larger centres, bursting with millions of  square 
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feet of  unused AAA space. While it is in some respects a traditional 
community as much in the commercial world as it is in the domestic, it 
combines the best of  old world respectability with the facilities and 
credentials to host modern, leading edge technology businesses.

However, most of  the larger office space on the Island was purpose built 
within the last 20 years and is good quality with a modern specification. 
The market also includes some more historic locations, such as Athol 
Street in Douglas. These tend to be older Georgian conversions, although 
there are some newer buildings.

Landlords are mainly private individuals, trust companies, pension funds 
and developers. The Government itself  also owns various commercial 
premises which it occupies, and from time to time parts of  this may be 
available to the private sector. A business looking for a home on the Island 
will find everything from 250 square foot start up units and managed work 
space centres through to whole buildings of  some 15,000 square feet or 
more.

If  what is required does not already exist, there are definitely landlords 
and developers who would be pleased to build to a specific requirement, 
subject to an occupier taking a commercially viable length of  lease. 

The process of  leasing normally involves landlords and their agents, 
tenants and their agents (if  appointed), and legal advisors for both sides. 
The process can take from ten days to two months or more, depending on 
the parties and their needs/sense of  urgency.

Going into a negotiation well-armed is always a good idea. Landlords 
are likely to ask for letters of  reference from bankers, previous landlords 
or suppliers. If  these can be obtained in time, it can shorten the process 
considerably.

3.7.2 CharaCTeriSTiCS oF leaSeS

The type and length of  lease offered normally depends largely on the 
landlord. If  a building is multi-let, the leases tend to follow a standard 
format which the landlord feels fits his business plan, but where a building is 
sole occupation, leases tend to be more individual and open to negotiation.

For larger buildings, leases are usually 10, 15 or 21 years, but may contain 
break clauses if  required. Rent reviews are typically agreed by negotiation, 
although some do follow the Retail Price Index or other indices for set 
increases.
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Leases are typically agreed based on a price per square foot plus a service 
charge (for common areas and shared services). The price depends of  
course on the specification of  the office, its location, availability of  car 
parking, and quality of  the space to be leased (open plan, separate kitchen, 
lift, air conditioning, state of  decoration, etc.). Very generally speaking, as of  
the end of  2013 a typical mid-market range for reasonable accommodation 
(not high spec, not run down) would be £18.00 to £22.00 per annum in 
Douglas. Significant savings can be made by renting in the smaller towns but 
of  course there are offsetting disadvantages. The exception is Castletown 
which due to very low supply and proximity to the airport seems to keep 
pace with the Capital. 

Typically rates, water, insurance, building repairs, heating, mechanical and 
electrical maintenance, etc., are paid through a service charge and recovered 
from the tenants via a monthly or quarterly fixed payment and an annual 
adjustment. 

3.7.3 paying The renT

Most commercial rents are paid monthly or quarterly in advance, and 
deposits (first and last months’ rent, or a fixed amount) are common, 
especially for new trading enterprises. Personal guarantees from directors 
are sometimes used. 

3.7.4 ServiCeD oFFiCe SpaCe

The Island is well provided with serviced offices, which offer good quality 
and centrally located facilities with useful features such as secretarial 
support, telephone answering, post service, meeting rooms, fax line and 
internet support. They come at a higher price than pure rent, but there 
are some advantages particularly for new, small and start-up businesses. 
Flexibility and scalability are two; not needing to hire full-time receptionists 
and purchase office machinery on first arrival are others. Usually serviced 
accommodation contracts can be terminated on very little notice. 

3.7.5 agenTS

There is only one Island realtor which deals exclusively with commercial 
space: 

• Michael Chapman & Company - www.chapman.im 
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The following realtors, listed alphabetically, have mixed practices which 
include commercial leasing and sales alongside residential property:

• Black Grace Cowley - www.blackgracecowley.com 
• Chrystals - www.chrystals.co.im 
• Cowley Groves - www.cowleygroves.com 
• Dean Wood - www.deanwood.im 
• Harmony Homes - www.harmonyhomes.co.im 
• Island Property Consultants - www.islandconsultants.co.uk 
• Lowey & Co - www.lowey.co.im 
• Quayles - www.quayles.co.im 
• Property Wise - www.propertywise.co.im 

3.8 ACCOUNTANTS, LAWYERS AND 
CONSULTANTS
On the Island, there are representatives of  all the professional disciplines 
expected in a much larger country, and the structure is often similar to that 
found in the UK. Typically, CSPs are the first port of  call for potential 
licensees, and their recommendations and introductions determine 
the choice of  appropriate professionals where needed. The two most 
likely professional groups which may be considered for assistance are 
Accountants and Lawyers, though others may play a role during the life 
cycle of  the business.

Accounting practices on the Island range from traditional sole practitioners 
to offices of  the world’s largest firms. KPMG (www.kpmg.co.im) has a 
prominent role in the e-Gaming community being one of  the only two 
firms (the other is SMP Partners) with a dedicated section and the sponsor 
of  one of  the most important annual events, the annual KPMG e-Gaming 
Summit. It attracts around 200 professionals from on and off-island and is 
usually over-subscribed.

Lawyers regulated by the IOM Law Society are known as Advocates and 
are regulated by the independent IOM Law Society. They combine the 
functions practised in England by solicitors and barristers, and have rights 
of  audience before all courts. Of  course, many advocates do not attend 
court at all but are specialised in diverse documentary and commercial 
areas such as conveyancing and marine contracting. As the Island is an 
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international finance centre the calibre of  the local legal profession is high 
and there are specialists for most areas, including online gambling and 
regulatory law. Some but not all legal practices also have CSP arms and can 
form and administer IOM companies and structures.

In the early days of  Manx e-Gaming, advocates played a leading role in 
drafting and shepherding licence applications. Increasingly these functions 
have become the preserve of  CSPs, though not all areas of  work overlap. 
The Douglas law firm Appleby (www.applebyglobal.com) has a dedicated 
e-Gaming section within the legal practice as well as its own CSP 
department, though MannBenham (www.mannbenham.com) has played a 
significant historical role in the development of  the sector and other firms 
may have engagement with licensees for specific needs.

While the application process for an online gambling licence is relatively 
straightforward, well documented, and could be completed with little to 
no professional assistance, few applicants take this route. Online gambling 
is a legal minefield with international financial, legal and reputational risks 
awaiting the uninformed would-be operator.

A specialist gaming lawyer, whether an IOM Advocate or a specialist 
practicing in another jurisdiction, for example an English Solicitor, should 
be used as a mentor and guide. As online gambling is international in 
nature an experienced operator will often seek legal advice on the local 
laws and regulations of  its target jurisdictions, not just in the home forum. 
A specialist gaming lawyer can often assist the operator in obtaining that 
overseas legal advice and help put it into the context of  the overall legal 
and business strategy.

Advocates often work with CSPs, who may form the company and provide 
administration services while the advocate will assist with the legal and 
regulatory requirements of  the application and ongoing business.

It is one of  the many attractions of  the Island as a base that an operator 
is free to choose what assistance it requires. In practice advocates are 
commonly called upon to provide the following services:

• Check an online gambling application and the supporting 
documentation to ensure it is in compliance with the Island’s laws 
and regulations;

• Attend at the licence hearing or assist in preparing the applicant or 
the CSP directors for the hearing;

• Draft or review documents such as website terms and conditions 
of  business, privacy policies, etc.; 
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• Draft or review intercompany and B2B contracts and documents;
• Draft or review internal documents such as employment contracts, 

procedure manuals, etc.;
• Advise on employment law, work permits and visas;
• Check an operator’s AML procedures to ensure that they are fully 

documented and compliant with the regulations;
• Assist with the leasing of  office accommodation; and
• Provide general regulatory and legal advice.

Consultants for several specialised functions can also be found. 

Global Betting and Gaming Consultants (www.gbgc.com), located in 
Castletown, is an internationally known company which focuses on 
providing high quality, research based advice to start-ups and established 
gaming companies, both land-based and electronic. Over many years this 
team has helped many new small businesses grow from little acorns to big 
trees. The company is outspoken, and occasionally evaluates a proposition 
and tells the investors frankly not to invest. More than a few shirts have 
been saved in this manner. 

Counting House (IOM) Ltd. (www.countinghouseltd.com), with its head 
office in Douglas, consults purely on payments processing matters but, 
probably uniquely, rarely charges for its services, believing the demonstrable 
truth that what serves the greater good in success of  its clients will return 
to it in the business placed with its financial service providers.

Cube Treasury Services (www.cubetreasury.com) offers treasury 
management, banking counterparty and specialised lending consulting, 
and operates a foreign exchange platform to corporate and high net worth 
clients.

3.9 PROFESSIONAL AND SOCIAL 
ASSOCIATIONS
The IOM has a number of  formal and less formal associations which 
have strong ties with the e-Gaming community. The following are the 
main titled groups, but those who live on the Island well know just how 
prevalent e-Gaming connections are. Staff  and spouses from PokerStars, 
Microgaming and others will be nearby when kids are delivered to school; 
recreational soccer and basketball teams often have over 40% membership 
from the community, and there are several residential areas and buildings 
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with strong concentrations of  e-Gaming employees. All this makes for 
great networking opportunities and strong friendships based on common 
interest.

3.9.1 The manx e-gaming aSSoCiaTion (mega)
MeGA was formed in 2006, and its stated aim is “to develop the Isle of  Man 
into the World’s leading e-Gaming country – where premier international 
companies can undertake high quality, well-regulated business with the 
support of  the Manx Government and Island community, for the benefit 
of  all parties.” The website can be found at www.mega.im.

MeGA offers two levels of  membership, “full” for operators and 
“associate” for industry suppliers and observers. Formal meetings, typically 
attended by senior representatives of  most members, are held every month 
to two months, circulating around the board rooms of  several companies. 
The agenda typically covers the business of  the association, discussion of  
current issues, and a presentation from a leading light in the industry such 
as the Head of  e-Gaming or a member of  the Manx Government.

MeGA is highly respected across the industry, but also and perhaps just 
as importantly, by Government itself. One of  the most influential tasks 
undertaken is the annual production of  a “spend and planning” type survey, 
the results of  which are critical in influencing Government planning and 
policy for the future.

Operators and industry participants interested in joining MeGA should 
write in first instance to the secretary, Sally Carpenter, sally@mbc.co.im.

3.9.2 The e-gaming STraTegiC aDviSory BoarD

Early in 2012 the Manx Government requested the then CEO of  the 
Chamber of  Commerce, to form an advisory committee to assist in 
preparation of  a strategic five year plan for e-Gaming development on 
the Island. Over 20 leading industry representatives were co-opted to 
the committee by ad hoc chairman Chris Hall, formerly CEO of  Manx 
Telecom. The committee met and worked through 2012 to form a picture 
of  the industry and, late in the year, began an accelerated debate on the 
action plan to guide the Island into the coming age. The output of  this 
project, the 2013-2018 e-Gaming Strategy and Action Plan, has now been 
endorsed and adopted by the Department of  Economic Development.

The official purpose of  eGSAB is to provide a joint Government and 
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private sector forum to shape and influence future development of  the 
e-Gaming sector. The key objectives are: 

a) to work closely with the existing e-Gaming sector (both licensed 
operators and non-licensed support businesses) to support the 
future development and growth of  the sector; and

b) to attract further inward investment by ensuring the ongoing 
competitiveness and the effective promotion of  the IOM.

The Board meets bi-monthly and the members include senior industry 
executives and Government officials, all with extensive knowledge and 
experience of  the global e-Gaming industry. Together they represent each 
of  the key elements of  the IOM e-Gaming cluster.

eGSAB, as it has become known, was downsized early in 2013. It continues 
to advise government on future e-Gaming policy and development, and 
meets quarterly. It is responsible for monitoring and reviewing the delivery 
of  the key objectives identified in the strategic plan.

3.9.3 The e-CluB

On a much lighter note, the e-Club is an informal event held approximately 
once each quarter; sponsorship rotates around leading e-Gaming 
companies and suppliers to the industry such as CSPs, the Post Office, 
banks and other providers. The format is generally a complete take-over 
of  a bar or restaurant, with music, off-the-wall entertainment and much 
conversation and networking. Anyone might turn up. It’s easy to find out 
what the e-Club is doing next by searching for news on Google, LinkedIn, 
Facebook or Twitter.

3.9.4 oTher proFeSSional aSSoCiaTionS

Numerous other associations not specifically devoted to e-Gaming exist 
on the Island and often hold events which are educational and instructive 
for industry participants. We are aware in particular of  the Association 
of  Corporate Service Providers, the Chamber of  Commerce, the Manx 
Digital Currency Association and the Manx Canadian Club, but there are 
doubtless many others as we are a very social bunch on the IOM and we 
don’t miss many opportunities for a get-together, a good meal and a few 
drinks – or an educational experience!
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4 LICENCE TYPES: PERMITTED USES, 
PROHIBITED AREAS AND NON-
LICENSABLE ACTIVITIES

4.1 INTRODUCTION: THE OGRA LICENCE 
AND ITS VARIANTS
Whenever IOM telecommunications infrastructure is used for a game in 
which a prize is available and there is an element of  chance, or skill and 
chance combined, then under the Island’s law, online gambling (e-Gaming) 
occurs and must be licensed. In the opening chapters of  this book we 
outlined the marketing, reputational and prudential attractions of  elevating 
an e-Gaming business to the status of  an IOM licensee. There are regulatory 
benefits to carrying the Manx brand too – the IOM is acknowledged the 
world over as a best in class jurisdiction and the best of  the world’s gaming-
friendly banks, insurers and other financial providers see possession of  the 
licence as a positive and sometimes mandatory attribute for doing business.

When attention is turned to licensing detail, there is a difference between 
technical truth and common parlance. Legally speaking, the IOM offers 
only one e-Gaming licence, the OGRA licence. However, its fees and 
conditions can be varied by regulations and policy. It’s that simple. In 
practice, the possibility of  variants has led to a common viewpoint that 
there are in reality three licence types. What one can do with an IOM 
licence depends very much on the variation of  licence held; having the 
correct form of  licence will enable the holder to carry on quality, legal 
business throughout the world in compliance with the law of  the land 
where the operation is based.

Although it is not strictly correct as a legal description, it is often helpful 
to understand the legal environment in terms of  three different “types” of  
licence. The first is the standard or full licence; the second is the sub-licence 
and the third is the network services licence. Each has different conditions 
and annual renewal fees, which are spelled out in detail elsewhere in this 
book.

The server where registration takes place can just as easily belong to the 
full or network licensee. The critical difference between white label and 
sub-licensee is that of  player ownership. Under a white label, the OGRA 
licensee owns the player (for complaints, fund protection, etc). Under a sub-
licence, the sub-licensee owns the player. If  a sub-licensee were to use the 
back office provided by another licensee, commercial considerations (but 
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not legal requirements) dictate that there should be stringent contractual 
measures in place to prevent the full or network service licensee from 
retaining that valuable player data during a parting of  the ways.

To complete the picture, sub-licensing and white label provision are not 
mutually exclusive. A full OGRA or network services licensee may have a 
number of  B2B relationships which include both sub-licensees and white 
label operators.

Licence types and conditions are a dynamic environment, especially 
where policy rather than legislation is involved. It is good practice to stay 
current with both the legislative provisions and any policy announcements 
surrounding the licensing environment, as these may not only invoke 
obligations for the business but also, and perhaps more likely, create 
opportunities.

4.2 THE FULL LICENCE
The principal benefit of  the full licence is flexibility. The licence supports 
business-to-client (B2C) arrangements (including the registration of  
players) and business-to-business (B2B) arrangements.

There is no limit to the number of  products that can be operated under 
a full licence, or to the number of  B2B relationships that can be formed. 
New products can be introduced after the licence is issued; the process to 
add a new product is fast and straightforward. 

For example, a full licence might be first issued for RNG casino games and 
a sports book. Six months later, a poker network might be added. Later 
still, a live dealer product might be used to enrich the offering. No charge is 
made for the addition of  products although the GSC re-issues the licence 
to reflect the additional products each time one is added.

New B2B arrangements can be formed at the operator’s discretion. B2B 
arrangements can involve the provision of  software services to other IOM 
licensees (including sub-licensees, see next section) as well as arrangements 
where players are handed off  to a trusted third party such as a network 
for their gameplay. In those instances, GSC policy currently requires 
that initial player registration is always performed on the operator’s IOM 
infrastructure, and the GSC will place obligations on the operator to ensure 
that players are still protected as they play on foreign servers. 

Similarly, a full licensee can offer white label arrangements to partners; 
white label contracts typically consist of  the software being provided 
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in a branded format to the white label operator. The players remain the 
responsibility of  the full licensee even though, to the player, the B2C 
relationship may appear to be with the branded site. Such arrangements 
are common and there can be any number of  white labels operating in 
conjunction with a given licensee.

Operating a full licence obliges the operator to protect the players’ funds 
against possible liquidation or seizure. Numerous mechanisms exist to 
achieve this and are discussed in Chapter 12.

Real examples of  operators with a full licence:

• A sports book sponsors a premier league football team and offers 
sports bets to players in the Far East. It has a customer support 
branch in the Far East and it also contracts with a third party there 
for a sports feed;

• A poker operator offers peer-to-peer poker to the world’s players;
• A UK-facing site offers slots, table games and poker (through a 

third party) to its players;
• The operator provides back-office and gameplay software to IOM 

sub-licensees;
• Mah-jong is offered to the world’s players; or
• A sports book offers slots via a network in another jurisdiction, 

offers back office and gameplay software to sub-licensees in 
the IOM and offers white label bingo facilities to start-ups and 
newspapers. 

4.3 THE SUB-LICENCE
The principal benefit of  the sub-licence is low annual licensing costs. The 
licence primarily supports B2C arrangements. The sub-licensee may only 
affiliate with one software platform provider (which can be back-office, 
gameplay or both). As with the full licence there is no limit to the number 
of  products (e.g poker, RNG slots, bingo, etc) that can be operated under a 
sub-licence. The platform provider that offers games/back office functions 
to the sub licensee must be either a full OGRA licensee or an OGRA 
Network services licensee (but cannot be another sub-licensee.) 

In a sub-licensing arrangement the sub-licensee carries the registration 
and protection commitment, irrespective of  whether the OGRA partner 
provides the games, back office (including the registration functionality) 
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or both. A sub-licensee attracts a lower annual renewal fee than a full 
licensee provided its relationship with the full licensee platform provider 
is exclusive.

The sub-licence requires that the holder registers players and protects their 
funds and welfare. Notwithstanding that the player is gaming on the full 
licensee’s gameplay server and possibly using that platform’s infrastructure 
to register, it is the responsibility of  the sub-licensee to handle complaints, 
protect players’ funds, accept deposits and supervise withdrawals, etc., in 
the same way as if  the licence were a full licence.

If  the sub-licensee wishes to add a new product from a different game or 
platform provider, then it must either switch business partners (in order to 
preserve the one-to-one platform exclusivity) or upgrade to a full licence. 

Upgrades (and ‘downgrades’) of  licences take the GSC a little more time 
to process than the addition of  a new channel or product but are normally 
concluded more expeditiously than a new licence application.

Real examples of  effective sub-licence use:

• A sub-licensee uses the games and gameplay servers provided by its 
partner but handles the back-office functions itself  (for example, 
player registration or the payment wallet);

• A full licensee offers its back-office to one sub-licensee, its bingo 
games to a second and all of  its services to a third;

• A sub-licensee uses the poker software of  its partner but wishes to 
add RNG slots for players waiting for the start of  a tournament. 
The full licensee does not wish to develop and add slots to its 
offering but arranges a B2B deal with a slots provider. When the 
sub-licensee’s players arrive on the poker site, there is now a slots 
tab for them to click. At all times, the sub-licensee is responsible 
for its players’ welfare and fund protection. The GSC has approved 
the slots provider prior to the players being allowed to play there; or

• A newspaper approaches a sub-licensee to run its bingo product. 
The sub-licensee agrees a revenue share with the newspaper and 
a white label site is created reflecting the newspaper’s brand. The 
sub-licensee registers the newspaper’s readers and the gameplay 
occurs on the sub-licensee’s gameplay servers.

A situation in which the sub-licence does not work:

• A sub-licensee wants to use poker from one partner and slots from 
another. It must choose between the two or upgrade to a full licence.
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4.4 THE NETWORK SERVICES LICENCE
The principal benefit of  the network services licence is an enhanced degree 
of  B2B flexibility. It should be considered as a full licence with special 
B2B privileges. It allows players to come from a non-IOM operator onto 
an IOM server without re-registering; the non-IOM operator continues to 
“own the player.” In practice, the licence is issued with three sets of  licence 
conditions:

• Conditions which apply to all activities;
• Conditions which apply to activities involving registered players; 

and
• Conditions which apply to activities involving other players (i.e., 

those not registered on the Isle of  Man).
This third schedule allows gameplay to occur on IOM infrastructure 
without the requirement for the player to be registered (or re-registered). 
This has the effect of  enabling B2B arrangements with foreign operators 
who send their players to the IOM network operator, typically under a 
revenue-sharing contract. White labelling activity by a licence-holder is 
very susceptible of  being misunderstood. Any OGRA licence holder can 
support white labels and ; a Network Services License is NOT required in 
order to allow white label marketers to bring IOM-registering players onto 
a full licence holder’s site; but it is required if  foreign players are to come 
to the site without ever re-registering on the IOM.

The Network services licence in effect substitutes foreign operators for 
sub-licensees but as a result has fundamentally different parameters; 
because the relationship is purely B2B there is no requirement to protect 
foreign players and they cannot be registered on the IOM. 

Activity conducted under this part of  the network services licence prohibits 
the operator from identifying the players; identity information is known 
to the operator registering them in its home jurisdiction. The interchange 
between the foreign operator and the IOM network services operator 
will typically be data which allows a player to be tracked without being 
identified, i.e. a number or hash. Indeed, if  a player does become identified 
by the network services operator, the player is then re-classified as a player 
requiring registration and protected under the registered players schedule. 
Notwithstanding this, the network services licensee is obliged to form a 
contractual alliance with its partners in order that AML/CFT, fraud and 
cheating, etc. can be effectively combatted.
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A network services licensee can also offer its software platform to full or 
sub-licensees in the IOM, can register players for its products, offer white 
labels and form B2B relationships.

It should be noted that only the network services licensee is considered licensed by the 
GSC and only it can carry the IOM logo; foreign operators attaching to the network 
are not considered licensed by the GSC and may not represent themselves as such.

Upgrades from full or sub-licences can be accommodated at any time but 
it should be further noted that the GSC is not able to offer refunds for 
unused portions of  licences. Unless the upgrade coincides with the annual 
renewal date then it is possible that a portion of  the previous licence’s fees 
will be wasted.

Real examples of  operators with a network services licence:

• A network services licensee has developed a game which is proving 
popular with operators in other jurisdictions. Each foreign operator 
is added to the licensee’s network and liquidity is pooled, creating 
an exciting and dynamic environment for players;

• A poker network provider has decided that the IOM is a better fit 
for its operations than its current jurisdiction. It obtains a network 
services licence and transfers all of  its partners to the new network; 
and

• An existing full licence holder upgrades to a network services 
licence and in addition to continuing its existing B2C products, 
sub-licensees and white labels, it now offers its games to foreign 
operators. When foreign players appear on the network they are 
pooled with the players from its four IOM sub-licensees. It has a 
duty of  care under IOM regulation for all players registered with 
itself  (the B2C and white labels). Its sub-licensees take care of  their 
players as defined in their IOM licences, and foreign operators take 
care of  their own players under the regulations prevailing in their 
respective territories.

4.5 OTHER OPTIONS
Software developers and potential operators with a single game or small scale 
product of  their own often ask if  they can operate under another licence 
holder. There are two ways in which this can be achieved. Both depend on 
finding a company which believes that the game or product will be a success.
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4.5.1 revenue Sharing

The idea or software can be licensed to an operator under a revenue sharing 
agreement. The licence holder will do all the work to get the game up and 
running and make it available to its customers. If  the game is successful, 
the inventor or developer may want to graduate to being an independent 
licensee. In such event, a potential limitation is that all players of  the game 
will be registered with, and effectively belong to, the original licensee.

4.5.2 WhiTe laBelling

A more common solution is for the start-up to take a white label with a 
licence holder. This can be a standard OGRA licence holder, though today 
it would be more common to approach a Network Licence holder as it 
is likely to have experience and facilities to manage white label products. 
Agreements can be reached that at the end of  a relationship the player 
database will be handed over to the original developer. Today, technology 
is so developed in this area that white label sites no longer look just like a 
new flavour of  an old brand with different colouring.

For an individual who has designed a game, or a company which specialises 
in marketing but does not understand payments, white labelling is an 
effective method of  outsourcing the technicalities and focusing on player 
acquisition and retention. It also results in a significant cost saving, both 
initially and ongoing. 

In a white label environment, the operator will typically agree a revenue 
share. Often there is a monthly minimum guaranteed payment. There may 
be a setup fee depending on the amount of  work required to integrate the 
game or set up the site. The licence holder will, however, have a stable of  
other games that can easily be added into the white label site. For example, 
a betting based product can have scratch cards, casino and a poker offering 
from launch day without the cost of  developing or separately contracting 
for all these services, many of  which will carry additional monthly minimum 
charges if  subject to separate contracts.

There are a number of  successful sites licensed by the IOM which first 
entered the market using this model.

4.6 WHAT THE LICENCE DOES NOT PERMIT
The IOM licence is granted under the Island’s legislation and regulations. 
The laws and conditions surrounding the licence create an environment 
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for the holder which assures legality for the operation on the Island itself. 
However, of  course normal international considerations apply to cross-
border business as they would to any company in any trade. If  unsure 
of  the effect or standing of  the IOM licence in any foreign country of  
operation or where players reside, the operator should seek qualified legal 
and/or tax advice in that country. The IOM cannot hold itself  out as 
expert on, or stay current with, the law in every country of  the world, and 
would not seek to do so.

Beyond this rather obvious consideration, there are three activities which 
are very specifically stated to be outside the ambit of  the Island’s e-Gaming 
legislation. The licensed operator may not:

4.6.1 oFFer SpreaD BeTTing (WhiCh iS regulaTeD 
By The FinanCial SuperviSion CommiSSion)
The term “spread betting” covers several types of  betting on the outcome of  
an event, where the possible winnings are based on the accuracy of  the 
prediction, rather than a binary “win or lose” outcome. The spread is the 
range of  outcomes. It is also known as CFD or “Contract for Differences,” 
which is included in the definition of  “investment” in the Regulated Activities 
Order 2008. Recent estimates suggest that over a million UK residents 
engage in this high risk form of  betting. The potential gains or losses can 
be in excess of  the original bet by multiples.

The GSC does not have the authority to license spread betting. A company 
wishing to undertake spread betting should approach the FSC of  the IOM, 
which is the appropriate regulator under the Financial Services Act 2008. 

4.6.2 oFFer a loTTery in The uniTeD kingDom

Chapter 2, Section 1.3 above contains additional guidance on this subject.

4.6.3 aDverTiSe in The uniTeD kingDom

Under the UK legislation introduced in 2014, advertising of  online gaming 
sites in the UK requires UK licensing, and is no longer a permitted activity 
of  offshore licensed sites.



PART I: THE BUSINESS

54

4.7 NON-LICENSABLE ACTIVITIES

4.7.1 SoCial gaming

Recently there has been much talk, worldwide, of  the desirability (or 
otherwise) of  regulation for Social Gaming. It is a hot and vibrant topic, 
with vocal supporters of  both sides. While the IOM, with its high quality 
services for e-Commerce in general, is a natural contender for basing social 
gaming operations, there is currently no plan to regulate social gaming 
outside the general application of  the Island’s law. Operators interested in 
running social games from the Island would be prudent to check with the 
GSC that their product falls outside the purview of  OGRA, and that this 
position remains current.

4.7.2 aFFiliaTeS, paymenT ServiCe proviDerS anD oTherS

The IOM, in contrast for example to emerging American jurisdictions, does 
not seek to regulate affiliates or other ancillary service providers. Payment 
Services Providers in general, not specific to e-Gaming, are regulated by the 
Financial Supervision Commission in an environment similar to that of  
the European Payment Services Directive, although IOM is not part of  
the EU and under no obligation to comply. Nor are there presently classes 
of  licences for different sizes of  operators, different pieces of  the puzzle 
or different stages.

4.8 LICENCES IN PROGRESS
IOM does not permit operators to go live while their application is being 
processed. There are just three possible states of  licensing: not licensed (no 
gameplay is permitted), licensed (gameplay is permitted under the terms of  
the licence), and suspended, where a licence has not been cancelled but its 
use is temporarily prohibited pending resolution of  a regulatory or other 
issue. Conditions and policy mean that the situation is not “one size fits all” 
but the situation is black and white; either an operator has a valid licence 
or it does not. 

Once an application has been heard by the Commission, and assuming it 
is satisfied with the application, the applicant becomes “approved.” This 
means that a licence will be issued when requested by the applicant.

The applicant has up to three months to tie up loose ends and prepare for 
going live before the licence fee must be paid. No gaming may be offered 
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to the public until a licence has been issued. 

If  there are still outstanding regulatory issues at the point the licence is 
issued, it will be issued with a disabling clause which must be removed 
by the GSC before gaming can be offered. This is a rare occurrence but 
it can happen; if  software testing exposes an issue, it may take some time 
to correct, taking the applicant past the three months’ grace period for 
payment.

Applicants are advised to consult with their CSP or with the e-Gaming 
Team to ascertain the most appropriate timing for their licence hearing, 
in order to be ready to go live within three months of  approval. This 
maximises the opportunity to generate income during the licence period 
and avoids time spent developing the game while the licence is in force and 
is being paid for.
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5 THE ISLE OF MAN COMPANY

5.1 INTRODUCTION
The Online Gambling Regulation Act 2001 (OGRA) provides that a 
licence to conduct online gambling may be granted to a company limited 
by shares and incorporated in the IOM. The only eligible applicant for a 
licence under OGRA is thus a company incorporated in the Island. 

An IOM company must be incorporated or purchased. In this, the assistance 
of  a Corporate Service Provider can be helpful, not only in providing 
appropriate advice but potentially in providing nominees, directors and/or 
other required post holders. Chapter 3, Section 5 gives much more detail on 
this. Note that a requirement of  the Gambling Supervision Commission 
(GSC) is that the company must have at least two local directors, i.e. 
directors who reside in the IOM. They must be individuals and may not be 
corporate entities. 

5.2 TYPES OF COMPANIES
The company can be incorporated under the provisions of  the 1931 
Companies Act (1931 Act) or 2006 Companies Act (2006 Act). Neither 
type is required to set out its objectives in its constitutional documents. 
The 1931 Act provides that a company has the rights, powers and privileges 
of  an individual. The 2006 Act provides that a company has unlimited 
capacity to carry on or undertake any business or activity.

5.2.1 The 1931 aCT Company

5.2.1.1 Formation Requirements
A company incorporated under the 1931 Act (known as a 1931 Act 
Company) must have its name approved prior to incorporation. A form 
provided on the Companies Registry Website is filled out and filed with 
the Registry; on approval of  the name “Form 1” plus the Memorandum 
and Articles of  Association are prepared and filed with the Registrar of  
Companies who then issues a Certificate of  Incorporation. This evidences 
the incorporation of  the company. 
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5.2.1.2 Officials And Registered Office
The 1931 Act Company must have at least two directors resident in the 
IOM. It must also appoint a company secretary (who can be one of  
the directors) and must have a registered office in the Island. A CSP if  
appointed can provide the registered office address as part of  its package 
of  services. 

5.2.2 The 2006 aCT Company

5.2.2.1 Formation Requirements
A company incorporated under the 2006 Act must also have its name 
approved prior to incorporation. On approval, the Memorandum and 
Articles of  Association are prepared and filed with the Registrar of  
Companies, who then issues a Certificate of  Incorporation. This evidences 
the incorporation of  the company. 

5.2.2.2 Officials And Registered Office
Like the previous type, the company will be required to appoint at least 
two directors resident in the IOM and have a registered office, but this type 
must also have a registered agent. The registered agent is required to be a 
licensed IOM CSP.

5.3 DIRECTORS
Either type of  company is required by the GSC to have at least two local 
directors. It is preferable for the company to have the majority of  directors 
resident in the IOM so that the management and control of  the company 
is clearly on-island. This is important from a taxation perspective as the rate 
of  corporate tax for domestic companies is zero per cent. If  the company 
is deemed to be managed and controlled in some other jurisdiction it may 
well be that the company is liable to taxation in that jurisdiction. 

5.4 SHAREHOLDERS
The shareholders of  the company can be individuals, corporate entities, 
trusts or foundations or any combination of  these. Shares can be held by 
a nominee shareholder on behalf  of  the beneficial owner. The beneficial 
owners of  the company should receive advice on the most tax efficient 
manner of  structuring the shareholding of  the company. 
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5.5 SHARE CAPITAL
A 1931 Act Company is required to specify its authorised share capital 
in the constitutional documents; any change to that share capital must 
be notified to the Companies Registry. There are also various capital 
maintenance requirements.

A 2006 Act Company, however, is not required to specify its authorised 
share capital and thus there can be a variation of  the share capital without 
any notification or filing at the Companies Registry. A further advantage of  
the 2006 Act Company is that there are reduced compulsory registry filings. 

The GSC does not require any minimum share capital to be issued by a 
licensee.
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6 REQUIREMENTS TO OBTAIN AN ISLE 
OF MAN LICENCE

6.1 INTRODUCTION: LEGISLATION AND 
TIMELINES
The Gambling Supervision Commission (GSC) publishes, accessible from 
its website www.gov.im/gambling, a document entitled “Guidance for On-
line Gambling.” This is commonly referred to simply as “The Guidance 
Notes.” It is an excellent and comprehensive document containing a great 
deal of  detail regarding matters addressed in this publication. It is updated 
regularly, and carries a validity date. Reference to the full document is 
strongly advised. The following chapter, which quotes virtually exclusively 
from the Notes, is a condensation of  the key points relating to licensing 
requirements. Other topics considered in the Notes are addressed in other 
chapters of  this publication.

Nevertheless, the source document regulating the industry is the Online 
Gambling Regulation Act 2001, commonly abbreviated to OGRA. A copy 
of  OGRA and its associated regulations can be obtained here: www.gov.
im/gambling/licensing or from the Tynwald library.

“How long does it take to get a licence?” This is one of  the most frequently 
asked questions of  the Commission and has a simple answer, but will 
always be given with associated context. The simple answer is around 
twelve weeks, this however only applies to complete applications where all 
sections and accompanying papers are completed and answered fully and 
honestly. The applicant whose submission meets these criteria can expect 
to attend a licence hearing of  the Commissioners around three months 
after submission of  the application.

A provisional hearing date will be confirmed shortly after acceptance 
of  the application, with final hearing confirmation being given around 
a month before the hearing. The provisional date is at best a guide to 
when an application will be heard and generally this date will become the 
confirmed hearing date. There may however be circumstances that come 
to light during the Inspectorate’s review of  the application that cause a 
delay. The GSC advises applicants not to make any travel arrangements 
for the hearing based on the provisional date, but rather wait until formal 
confirmation has been received.
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6.2 A GENUINE PRESENCE IN THE IOM
In addition to compliance with OGRA, an operator who intends to 
establish in the IOM must satisfy the following criteria:

• It must establish a Manx company;
• It must have at least two local directors, who must be individuals 

and not corporate entities;
• It must appoint at least one resident Designated Official (DO), 

or where that Designated Official cannot reside in the IOM, an 
Operations Manager (OM);

• It must either register players on IOM servers or operate under a 
network services licence which obliges it to establish the network 
services in the IOM; and

• Gambling and trading accounts should be located in a bank in the 
IOM, unless it receives a waiver from the IOM Treasury.

6.3  STARTING THE PROCESS
Initially a complete application form and statutory application fee must 
be submitted to the Inspectorate by an applicant or its representatives. 
The application package can be obtained from www.gov.im/gambling/
applications.xml; a hard copy must be submitted containing all the necessary 
signatures. 

While representatives, such as lawyers or Corporate Service Providers can 
perform a lot of  the administrative procedure on behalf  of  the applicant, it 
is not a statutory requirement for an application to be made by, or through 
them.

Once the Inspectorate is satisfied that an application has been fully 
completed and it has received the application fee (£5,000), it will typically 
process the licence within 10-12 weeks. This period officially begins when 
the Inspectorate issues a letter stating that the application has been accepted 
and the process is underway.

It is customary for the inspection process itself  to generate a lot of  
questions. This is to be expected and is an ideal opportunity to explain 
the model and structures, etc. more fully to the mutual benefit of  both the 
applicant and the Inspectorate. Sometimes these questions can be rapidly 
resolved by a visit, practicalities permitting. 

The Inspectorate will also expect to meet with the Designated Official and 
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Operations Manager (where appointed) to discuss the business model and 
gain an understanding of  the competence these key officials have with 
regard to the business being proposed and the gambling sector as a whole.

6.4 THE APPLICATION
When an application is sent to the GSC, it should contain the following 
items:

• The application form;
• The application fee (£5,000);
• Police Vetting Unit Criminal Records Bureau Application Forms 

(CRB Forms) for all key officials (Directors, Shareholders of  more 
than 5%, Designated Official, Operations Manager). Note: Blank 
CRB Forms are available on request from the GSC;

• A personal declaration form (PDF) for any of  the following 
appointments. If  an individual fulfils more than one role, only one 
PDF is required:

 ◦ All shareholders of  the applicant company with holdings 
above 5% and any shareholders of  the ultimate parent 
company and any companies in between with holdings above 
5% (Note that the due diligence required for publicly listed 
companies varies slightly: in these instances, the GSC seeks 
to scrutinise all shareholders with 20% or more stock);

 ◦ All directors of  the applicant company if  it is a privately 
owned entity;

 ◦ The Designated Official; and
 ◦ The Operations Manager (if  appointed).

• A list of  key officials in the group where the application is from a 
publicly listed company;

• References for the above – note that a given referee may only be used 
once per application. This means for example that an application 
with three PDFs would require a total of  six different referees; and

• A business plan which includes the following chapters:
 ◦ Financial accounts;
 ◦ Ownership;
 ◦ Terms and Conditions; 
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 ◦ Game rules;
 ◦ Internal control systems;
 ◦ Player protection;
 ◦ Technical checks on games offered;
 ◦ The business model;
 ◦ Payment schematic;
 ◦ The proposed banking arrangements;
 ◦ Customer due diligence;
 ◦ Website look and feel;
 ◦ Infrastructure checks;
 ◦ Player registration checks;
 ◦ Treasury services;
 ◦ Transaction recording for games and lotteries; and
 ◦ Transaction recording for sportsbook betting.

Two hard copies of  the entire application bundle should be supplied to the 
GSC, together with one electronic copy which has all individual documents 
saved as separate files. The Inspectorate’s preference is for the business 
plan to be provided using Microsoft or Microsoft compatible applications.

If  it is important that an application be heard by the GSC for a particular 
date, this should be discussed with the Inspectorate at the time the 
application is filed.

Similarly, if  an application is pressed for time and needs to be processed 
without delay, then the GSC offers the following pointers to facilitate 
processing time:

• File the application with all of  the documentation mentioned in the 
list above and highlight any items in a covering letter which are still 
work in progress;

• Ensure that the documentation that is supplied answers all of  the 
points raised in Chapter 7, Section 3 (The Business Plan) below;

• Ensure that the application clearly expresses a preferred date or 
deadline;

• Ensure the application fee has been remitted to the GSC; and
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• The CRB forms may be submitted ahead of  the main body of  the 
application to remove another element of  delay. Submission of  
these forms is treated as the start of  the application process and 
requires the application fee of  £5,000 to be paid at the same time.

Once an application has been accepted, the GSC will aim to complete the 
process within 12 weeks. The precise completion date may be determined 
by the actual dates which are determined some months in advance.

6.5 THE CHECKING PROCESS

6.5.1 general

The maintenance of  the Island’s reputation as a well regulated jurisdiction 
is paramount. Occasionally, the GSC may decline prospective applicants to 
protect that reputation regardless of  the potential economic benefits. 

The Inspectorate’s analysis of  the application will include an evaluation 
of  the business model to identify any particular threats that could, by 
association, tarnish that reputation.

Where it feels strongly about a particular issue, it may suggest the business 
model is altered to remove a risk or indeed it may decline the licence until 
such time as the risk is satisfactorily mitigated. In other cases, it may simply 
append a licence condition to the final approval which allows the GSC to 
revoke or suspend the licence and publicise this fact, pending remedial 
action.

6.5.2 people

Each person connected with the application is checked to ensure they are 
both competent in any offices they hold and are people of  integrity.

While the GSC expects PDFs to be supplied with the main application, 
wherever possible the Police Vetting Unit CRB forms should be requested 
from, completed and returned to the Inspectorate as soon as possible 
ahead of  the main application submission. 

The Inspectorate does not expect to have to discover issues for itself  
which should have been declared on the declaration forms. Where there 
is doubt over whether a sanction is serious enough to warrant declaration, 
it should be declared. There is no exemption under the rehabilitation-of-
offenders legislation for gaming personnel and a very solid explanation will 
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be required from any beneficial owner or key official who fails to declare 
an issue which later comes to light from the GSC’s checks to avoid such a 
person being excluded from consideration.

Often applications are processed with the assistance of  a Corporate 
Service Provider (CSP) in the Island. If  personnel wish the GSC to be able 
to discuss issues arising from their declaration forms directly with their 
CSP, they must provide their CSP with a letter outlining this permission. 
The GSC will always insist on seeing such permission before discussing a 
person’s affairs with a CSP. A signed declaration form automatically grants 
the GSC permission to divulge personal details to third parties who are 
connected with the due diligence process.

All information supplied to the Inspectorate is held in the strictest 
confidence and in accordance with the Data Protection Act.

The GSC is committed to preventing a situation where officials on the 
Island are simply uninformed proxies and nominal officials. Indeed, the 
Inspectorate will stay in regular contact with Designated Officials and 
Operations Managers with a view to understanding how the licensee’s 
affairs are progressing and does request specific information as part of  the 
ongoing supervision programme. 

6.5.3 ConneCTeD CompanieS

Companies connected with the application are checked to ensure that they 
are bona fide, legitimate businesses. While most corporate histories tend to 
be short, if  the history behind acquisition and ownership of  an operation is 
particularly complex, the Inspectorate may ask for a timeline which shows 
each company in the chain and the relationships and transactions between 
them. 

In the case of  each company, the legal name, trading name, ownership, 
incorporation date and place of  incorporation must be stated.
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6.6 CONTENTS OF THE APPLICATION IN 
DETAIL

6.6.1 analySiS oF The FinanCial aCCounTS

Full analysis of  the financial model requires detailed forecasts for a 
minimum of  three years, and for established businesses audited accounts 
for (up to) the previous two years. For consistency a template is provided 
upon request, which must be filled in and included with all applications (this 
can be as well as, or instead of, the company’s own financial statements). 

These are submitted to an accountant retained by the GSC which checks 
them for credibility and robustness.

The applicant is expected to submit financial information covering:

• Plans for future funding to include the values and source(s) of  
operating/start-up capital;

• Forecast profit and loss for the first three years of  trading, broken 
down by month for the first two years and an annual figure for the 
third year;

• Forecast monthly cash flow for the first three years of  trading;
• Forecast balance sheet for the first three years of  trading;
• Terms and origin of  any investment and loans (including shareholder 

loans);
• The level of  business that needs to be maintained and achieved to 

break even;
• Statutory accounts for any operational parent company; and
• Information to support all financial assumptions such as traffic 

volumes, player spend, cost projections, player acquisition and 
retention costs, return on marketing spend, relocation, etc. 

The GSC will also be interested in the company’s ability to sustain its business 
during adverse conditions and will look for evidence that the business 
model has been subject to a sensitivity analysis. This analysis should forecast 
performance where variables such as player acquisition and retention costs, as 
well as the more traditional fixed costs (IT, rent, wages, etc.) have been wrongly 
estimated. The Inspectorate will pay particular attention to the performance 
required of  the operator to break even and a robust commentary will be 
expected to support the assumptions made in the accounts.



PART II: THE LAW AND THE PROCESS

68

Where such analysis demonstrates the potential for financial difficulties, any 
contingencies that can be used to offset the situation should be outlined.

All figures must be reported in the same currency.

6.6.2 analySiS oF oWnerShip

The certificate of  incorporation and the memorandum and article 
of  association should be submitted for the applicant company. The 
Inspectorate is obliged by law to understand who owns and benefits from 
the company’s activities so that it can perform the necessary due diligence 
on those people.

The details provided to the Inspectorate should clearly detail the 
relationships between any companies involved in the application whether 
their participation is direct or indirect; it should show who controls those 
companies and detail any shareholdings they have irrespective of  the size 
of  their shareholding.

Any beneficial owner using a nominee company or trust to control the 
gambling operation must be identified to the GSC to enable due diligence 
to be performed. In the case of  nominee companies, the GSC will also 
request sight of  the documentation that relinquishes the owner’s (usually 
a CSP or equivalent) control and benefits in favour of  the true beneficial 
owner.

If  the IOM-registered applicant company is part of  a group structure, then 
the GSC expects to see a comprehensive description of  the structure. This 
can often be best shown by a diagram, but with accompanying notes. All 
companies, trusts or other arrangements in the structure should be fully 
identified by name, number and jurisdiction of  registration.

In most cases, the sources of  funding will need to be declared, particularly 
if  it doesn’t arise from the simple sale of  shares. These checks are designed 
to confirm the following:

• That the funds are genuinely available; and
• That the funds have not arisen from illegal activity.

6.6.3 analySiS oF TermS anD ConDiTionS

The exact Terms and Conditions offered by each licence holder are its own 
responsibility. Appropriate legal or professional advice is usually sought by 
the applicant.
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However, there are a number of  areas or specific items which the GSC 
would expect to see covered. The GSC will still review the Terms and 
Conditions and game rules that will apply to games for fairness even if  
the licensee does not intend to register players directly but intends rather 
to allow the players of  foreign operators to use its games under a network 
services licence. 

These can include, but should not be limited to:

• Overview or introduction;
• Definitions or explanations of  terms used;
• A cross reference to consult specific game rules;
• A statement that modifications can be made to the Terms and 

Conditions and that the customer is responsible for periodically 
checking them;

• How disputes will be handled and by whom;
• How breaches of  the Terms and Conditions by the customer are 

dealt with;
• Which jurisdiction’s Governing Law is applicable;
• Agreements on age limits and legality of  gambling in the jurisdiction 

from which the player originates;
• Rules on self-exclusion for problem gamblers;
• A statement saying that by entering into a registration for 

membership the Terms and Conditions have been read and agreed 
to;

• The methods by which player registration can take place and the 
KYC identification requirements under AML procedures;

• Reference to how abandoned accounts will be dealt with, and in 
particular what will ultimately happen to abandoned funds;

• How blatant or palpable errors, erroneous pricing, mistakes or 
omissions are dealt with

• Account limits, betting limits and maximum cashouts; and
• Players must be given the opportunity to review changes to 

their Terms and Conditions. Ideally, such changes are notified to 
customers as they occur and the terms can be re-agreed; the GSC 
is also comfortable with any mechanism which allows players to 
review dated changes in Terms and Conditions as well as the latest 
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version. Such audit trails must be easy to understand and navigate 
and in all cases, any unresolved gambling performed under one set 
of  Terms and Conditions may not have its Terms and Conditions 
supplanted without the player’s explicit consent. Players may not 
consent to future changes as part of  the Terms and Conditions (e.g. 
no player may agree to any Terms and Conditions which contain the 
wording “I agree to any future Terms and Conditions irrespective 
of  when they are made or what they are.”).

6.6.4 analySiS oF game ruleS

There can be two sets of  Game Rules.

A licence holder offering a broad range of  games or types of  games may 
have a set of  general game rules. These could include details on:

• How bets or games are settled;
• What happens in the event of  a cancellation of  an event or game;
• How disputes will be handled and by whom;
• How blatant or palpable errors, erroneous pricing, mistakes or 

omissions are dealt with;
• Details of  betting limits and maximum cashouts;
• How breaches of  the rules by the customer are dealt with;
• There should also be a game specific set of  rules for each game 

offered. These are expected to set out the method of  play and rules 
in a clear and concise manner, and where applicable include pay 
tables; and

• Areas within the Terms and Conditions and the game rules may 
cross over and be covered in a similar format in both areas.

6.6.5 analySiS oF inTernal ConTrolS anD SySTemS 
The Inspectorate will be interested in the internal mechanisms the company 
has to assess, mitigate and monitor risk particularly where it relates to players 
and player protection. It is expected that procedures and manuals detailing 
internal controls and systems would be submitted with the application.

If  the operation is exposed to any particular risk, this should be highlighted.

The Inspectorate will require a demonstration that legal comfort has been 
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obtained. This is typically satisfied by providing the GSC with a board 
meeting minute that shows the board accepted that the legal advice they 
received on their activity demonstrated that the activity is legal.

Full compliance with IOM data protection law is expected at all times. 
In those instances where an operator intends to share information with a 
business partner that is not within the European Economic Area, a data 
protection agreement must be concluded between the operator and the 
third party. Such an arrangement must be discussed with the office of  the 
Data Protection Registrar.

6.6.6 analySiS oF The arrangemenTS For player 
proTeCTion

Under OGRA, the licensee is expected to safeguard the deposits of  players 
registered in the IOM and ensure they receive their true and fair winnings. 
A method must exist which guarantees that IOM- registered players receive 
their deposits and any accumulated winnings in the event that the operator 
cannot pay. During the application, the Inspectorate will review the 
appropriateness of  the selected ring-fencing vehicle. Protection of  player 
funds is so important and complex that it has its own chapter (12) below.

In addition to the financial aspects of  player protection, the Inspectorate 
will look at the processes for handling player complaints and queries. As a 
minimum they will expect to see a mechanism to record complaints where:

• Each complaint is date-stamped (e.g. 26 July 2010);
• Each complaint includes the player’s submission (if  available) or a 

summary of  it (e.g. “A player on the site abused me for betting KK 
into Trup QQ.” My ID is t***_**** and the player’s ID is n*****.” 
); and

• The resolution of  the complaint is recorded (e.g. “unresolved”).
It is helpful for the operator to maintain a record of  all correspondence it 
has had with a complainant. If  a complaint is escalated to the GSC, it will 
always begin its investigation with a request for the correspondence to date.

Options for appeals or arbitration should also be made available to players.

Finally, all OGRA licensees are required to make a contribution to a central 
fund which is used to promote research, support and education in the 
field of  problem gambling. This contribution is mandatory but does not 
preclude additional voluntary contributions being made by operators under 
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their own programmes of  social responsibility.

6.6.7 analySiS oF TeChniCal CheCkS on gameS 
oFFereD

Whether a game is offered to a player directly or via a third party, the 
game must be certified by a test house approved by the IOM. This is an 
important area and is treated fully below in Chapter 9 which is dedicated 
to the subject.

6.6.8 analySiS oF The BuSineSS moDel

When analysing the business model, the Inspectorate looks to identify all of  
the relevant entities that comprise the model. Entities include operations, 
companies, supporting structures and so forth as well as banks, CSPs, legal 
firms, etc. It also analyses the relationships and transactions between these 
entities as well as the activities each undertakes. 

For each activity, the applicant should explain where it is taking place and 
by whom it is being undertaken.

The GSC does not normally allow an operator to split its product offering 
in such a way that a similar product is licensed in part in two or more 
jurisdictions. The GSC is comfortable licensing all of  one product and 
none of  any others for a given operator. The Terms and Conditions that 
are supplied to players from these pages may only refer to the GSC, or 
EEA regulators.

As a rule, freeplay models should be discussed with the Inspectorate who 
will check that no discrepancies exist between freeplay and cashplay modes 
that are likely to mislead players about their chances if  they switch from 
freeplay to cashplay.

Freeplay models which offer non-monetary prizes should be discussed with 
the GSC. If  at any stage such a prize can be leveraged to produce money or 
money’s worth, then it will qualify as licensable gambling even if  the initial 
offering is free. Such prizes can include bonuses usable on cashplay sites, 
free turns on cash websites, advantages which materialise when used on a 
cash site and even virtual property that might have a value for a non-gambler 
(e.g. a virtual ‘magic sword’ that can be used in an online role-playing game). 
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6.6.9 analySiS oF The paymenT SChemaTiC

The payment schematic shows the flow of  money around the applicant’s 
business as well as between players and the operator and between the 
operator and any business partners.

The Inspectorate’s analysis of  the payment schematic concentrates on the 
methods of  payment that can be used to deposit and withdraw money as 
well as any proposed conditions attached to these and any other financial 
transactions (including internal transfers and charges). The GSC must 
approve all payment methods in a payment schematic before they can be 
used.

Non-refundable elements in gambling (e.g. non-refundable tickets) are not 
permitted in IOM games without the express permission of  the GSC.

The Inspectorate also examines the procedures for measuring the operator’s 
exposure to player funds and ensuring that the correct amount of  money 
is stored in the ring-fenced account or its equivalent. 

Finally the banking arrangements of  the operation are checked. While 
these are often in negotiation during the application period it should be 
understood that banking may not be located outside the IOM unless the 
IOM Government’s Treasury Department has given explicit permission. 

6.6.10 analySiS oF CuSTomer Due DiligenCe - 
knoW your CuSTomer / CuSTomer Due DiligenCe 
(kyC / CDD), anTi-money launDering / 
CounTering The FinanCing oF TerroriSm CheCk 
(aml / CFT).
The Inspectorate will examine the applicant’s AML/CFT procedures and 
will also look at the staff  handbook to ensure that appropriate staff  are 
advised of  their obligations.

Evidence will be required that the 2010 AML Code (Proceeds of  Crime 
(Money Laundering - Online Gambling) Code 2010) which can be found at 
www.gov.im/gambling/regulatory.xml has been obtained and understood, 
as will the appointment of  a suitable Money Laundering Reporting Officer 
(MLRO); the Inspectorate evaluates this person’s CV, qualifications and 
previous experience to ensure they are competent in the role.

Applicants must also be aware of  the Prevention of  Terrorist Financing Code 
2011. This is available on the GSC website.
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It is important that appointed MLROs have independent and unimpeded 
access to the board or ownership of  a company: this will need to be 
demonstrated.

The results of  KYC/CDD checks performed by the operator must be 
available to the GSC upon request.

The Inspectorate will also review the screening policy for appropriate 
staff  designed to check their integrity before exposure to player funds 
or information. “Appropriate staff ” is defined as those who can directly 
participate in the running or support of  the operation or in its management 
and direction.

It is important to recognise that where the operator intends to devolve 
elements of  its operation to third parties and the GSC feels there may be a 
player protection implication, the GSC will expect the prospective licensee 
to negotiate a right of  inspection on the GSC’s behalf. Such an inspection 
if  carried out would only apply to the third party’s IOM-facing business.

Even where the right of  inspection is not required, such as when a new 
operator joins a licensee using an OGRA network services licence to offer 
play on its equipment, the GSC will still expect its licensees only to enter 
into business arrangements with companies that can demonstrate they 
operate to international (and therefore IOM) standards of  AML/CFT. 
Likewise, any business undertaken by a third party on behalf  of  an IOM 
licensee must also be performed to international (and therefore IOM) 
AML/CFT standards.

Appendix E of  the Guidance Notes contains the Inspectorate’s current 
internal AML/CFT checklist. This is the list which officers use when 
assessing the anti-money laundering provisions set up by the prospective 
licensee. Applicants may find it useful to examine this list and compare it 
to their submission, particularly if  they are hoping to have their application 
processed quickly.

6.6.11 CheCkS on WeBSiTe look anD Feel 
The applicant company will be required to demonstrate that the planned 
website complies with regulations. The requirements are summarised below.

On the home page:

• Full name and address of  the registered office;
• The date the OGRA licence was originally granted;
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• A statement that the site is regulated in the IOM;
• The IOM Government crest which can be obtained from the GSC 

or DED; this should be linked to: www.gov.im/gambling;
• A hyperlink to a site which assists with problem gambling such as 

GamCare or Gambling Therapy (which is suitable for non-English 
language sites);

• Links to:
 ◦ A summary of  the registration arrangements;
 ◦ A statement barring those under 18 years old; and
 ◦ A statement that online gambling debts are enforceable in 

law in the IOM; and
• Generally available:

 ◦ Mechanisms which allow a player to self-exclude themselves 
from future participation, future registration and the receipt 
of  marketing material;

 ◦ Mechanisms which allow players to limit their stakes or play;
 ◦ A means by which the company can be contacted at any time 

by the player (a phone number, an e-mail address, live chat, 
etc.).

In addition the Inspectorate will check that the games being offered and 
any proposed advertising planned do not step outside the bounds of  the 
advertising regulations by being:

• Indecent;
• Offensive;
• Not based on fact;
• Deceptive; or
• Misleading,

or by:

• Commenting on the legality of  gambling elsewhere;
• Targeting jurisdictions where online gambling is prohibited;
• Carrying sexual content;
• Targeting under 18 year olds;
• Breaching copyright; or
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• Not making clear the expected return to player in respect of  any 
game played.

The GSC is able to provide clarification on aspects of  suitable content if  
required.

6.6.12 analySiS oF inFraSTruCTure CheCkS

The Inspectorate will check the model to confirm that the following 
technical requirements are being met. Depending on the model being 
offered, these checks may include:

• The servers hosting the games and upon which the bets are struck 
are located in the IOM; and

• Backup procedures for the safekeeping of  data occur at least daily 
and that the data is held for a minimum of  six years.

Where technical systems are mirrored in other parts of  the world for 
purposes other than disaster recovery, the Inspectorate will ask for the 
reasons behind the maintenance of  off-island facilities.

6.6.13 analySiS oF player regiSTraTion CheCkS

The Inspectorate defines player registration as the gathering of  personal 
details and the issuing of  a user ID and password or its equivalent to a 
player in order for them to play a game. Player registration is mandatory for 
licensees except when the services they offer are being conducted under 
Schedule 4 of  an OGRA Network services licence.

Whenever an IOM operator holds a player’s registration data on its server, 
it is responsible for the duty of  care that is extended by regulations to 
those players. A sub-licensee may use the registration facilities of  its 
platform provider but it remains responsible for registration and player 
fund protection. A foreign operator acting as a network partner may not 
use the player registration facilities of  an IOM network operator.

When checking the player registration process, the Inspectorate ensures that:

• A mechanism exists to exclude those under 18 years old who try to 
register;

• The name, age and place of  residence of  the player are collected as 
a minimum;

• A mechanism exists to prevent self-excluded players from re-
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registering;
• The applicant will keep a secure list of  open and closed player 

registrations that the GSC can request at any time;
• Players can only gain access to online gambling through the use of  

a password that is unique to them;
• Players will not be able to hold more than one account at any given 

time;
• Procedures exist to cover requests for account closure, account 

detail changes (such as user ID, password, corrections to personal 
data);

• Mechanisms exist to prevent accounts being opened by someone 
other than the registered person;

• Players whose withdrawals exceed €3,000 are subject to additional 
identity verification procedures aligned to the AML/CFT code; and

• Procedures exist to prevent players registering anonymously or 
with obviously fictitious names.

6.6.14 analySiS oF TreaSury ServiCeS

When accepting and processing money from IOM-registered players, the treasury or 
equivalent function within the operator’s organisation must make sure that:

• A mechanism is offered to the player to self-limit their participation (e.g. a 
maximum stake per session, a maximum cumulative wager for a seven day 
period);

• Gambling can only occur once funds have been received or guaranteed to be 
received from a card issuer;

• A mechanism exists to issue players with a method (e.g. PINs, user ID and 
password) to withdraw their monies;

• A mechanism exists that players can access to obtain a history of their 
financial transactions, including deposits, wins and losses for particular 
sessions, withdrawals and any charges imposed;

• Comprehensive logs of all financial transactions are backed up at least daily 
and retained for at least six years;

• All treasury data is stored in an encrypted or hashed form and 
PINs related to account numbers must be stored using irreversible 
encryption algorithms;
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• All financial transactions are able to be matched to game, lottery 
and/or betting transactions for the purposes of  producing ad hoc 
reports for the GSC upon request and for the calculation of  duty 
for IOM Customs & Excise;

• Where chips, tokens and so forth are used in the game the process 
for conversion between them and player money is clearly available 
for scrutiny by the player;

• Where charges are likely to be incurred by the operator or a third 
party, the player is able to see that these charges are likely and how 
they are calculated;

• Players have a way to determine that their winnings have been paid;
• Certain significant events are captured and recorded, specifically 

large wins above €3,000, transfers in excess of  €3,000 and any 
material in the previously stated Return to Player; and

• Rules relating to the distribution of  winnings are clear; that 
these rules include situations where no winning bet occurs or a 
discontinuity of  service occurs and that the method of  claiming 
winnings is clear.

6.6.15 analySiS oF TranSaCTion reCorDing For 
gameS anD loTTerieS

The Inspectorate will make sure that the applicant is aware of  and intends 
to comply with the following regulations in relation to games, lotteries 
and/or betting.

The System must maintain information about all Games and/or Lotteries 
played, including:

• The identity of  the Participant, if  an IOM-registered player;
• The time the Game began;
• The balance on the Participant’s account at the start of  the Game 

or the start of  the Participant’s participation in the Lottery (as 
relevant);

• The sums placed by the Participant in the Game (time-stamped);
• The Game status (in progress, complete, etc.);
• The result of  the Game and/or Lottery (time-stamped);
• The time the Game ended;
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• The amount won or lost by the Participant;
• The balance on the Participant’s account at the end of  the Game 

and/or Lottery (as relevant); and
• The currency or currencies utilised by the Participant. 

6.6.16 analySiS oF TranSaCTion reCorDing For 
SporTSBook BeTTing

The System must maintain information about all Bets received from 
Participants, including:

• The identity of  the Participant, if  an IOM-registered player;
• The time that the Bet was taken;
• The balance in the Participant’s account at the start of  any betting 

transaction;
• The Bets made by any Participant;
• Amounts won or lost by the Participant;
• The currency or currencies used by the Participant;
• Large wins (as agreed by the GSC from time to time); and
• Transfers of  funds (between Participants or between any Participant 

and the Operator) in excess of  such amount as the GSC may from 
time to time direct in writing to the Operator. 

A document must be provided satisfying the points above. This can either 
be drawn up by a company’s internal IT department or an external test 
house.
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6.7 THE “GO-LIVE” PROCEDURE
Towards the end of  the application process, the Inspectorate will explain 
the process that is normal after the GSC have approved an application. In 
its simplified form, it is:

After an approval, the operator can elect to go live. If  the approval contains 
conditions, these must be fulfilled and notified to the Inspectorate prior 
to go-live. Prospective licensees will be required to take up (i.e. pay for) a 
licence within three months of  gaining approval from the GSC. The GSC’s 
approval lapses after this period and a fresh application is required to regain 
GSC’s approval.

All test certificates must be in the hands of  the GSC before a licence can 
be issued.

The operator must understand all of  its licence conditions in relation to all 
of  its activities and the importance of  making an immediate notification to 
the GSC if  those conditions look likely to be breached.

During its period of  approval and during the period prior to going live with 
services, operators will be expected to complete quarterly returns and will 
fall under the compliance regime of  the GSC.

An operator may test products using hired testers and real money but the 
following conditions must prevail:

• No tester may benefit from the gambling directly (although players 
may be remunerated for their testing services, of  course) and any 
monies won or lost must be repatriated after testing;

• Only testers and administrators may have access to the site (e.g. 
password protection or equivalent) which must otherwise be strictly 
inaccessible to the public for gambling purposes;

• A site may accumulate and register non-testing players prior to go 
live but these players may not be given access to the site except in 
the capacity of  testers as previously described; and

• Once an operator has been issued with the licence, the licence fee 
renewal date is fixed and the licence is issued; the operator is added 
to the GSC’s website. From this date, the operator has a maximum 
of  nine months to go live.



81

7 THE LICENSING PROCESS

7.1 COSTS AND BUDGETING
Licence fees are straightforward.

• Full Licence: £35,000 per annum;
• Sub-Licence: £5,000 per annum;
• Network services licence: £50,000 per annum plus, retroactively at 

the end of  each year, £5,000 for each network partner which has 
employed the services.

The initial application fee is an additional £5,000, payable on first 
submission of  documents.

Of  course, these are not the only costs. The total outlay associated with an 
IOM licence application will vary enormously depending on the type and 
scale of  the proposed operation and the maturity of  the target market(s). 
For example, an operator intending to launch a straightforward online 
casino product into a mature marketplace may have the opportunity to 
control budget and reduce set-up costs by opting for an IOM sub-licence 
under an existing IOM operator, or by licensing the use of  a platform and 
suite of  games from a less well known software provider. However, it would 
need to consider the size of  the marketing effort required to attract players 
in the chosen marketplace and the retention costs of  secured players, as 
these would be considerable. 

By contrast, a unique offering may have greater up-front costs for software 
development and testing, but the marketing spend required to promote the 
product and advertise the games may be comparably modest. 

The major game providers behind the world’s best known brands may have 
substantial set-up charges which would rival the development cost of  in-
house software. These fundamental matters require careful consideration, 
and the input of  experienced professional advisors may have enormous 
value.

The costs of  hardware and data hosting will also be intrinsically linked to the 
product offering, size of  the business and the markets of  operation. There 
is really no substitute for good expert advice to ensure the preliminary 
estimates are realistic. 

Consideration must also be given to banking costs, the costs of  transacting 
business, the payment costs associated with player deposits and withdrawals, 
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the infrastructure to be placed on the IOM and elsewhere, and the fees 
associated with professional advice sought from a Corporate Service 
Provider and/or legal firm. 

Upon the review of  the proposed business model, professional advisors 
should be able to provide an overview of  the costs anticipated in the first 
year of  operation and work to adapt the proposal to fit within any financing 
restrictions. 

7.2 WRITING THE LICENCE APPLICATION
The application pack is the glue that holds the full application together. 
While the business plan and budget describe the business and how it 
intends to operate, the application forms should be concise and describe 
the actual corporate structure and officers involved in the application.

Due to the level of  information and the number of  supporting documents 
required the applications forms should not be rushed. However, on each 
application form there is a handy checklist that will ensure that the relevant 
documents are attached.

Best practice is to begin by preparing a list of  companies and individuals 
who will be required to complete the various forms, then work through one 
by one ensuring that the checklist on each form is complete. Depending on 
the size and complexity of  the proposed structure it may be wise to plan 
to collect personal KYC documentation last, due to the age limit of  three 
months in respect of  bank statements, utility bills and the like.

The GSC has a statutory responsibility to investigate the character and 
financial status of  any person applying for a licence, holding any licence or 
otherwise concerned with the operation of  any online gambling conducted 
in the Island.

To achieve this, the GSC must be satisfied as to several things:

• The “beneficial ownership” of  the share capital of  the applicant 
company;

• That the company is under the control of  persons of  integrity;
• That the company has adequate financial means available to conduct 

online gambling; and
• That the day to day activities of  the company will be under the 

management of  persons of  integrity and competence.
The application package can be obtained from www.gov.im/gambling/
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applications.xml; a hard copy must be submitted containing all the 
necessary signatures. The GSC will only accept applications made in the 
English language, and any supporting documentation in another language 
must be properly translated by the applicant before submission. There are a 
number of  official forms to complete before the application is considered 
complete. These are listed below. All the application forms must be 
completed in CAPITAL LETTERS and using BLACK ink. All questions 
must be answered and where specific information is requested, it must 
be provided in full. If  an application is incomplete it may be delayed or 
returned.

As part of  the probity and due diligence process, the GSC will conduct 
enquiries with a number of  other authorities.

7.2.1 DeTailS oF The appliCanT Company

The form is made up of  the questions relating to the following:

• The main point of  contact for the application;
• The official details of  the company, including registered office, 

company number, etc.;
• The name and shareholding details of  all shareholders with more 

than 5% each of  the issued share capital of  the applicant company;
• The number of  shareholders with 5% or less;
• The details of  the company officers, the Designated Official and if  

applicable the Operations Manager;
• The details of  the Money Laundering Reporting Officer;
• Background information to the applicant company relating to 

previous litigation, etc.; and
• The declaration certifying the information provided is to the best 

of  the officers’ knowledge and belief.

7.2.2 DeTailS oF The ulTimaTe parenT Company oF The 
appliCanT

The form is only applicable where the applicant company is owned by a 
corporate body.

The form is made up of  the questions relating to the following:

• The official details of  the company, including registered office, 
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company number, etc.;
• The name and shareholding details of  all shareholders with more 

than 5% of  the issued share capital of  the applicant company;
• The number of  shareholders with 5% or less;
• The details of  the company officers;
• Background information on the applicant company relating to 

previous litigation, etc.; and
• The declaration certifying the information provided is to the best 

of  the officers’ knowledge and belief.

7.2.3 perSonal DeClaraTion Form (pDF)
A copy of  the form must be completed by any and all personal shareholders 
with more than 5% holdings in both the applicant company and if  applicable 
the ultimate parent company; any and all personal company directors; the 
Designated Official and if  applicable the Operations Manager.

The form is made up of  questions relating to the following:

• Personal identity and address details;
• Contact details;
• Evidence of  identity (a plain copy of  passport, country ID card or 

driving licence);
• Verification of  address (a plain copy of  a bank statement, utility 

bill or other);
• Integrity and information of  any previous convictions;
• Financial circumstances regarding any previous bankruptcy, 

insolvency, default of  payments;
• Information regarding personal bank accounts;
• Information regarding the two personal referees; 
• Information relating to membership of  any professional bodies or 

trade associations;
• Curriculum vitae;
• The declaration certifying the information provided is correct to 

the person’s knowledge and belief; and
• Information disclosure authority.
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7.2.4 perSonal reFerenCe For an appliCanT

The form is to be completed by each of  the two referees of  the person 
completing a Personal Declaration Form.

The referee must be able to vouch for the personal integrity and competence 
of  the applicant; have known the person for at least three years; not be 
related to the person; and not be a person who is closely connected to or 
otherwise involved in the current application.

The form is made up of  questions relating to the following:

• Personal identity and address details regarding the referee;
• Personal identity and address details regarding the applicant;
• The referee’s knowledge of  the applicant; and
• The declaration certifying the information provided is correct to 

the person’s knowledge and belief.

7.2.5 iSle oF man poliCe veTTing Bureau “CrB” CheCk

These checks are currently undertaken on key individuals at the point of  
application and also in relation to any key individuals appointed during the 
licensed period. A key individual is defined as any shareholder with a 5% 
or greater holding in both the applicant company and, if  applicable, the 
ultimate parent company, any personal company director, the Designated 
Official and, if  applicable, the Operations Manager.

CRB Request Forms each have a unique identification number and can only 
be issued directly from the GSC. When the request is made the GSC must 
be supplied with the key individual’s name, the OGRA applicant company’s 
name and the key individual’s position within the applicant company. Once 
complete the form MUST be sent back to the GSC for processing with 
certified copies of  Photographic Identification. 

Potential applicants can download a guide to completing the CRB 
application together with a continuation sheet should any extra details need 
to be included. This can be found at www.homeoffice.gov.uk/agencies-
public-bodies/crb/crb-guidance.
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7.3 THE BUSINESS PLAN

7.3.1 inTroDuCTion

The business plan is arguably the most important document a prospective 
operator will provide to the GSC as part of  the licence application. 
Further to this, the preparation of  a strong and robust business plan is a 
fundamental requirement to maximise the chances of  ultimate business 
success and mitigate the start-up risks. It is therefore imperative that a 
comprehensive, clear and accurate document is developed. 

The creation of  a business plan can be a time-consuming and demanding 
process. Undoubtedly, it is the one element of  the licence application 
process which will demand the most work to finalise. The more work and 
effort that goes into the preparation, the more useful the document will be in 
facilitating a smooth licence application and assisting with business growth 
and development. The creation of  a business plan should not be viewed as 
a “tick box” exercise required as part of  the licence application process, but 
rather as an important activity designed to ensure the immediate and long 
term success of  the venture’s licensed and business operations. 

The business plan will have multiple purposes; these should be kept firmly 
in mind when developing this document. First, the plan should be used 
as a focal point for documenting and clarifying the business objectives, 
strategies and aims for expansion during the first three years of  operation. 
Identifying and developing these areas will provide key personnel with 
the foundation and unified direction to push forwards in establishing a 
successful e-Gaming business within the parameters set by the shareholders 
and top management. 

Second, the plan needs to communicate effectively to its target audience, 
the Inspectorate at the GSC, which may possess limited knowledge of  the 
proposed operational model. The plan needs to convey in a comprehensive, 
clear and accurate manner all key content items discussed in this chapter, 
section 3.2. One of  the most common shortcomings in business plans 
is a lack of  comprehensive communication to the target audience. This 
shortcoming will often lead to more work in the long term, as the number 
of  uncertainties raised by the Inspectorate during their review will increase 
and may cause costly delays. On the other hand, it is important not to be 
too detailed in areas which do not concern the Inspectorate, as this can lead 
to unnecessary questions, also causing delays. Finding the right balance is 
one of  the most difficult challenges. 
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Besides the Inspectorate, other interested parties will include bankers 
and Payment Service Providers. Generally the requirements of  secondary 
targets are closely aligned. The Commission has published a list of  the 
contents it seeks in the business plan. Over and above these requirements 
additional detail will help to simplify the review process and streamline the 
questions and answers stage. 

The applicant should also keep firmly in mind that the safeguarding of  the 
IOM’s strong reputation is a most important consideration of  the GSC. 
The Inspectorate’s analysis of  the application will include an evaluation 
of  the business model to identify any particular threats that could, by 
association, tarnish that reputation. An applicant should ensure that this 
has been considered in advance, and remove any elements which may 
cause concern in relation to the proposed game, its advertising or proposed 
business partners. 

7.3.2 ConTenT

The structure for the plan is governed by the content requirements published 
by the GSC. Developing a business plan around these requirements will 
provide a suitable format for all licence applications. This structure should 
closely follow the sub-headings which follow.

7.3.2.1 Executive Summary / Overview
The executive summary is an introduction to the business plan. It should 
describe the concept and summarise the key elements of  the licence 
application, which will follow in more detail. An effective summary should 
give the reader a good general understanding of  the application and its key 
points. All content summarised in this section will be further described and 
developed in the later parts of  the plan. It is recommended that this section 
be a minimum of  600 words; it can be longer if  necessary. 

7.3.2.2 Business Strategy / Model
This is one of  the most important sections of  the business plan. It should 
follow on from the overview to build a more detailed and complete picture 
of  the applicant’s proposal. The business model should be fully clarified 
(i.e. what is the product/service and how is it going to be commercialised). 
Objectives, strategies and future plans should be described to the point 
where the reader is able to understand the business’ projected path for 
the first three years of  operation. Unique Selling Points should be in 
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focus to reinforce the commerciality and viability of  the proposal. It is 
recommended that this section be a minimum of  1200 words but longer if  
necessary to fulfil its objectives. 

7.3.2.3 Company Structure & Ownership
This section must be fully transparent in explaining who owns and 
benefits from the Company’s activities. This allows the Inspectorate and/
or Commission to cross-reference against its due diligence checks. The 
information provided should clearly document the relationships between 
any subsidiary or holding companies involved in the application. It 
should show who controls those companies and detail any shareholdings 
irrespective of  the size of  their interest right up to the ultimate beneficial 
owners (individuals). All companies, trusts or other arrangements in the 
structure should be fully identified by name, number and jurisdiction 
of  registration. The easiest way to address this section is by a structure 
diagram, detailing the percentage ownerships of  the proposed licensed 
entity with accompanying notes to explain details such as the purpose of  
service entities, identify the IP holding company (if  applicable) and show 
funding arrangements. While most corporate histories tend to be short, if  
the history behind acquisition and ownership of  an operation is complex, 
the Inspectorate may ask for a chronology and chart which shows each 
company in the chain and the relationships and transactions between them. 

7.3.2.4 Key Officials
This section is designed to identify all key officials involved in the application 
and explain their role within the business. Key officials are the board 
directors, Designated Official (DO), Operations Manager (OM), Money 
Laundering Reporting Officer (MLRO) and ultimate beneficial owners of  
the venture. Each individual’s role should be clarified. For each, the plan 
should include a short biography outlining their credentials, professional 
history and how they became involved in the e-Gaming sector and/or 
proposed venture. The background descriptions should be a minimum of  
100 words each. 

7.3.2.5 Software Platform
Every e-Gaming company will use a software platform on which its games 
are integrated and offered to their customers. Some operations will develop 
a platform internally whilst others may source their back-end platform 
from a third party. The purpose of  this section is to clarify by whom the 
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software platform has been designed and developed. Key features of  the 
platform should be described and there should be a demonstration of  how 
it will work in practice. It is recommended that this section be a minimum 
of  500 words; diagrams or tables may be very useful. 

7.3.2.6 Nature Of  Games
The purpose of  this section is to define and detail the product/service (i.e. 
the games) of  the applicant. The content requirements for this section will 
differ quite significantly between applications, in line with the complexity 
and uniqueness of  each offering. Where an applicant’s offering is standard 
(e.g. casino games) the necessity to explain how they will operate in any 
great detail diminishes as it is reasonable to expect the Commission to 
understand and be familiar with the product. However where an applicant’s 
offering is unusual (e.g. a unique game of  chance) the requirement for extra 
detail increases accordingly. The applicant should clearly define the origin 
of  the games, i.e. have they been developed in-house or are they sourced 
from a third party. In either case, the software must be certified by a test 
house approved by the GSC. See Chapter 9. Here, the applicant should 
discuss and describe any components of  the games which require testing 
and how they will be tested. 

7.3.2.7 Website Look And Feel
This is a relatively straightforward section; the purpose is to demonstrate and 
showcase the applicant’s website and games. Seeing a visual representation 
of  the product will assist the reviewer in understanding the concept. It 
is recommended that screen shots of  the website homepage, registration 
page and games be provided. If  the website has not been developed at 
the time of  writing, conceptual designs are sufficient. Notes can be added 
to each of  the screenshots to explain how the games and designs will 
attract customers. In this section an applicant should also confirm that the 
following items will be added to the website homepage:

• Full name and address of  the registered office;
• The date the OGRA licence was originally granted; 
• A statement that the site is regulated in the Isle of  Man; 
• The IOM Government crest which can be obtained from the GSC 

or DED; this should be linked to: www.gov.im/gambling;
• A hyperlink to a site which assists with problem gambling such as 

GamCare or Gambling Therapy (which is suitable for non-English 
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language sites); and  
• Links to:

 ◦ A summary of  the registration arrangements;
 ◦ A statement barring those under 18 years old; and
 ◦ A statement that online gambling debts are enforceable in 

law in the Isle of  Man. 

7.3.2.8 Technologies
This section should document and describe the business’ IT infrastructure 
and architecture, including specifications on hardware and software, 
systems integration and hosting of  the games. Diagrams and schematics 
are highly recommended. The hosting details should confirm that player 
registrations are made, games are offered and bets are struck on servers 
held in the IOM. 

7.3.2.9 Market Analysis
The marketing content is one of  the more important areas for review 
by the Commission and one of  those which will face the most scrutiny. 
The Commission will expect to see strong marketing research and a clear 
strategy as a method of  reducing the risks of  a start-up venture. We suggest 
that the marketing content is segmented into four sections: 

• Market analysis;
• Profile of  players;
• Competition analysis; and 
• Marketing strategy. 

The market analysis will require details to show the research undertaken 
by the applicant into its prospective markets. The focus should be on 
geographical sectors, the online gambling industry as a whole and those 
subsectors relevant to the offering (e.g. sportsbook, casino, poker, or social 
gaming). Customer and competition analysis is segmented into the other 
marketing sections, as above and below. It is recommended that supporting 
graphs, charts, diagrams, tables and facts be presented to demonstrate the 
research undertaken; source details must also be stated. This section should 
be approximately 1000 words but longer if  necessary to fulfil its objectives. 
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7.3.2.10 Profile Of  Players
The purpose of  this section is to identify and describe the nature and 
profile of  the customers targeted and expected to register and play the 
online games. Identifying customers is a fundamental step to ensure that 
marketing and business strategies are well grounded and have the best 
chance of  success. Information must be provided to explain the profile 
and demographic of  the projected customers (sex, age, socio-economic 
factors, location, spending patterns). From this, specific target populations 
can be identified and appropriate marketing activities can be tailored. The 
more detail put into the Profile of  Players analysis, the greater the chance 
that marketing efforts and budget will be accurately placed and effective. 

As with the Marketing Analysis section, it is recommended that any 
supporting materials are included; their sources must be acknowledged. It 
is recommended that this section be a minimum of  600 words. 

7.3.2.11 Competition Analysis
The purpose is to identify and analyse the main competitors to the proposed 
business. These are primarily other businesses operating in similar markets 
with similar product offerings, targeting similar target audiences. Once the 
main competitors are listed, the analysis should evaluate the offerings of  
each, looking into their strengths and weaknesses. Identifying these factors 
will provide a guideline for the exploitation of  weaknesses in the market 
and will highlight any gaps where the applicant can gain a competitive 
advantage. This will further enhance the core marketing strategies. 

Supporting materials and their sources are welcome. It is recommended 
that this section be a minimum of  600 words. 

7.3.2.12 Marketing Strategy
The marketing strategy should pull together all previous analysis undertaken 
in the Marketing Analysis, Profile of  Players and Competitive Analysis 
sections and should form a conclusion. While the other marketing sections 
are concerned with researching and understanding the target markets, the 
strategy section should be focused on the business’ unique strategies and 
proposed marketing activities. The marketing strategy should be aligned to 
the overall business strategy, as described earlier. 
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This section can be segmented into five subsections for ease of  construction: 

• Objective - what is the applicant trying to achieve?
• Strategy - what is the broad plan for achieving the objective(s) 

(timeframes, markets, channels)?
• Activities – what are the specific marketing campaigns and channels 

proposed in order to execute the strategy and achieve the objectives?
• Budget – what is the marketing budget and how will it be allocated?
• Measurement – what are the Key Performance Indicators (KPIs) 

which will enable the applicant to measure the effectiveness of  its 
marketing activities?

7.3.2.13 Operations, Back-Office And Accounting
The purpose of  this section is to provide comfort to the Inspectorate 
that the systems and procedures adopted by the proposed licensee are 
sufficient to comply with the licence regulations. Once an operation goes 
live it will have a number of  on-going compliance requirements to which 
it must adhere under the conditions of  its licence. This section is designed 
to detail an operator’s back-office platform and the associated features 
which will facilitate the effective management of  the business operations. 
Reference should be made to the specific reporting requirements stipulated 
by the Commission and found within their own guidance notes. The 
back-office should be developed to ensure that it can adequately record 
relevant information and produce summary reports in line with the GSC’s 
requirements. 

7.3.2.14 Flow Of  Funds
The best way to satisfy the requirements of  this section is in diagram 
form. The payment schematic should show the flow of  money into and 
out of  the applicant’s business as well as between the operator and any 
business partners. The Inspectorate’s analysis of  the payment schematic 
will focus on the methods which can be used to deposit and withdraw 
money, including any proposed conditions attached to these and any other 
financial transactions (including internal transfers and charges). 
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7.3.2.15 Banking And Payments
The content in this section should focus on detailing and describing the 
management of  financial transactions and accounts within the business. It 
must discuss the arrangements in place for the banking of  operational and 
player funds, making particular reference to the identity of  the bankers if  
known at the time of  writing. Following this, content should be provided to 
demonstrate how the business is going to facilitate the taking of  deposits 
and making of  withdrawals, again making particular reference to any 
third party Payment Service Providers being used for card acquiring and 
e-Wallet or other solutions. The Inspectorate will seek clarity regarding the 
applicant’s business policies in relation to financial transactions, such as 
which currencies will be accepted on the website, treatment of  foreign 
exchange and timeframes for transactional turnaround and withdrawals. It 
is recommended that this section be a minimum of  500 words, but it can 
be longer if  necessary. 

7.3.2.16 Gaming Infrastructure, Data Recovery And Treasury 
Reports
This section covers three key areas which should be addressed separately. 
Gaming Infrastructure is concerned with the location of  physical 
components of  the business infrastructure and how they are organised. 
The applicant should advise how the individual components of  its IT 
infrastructure will be managed and integrated, and where the hardware will 
be located. The Inspectorate will be interested in the internal mechanisms 
employed to assess, mitigate and monitor risk particularly where the 
operation is spread across different jurisdictions. It is expected that 
procedures and manuals detailing internal controls and policies for matters 
such as anti-money laundering and data protection will be submitted with 
the application. If  the applicant deems itself  to be exposed to any particular 
risk, this should be highlighted in this section. 

Data Recovery is concerned with how information obtained by the gaming 
business during the course of  its business is stored and protected. Details 
should be included as to the intervals at which information is backed up, 
where and for how long it is held (the regulations require that information 
is maintained for a minimum of  six years). 

The Treasury Reports section is specifically concerned with how financial 
information obtained by the gaming business during the day to day 
operation of  its business is stored and protected. Details should be included 
to demonstrate the security methods in place to protect sensitive financial 
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information, how this information is held, for what duration and the exact 
nature of  the detail recorded. 

7.3.2.17 Service Providers
When analysing the business model, the Commission will seek to identify 
all third party organisations providing services to the business. The 
Commission requires identification of  all key parties. Common service 
providers include bankers, Payment Service Providers, Corporate Service 
Providers, law firms, fraud protection and player verification companies, 
marketing agencies, hosting companies and software providers. This 
section should list the third parties and provide some details explaining 
who they are and the nature of  the services they provide. The IOM is a 
small community and many of  these are likely to be supplying services 
to other operators; if  they are known to the Commission and in good 
standing, selection of  best in class service providers may significantly 
enhance the application.

7.3.2.18 Financials
Understandably, financial projections are a critical part of  the business plan 
and licence application. For consistency the figures must be provided on a 
standard template supplied by the Inspectorate in Microsoft Excel® format. 
The template consists of  a profit and loss and a cash flow section, breaking 
down the first three years of  operation. It is designed to standardise the 
review process and enable easy comparisons for the Inspectorate, therefore 
alterations to the template should be kept to a minimum; narrative can 
be changed but the format should remain the same. All figures within 
the projections should be expressed in one currency (preferably GBP). 
Once the application has been accepted, the financial projections will be 
submitted to a local accounting firm who will check them for feasibility 
and robustness.

The forecasts will cover the first three years of  operational activities; 
monthly breakdowns of  activity for the first two years and a summary 
total for the third year (note that established businesses should provide 
audited accounts for the previous two years of  operation). The projections 
should be sufficiently prudent to demonstrate that the business is able to 
withstand adverse conditions. The Commission will also seek comfort 
that the forecasts have been subjected to a sensitivity analysis which tests 
the financial model under circumstances of  decreasing revenue and/or 
increased costs (the Commission may request evidence that such analysis 
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has been undertaken). The Inspectorate will pay particular attention to the 
performance required for break-even and a robust commentary will be 
expected to support the assumptions made. Where such sensitivity analysis 
demonstrates the potential for financial difficulties, any contingencies that 
can be used to offset the situation should be outlined.

Figures within the projections should be well researched and the applicant 
should be able to back up any projected financial claims with supporting data 
and analysis. Information and analysis to support all financial assumptions 
such as traffic volumes, player spend, cost projections, player acquisition 
and retention costs and funding contributions should be available to the 
Commission upon request. A supporting balance sheet must be provided.

The financials template contains various optional income classifications 
under the “Product Analysis” section of  the spreadsheet. The most 
appropriate classifications should be chosen for the applicant’s business 
model. If  more than one income classification is used, the income should 
be allocated as projected between the different categories. It is suggested 
that the projections form an Appendix to the business plan and that the 
Financial Projections section should contain supporting commentary and 
notes necessary to understand the spreadsheet and the assumptions made 
therein. 

7.3.2.19 Customer Support And Customer Complaints 
Handling
The applicant must detail the nature of  its customer service plans, whether 
these are in-house or sourced from a third party. Information should 
be provided on how the customer services will be operated, operating 
parameters (i.e. hours, days, languages), the support channels available (e.g. 
email, phone, live chat), the procedures for customer support, and the type 
of  support available (e.g. IT support, payment support registration, game 
issues). This section should also describe the full complaints handling 
procedure.

7.3.2.20 Data Protection And Privacy Policy
Data Protection is a key issue for the Commission and is an area that 
requires thorough consideration. Here, the applicant’s policies in relation to 
Data Protection and Privacy content are laid out. The text should address 
the applicant’s internal data protection policies and the safeguards in place 
to ensure the maintenance of  standards when dealing with third parties. 
Full compliance with data protection law is expected. In instances where 
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an operator intends to share information with a business partner outside 
of  the European Economic Area, a data protection agreement must be 
entered into between the operator and the third party. It is good practice to 
include a copy of  any such agreement.

7.3.2.21 Player Protection
Under OGRA, a licensee is required to safeguard the deposits of  players 
registered in the IOM and ensure they receive their true and fair winnings. 
A method must exist which guarantees that IOM-registered players 
receive their deposits and any accumulated winnings in the event that 
an operator cannot pay. During the application, the Inspectorate will 
review the appropriateness of  the selected ring-fencing mechanism. This 
section should detail the procedures put in place to meet these stringent 
requirements.

7.3.2.22 Responsible Gaming 
This section must detail the policies and procedures in place to govern the 
operator’s relationship with its customers. Information must be provided 
which clearly identifies the features available to players to help them 
manage and control their participation on the website. The availability of  
sufficient protection mechanisms within the platform, such as the ability 
to set betting limits and to self-exclude from a website, and the provision 
of  links to gambling support groups, are both key aspects of  this section. 

7.3.2.23 Anti-Money Laundering (AML)
This section requires a high degree of  detail to provide sufficient comfort 
to the Commission, and should be written in conjunction with the Proceeds 
of  Crime and Prevention of  Terrorist Financing Codes. The applicant’s 
approach to AML should be fully detailed and accurately recorded within 
the business plan. Due to the large content required, it is advisable to detail 
the full range of  AML material within an AML manual as an appendix. 
This document should contain the processes, procedures and policies in 
place to manage player registrations and customer due diligence checks. 

7.3.2.24 Terms And Conditions / Games Rules
An applicant’s Terms and Conditions and Game Rules will be unique to 
each operation and are usually prepared in conjunction with specialist 
legal or professional advisors. However, there are a number of  specific 
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items which the Commission would expect to see addressed within this 
document. These are detailed above in Chapter 6, Section 6.3.

7.4 NECESSARY PEOPLE
An IOM licence application will require the following individuals to be in 
place with the applicant company:

• Two IOM resident Directors;
• A Designated Official – who must also be a Director of  the 

applicant company;
• An Operations Manager – if  the Designated Official is off-island; 

and
• A Money Laundering Reporting Officer. 

There is no mandatory requirement for additional personnel. However, 
the operation will require support in relation to IT, a customer helpdesk, 
marketing, payments reconciliations, compliance and fraud mitigation 
specialists. This list is not exhaustive and will vary depending on the type 
and scale of  the proposed business. 

Similarly, support may be required in relation to the corporate governance 
of  the operation. Such support may include bookkeeping and accounting, 
VAT compliance, corporate administration and statutory filings. Often a 
Corporate Service Provider is engaged to handle these matters. 

Many services can be outsourced from specialist companies. In time, an 
operator may choose to employ professionals who can provide these 
services in-house. This decision will be a commercial decision of  the 
Directors and senior management. The regulator will not seek to become 
involved in these sorts of  operational matters, as long as an operator is 
meeting the requirements of  its licence conditions and maintaining good 
corporate governance. This will also need to be demonstrated in the annual 
audit. 

Support personnel do not have to be in the IOM although generous grants 
can be awarded by the IOM Government for qualifying operators who 
create on-island employment opportunities. 
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7.5 THE LICENCE HEARING
It is the role of  the GSC Inspectorate to undertake the initial review of  
an application for a licence under OGRA and provide advice to the GSC 
Commission (“Commission”) regarding the suitability of  an operator. 
However, it is the decision of  the Commission whether or not to grant the 
licence. 

The Commission consists of  four members and a Chair. Any decision 
regarding licensing must be taken by a quorum of  at least three. The Chief  
Executive of  the GSC will attend Licence Hearing meetings (“Hearings”) 
but he/she is not a member of  the Commission. 

The date of  the Hearing is agreed with the applicant and/or its 
representatives well in advance of  any proposed meeting. The usual practice 
of  the Inspectorate is to provide the Commission with a paper setting out 
an overview of  the proposed operator, its offering, business plan, financial 
projections, details of  corporate structure, beneficial owners, shareholders 
and due diligence to date. This is normally done about two months before 
the proposed date of  the Hearing. This “heads-up” document will form the 
basis of  the Commission’s preliminary discussion with the Chief  Executive 
and the Inspectorate. It may result in additional questions and issues being 
raised by the Inspectorate. However, the Commission reserves the right 
to raise any issue with the applicant and its representatives at the Hearing 
itself.

The Commission can require the attendance of  any person it feels is 
relevant, and endeavours to be reasonable in such requests. If  a director 
of  the applicant is, for a good reason, not available to be at the Hearing, 
the Commission may require his/her attendance at a later date and may 
delegate this meeting to the Inspectorate.

The Hearings do not take any prescribed format and there is no formal 
procedure. However, each Commissioner is entitled to ask any relevant 
question of  the applicant or its representatives. Questioning is normally 
led by the Chair. The applicant is entitled to bring representatives to the 
Hearing, although the Commission will expect the applicant to speak about 
major issues such as the business plan and the source of  funds for the 
business. Typically the Hearing takes between one and two hours, though 
this may be extended if  there is significant information outstanding at the 
time of  commencement. The applicant can assist its case by ensuring that 
it has provided all relevant information to the inspectors and answered 
all questions from the inspectors fully and frankly. The more information 
provided in advance, the shorter the Hearing and the greater the likelihood 
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of  success. Any negative issues coming to light which have not been 
disclosed will be viewed seriously by the Commission and may lead to the 
application being denied.

Usually the questioning in a Hearing will be around the business model, 
financial projections, anti-money laundering procedures, background and 
CVs of  the main officers of  the applicant, marketing budget, projected 
growth of  the company (including employment numbers) and the player 
protection mechanism. 

Provided that the applicant has been completely open and provided the 
GSC with all relevant information there should be no surprises. The 
Commissioners will be genuinely interested in the applicant and its offering 
and will want to ensure that the Hearing is as open a dialogue as possible.

Under OGRA, the Commission is not required to grant a licence even if  
a Hearing has been held, and is not required to give any reasons for the 
refusal of  a licence. Normally however if  an application is refused, the 
Commission will explain its decision.

The Commission recognises that there may be some outstanding issues at 
the date of  the Hearing and therefore it may agree to grant a licence subject 
to these issues being resolved.

The licence fee must be paid within three months of  the date of  the 
Hearing. It is therefore in the best interests of  the applicant to ensure that 
the timing of  its Hearing is financially appropriate and synchronized with 
its availability of  funds and operational efficacy.
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8 AUDIT, EXAMINATION, COMPLIANCE 
AND RENEWAL

8.1 WHEN AN APPLICANT FALLS UNDER THE 
GSC COMPLIANCE REGIME 
From the point that approval is given by the Gambling Supervision 
Commission (GSC), the applicant will fall under its compliance regime.

The compliance regime can be broken down into four main components:

• Quarterly returns;
• Submission of  audited annual accounts;
• Regular web-site reviews; and
• Compliance visits (audits).

8.1.2 ComplianCe regime ComponenTS

8.1.2.1 Quarterly Returns
Quarterly returns are issued at the end of  each calendar quarter (thus on March 
31, June 30, September 30 and December 31).

Quarterly returns should contain information relating to “Notifiable Events” 
(events required to be disclosed to the GSC), player protection (both the level 
required and that in place), the financial performance and health of  the licensee, 
and Anti-Money Laundering and Suspicious Transaction reporting.

These returns are normally issued to the Designated Official and Operations 
Manager within, on average, a 21 day return period.

The return must be compiled and signed by someone with appropriate seniority 
within the organisation, normally the Designated Official or Operational 
Manager.

8.1.2.2 Submission Of  Audited Annual Accounts
Within six months of  the end of  the accounting year the licensee will be 
required to submit a copy of  its accounts to the GSC. These must be in the 
form required by the Companies Act 1982 or as defined by United Kingdom 
G.A.A.P., and certified by a qualified auditor.
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8.1.2.3 Regular Website Reviews
Before the licensee’s website is offered to the public, the GSC is required 
to assess the content in order to ensure it meets the requirements specified 
within The Online Gambling (Advertising) Regulations 2007. Other requirements, 
for example that all games offered have a valid test certificate, must also 
be fulfilled. After the site has been approved it will be subject to routine 
review by the Inspectorate.

8.1.2.4 Compliance Visits (Audits)
The licensee will be subject to regular compliance visits from the GSC’s 
Inspectorate. A visit consists of  checks which cover all aspects of  a 
licensee’s obligations under OGRA Legislation, Code, Regulations, Licence 
Conditions and Guidance. The Inspectorate will seek to confirm that all 
licensed activity is executed in accordance with the GSC’s objectives. These 
checks fall mainly into the following categories:

• Player Protection;
• Customer Support;
• Business Continuity and Disaster Recovery;
• Data Protection;
• Duty and Licence Payments;
• Marketing and Advertising;
• Player Registration and Accounts; and
• Anti-Money Laundering and Countering the Financing of  Terrorism.

The visit request will ordinarily be communicated to the licensee around six 
weeks before the proposed visit date. Before the visit takes place the Inspectorate 
will provide the licensee with a high level overview of  the areas to be checked 
to ensure that information can be provided and that any appropriate personnel 
are available. 

The visit team will normally consist of  two Inspectors who will request a private 
room to be made available. Examination of  files and open discussion, and any 
other necessary procedures, will be conducted there.

Upon completion of  the visit the Inspectorate will aim to provide a draft version 
of  its report to the licensee within 14 days. The finalised report will be issued 
within 28 days. Should the report be qualified by the Inspectorate, required 
actions will be specified along with dates for completion.
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The Inspectorate’s overall view of  the operation will dictate the next 
scheduled visit to the licensee.

8.2 LICENCE RENEWAL
An OGRA licence, whilst paid for annually, is issued for a period of  five 
years from the date of  issue. In the fifth year of  licensing the licensee will 
be invited to renew its licence making a re-application to the GSC.

The re-application process is identical to the initial licensing process, with 
all elements of  the operation and associated persons being subject to a 
“foundations up” review. In addition to the required documentation, an 
application fee is payable.

The Inspectorate will normally contact the licensee around a month before 
the GSC would expect to receive the re-application. Approximately 12 weeks 
should be factored in for the Inspectorate to complete the re-application 
process and put forward a recommendation to the Commission, in order 
to ensure the continuity of  licensed status.                        
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9 SOFTWARE TESTING

9.1 GENERAL RULES
The GSC publishes guidance on testing games. The regulations are 
technical and stringent but must be scrupulously followed. Operators 
are recommended to review the summary of  technical checks contained 
within Section C of  the Guidance Notes. They are available at www.gov.
im/gambling/licensing. 

Although a licence can be granted before test certificates are provided, 
uncertified games may not be offered to the public. A test certificate is 
needed in respect of  each game and must be provided to the GSC by the 
operator (not the test house or software company). Where a game is added 
without a certificate, the GSC will require that game to be put beyond 
player access until a certificate has been provided, unless the operator can 
prove (usually via the software company) that the new game is simply an 
existing, approved game (where the RNG and the game logic have been 
tested) with a new cosmetic appearance (a re-skinned game).

The GSC will accept a test certificate from any source provided the original 
certificate originates from an approved test house. If, for example, a 
software developer were to have all of  its games certified to IOM standards 
at the point of  development and were then to pass a copy of  this certificate 
to each operator who purchased the software, the GSC would accept these 
copies.

While many operators who use an RNG have it checked on a more frequent 
periodic basis, the GSC will have an operator’s RNG tested at least twice in 
a licence’s 5 year lifespan.

9.2 NETWORK SERVICE LICENCE HOLDERS
Prospective operators of  a network services licence are advised to 
familiarise themselves with the modified requirements for network services 
as detailed in the Online Gambling Regulation (Amendment) (Network Services) 
Regulations 2011. The GSC Inspectorate can assist in guiding prospective 
network applicants through the technical requirements.
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9.3 LIST OF APPROVED SOFTWARE TESTING 
HOUSES
The current list of  approved test facilities can be found at www.gov.im/
gambling/atf.xml and below.

Applus+
Campus UAB Carretera accceso a la Facultad de Medicina,
s/n 08193, Bellaterra, Barcelona, Spain
info@appluscorp.com
Tel: +34 900 103 067
www.applus.com

BMM Compliance
Feldkirchner Strasse 147, 8055 Seiersberg, Austria
Max Pessnegger, Business Contact
Tel: +43 (0) 316 22 84 75
www.bmm.com.au mpessnegger@bmm.com.au

Cigital Limited
33 St James Square, London, SW1Y 9PJ, United Kingdom
Tel: +44 1372 365781
www.citigal.com

Combitech AB
Box 15042, SE-580 15 Linköping, Sweden 
Marie Bredberg, President
Tel: +46 (0) 470 420 10
www.combitech.se
info@combitech.se

Eclipse Compliance Testing
6401 Davis Industrial Parkway, Solon, Ohio, USA 44139
Tel: +1 440 914 8378
www.eclipsetesting.com
info@eclipsetesting.com

eCogra 
2nd Floor Berkeley Square House, Berkeley Square, London, W1J 6BD
Tel: +44 (0) 20 7887 1480 
www.ecogra.org
info@ecogra.org 
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Enex Pty Ltd
Unit 15 Lake Park, Brecon House, Llantarnam Park, Cwmbran, NP44 
3AB, Wales
Ian Hyndman, Country Manager, UK/EMEA, Tel: +44 (0) 7788 582 244
www.testlab.com.au
enquiries@enextestlab.com

Gaming Associates
Australia 
Tel: +61 (0) 2 8884 7900
UK Tel: +44 (0) 207 617 7003
www.gamingassociates.co.uk

GLI Europe BV
Satellietbaan 12 Hillegom 2181 MH, The Netherlands
Tel: +31 (0) 252 529 838
www.gaminglabs.com 
a.ghanavati@gaminglabs.com

ITech Labs
24/40 Montclair Ave, Glen Waverley, Melbourne, VIC, 3150, Australia
Tel: +61 (0) 3 9545 1214
www.itechlabs.com.au
info@itechlabs.com.au

NMi Metrology & Gaming
Intec, Parc Menai, Bangor, UK, LL57 4FG
Tel: +44 (0) 1248 672665
www.nmi.nl/metrology
gaming@nmi.uk.com

Quinel M Ltd.
Via Prampolini, 28. 43044, Lemignano di Collecchio, Parma, Italy
Tel: +39 0521 618607
www.quinel.it
info@quinel-italia.it
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SIQ Ljubljana Gaming Technologies 
Poljanska c. 71 b, SI, 1000 Ljubljana, Slovenia, 
Jan Klemenčič, Business Development Manager
Tel: +386 (0)1 4778 350
www.siq.si
jan.klemencic@siq.si
gaming@siq.si

Software Quality Systems
Stollwerckstraße 11, 51149 Cologne, Germany
Tel: +49 (0) 2203 9154-11
www.sqs.com
Steve.milsom@sqs-uk.com 
Amogh.bendre@sqs-india.com

Testhouse Ltd
First Floor, Jewson Building, Grove Crescent Road, London, E15 1BT
Tel: +44 (0) 20 8555 5577
www.testhouse.net
sales-uk@testhouse.net
sales-es@testhouse.net

Trisigma B.V.
P.O. Box 94
4190 CB Geldermalsen 
The Netherlands
Tel: +31 345 342 110
www.trisigma.nl
info@trisigma.nl
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10 TECHNICAL RESOURCES

10.1 REGULATORY REQUIREMENTS
IOM legislation obliges operators to demonstrate that they have a genuine 
local presence. From an infrastructure standpoint, this means that 
operators are required to register players on servers located in the IOM. 
If  an operator holds a network licence and accepts players from a foreign 
operator with whom it has a contract, however, it is not required to register 
those players on an IOM server.

Unless GSC permission has been obtained to the contrary, game servers 
must also be located on the IOM which at minimum includes the striking 
of  bets on IOM servers.

In terms of  disaster recovery, the Island’s regulatory framework also allows 
an operator to install and invoke infrastructure on the IOM in the event 
of  a disaster. An IOM e-Gaming licence is not required for this function, 
but the operator’s equipment must be in a datacentre which holds a current 
IOM disaster recovery licence. Although the operator is using infrastructure 
on the IOM throughout any disaster, it is deemed to be operating under the 
conditions of  its primary licence at all times.

10.2 IOM INFRASTRUCTURE
The IOM offers a politically stable environment, having the longest 
running parliament in the world. It also enjoys an excellent reputation in 
infrastructure, based on decades of  sustained investment by both public 
and private sectors. 

The IOM is not prone to natural disasters such as fire, flood or earthquake. 
This, coupled with an extremely low crime rate, means that the Island 
scores very favourably when conducting security due diligence. 

Unlike many offshore jurisdictions, the IOM offers a stable power supply, 
free from intermittent interruptions. Operators can take advantage of  a 
modern integrated power infrastructure that has benefited from significant 
and sustained investment over the last ten years. The Manx Utility Authority 
(MUA) generates power through a mixture of  gas turbine, diesel, hydro-
electric and energy from waste. A cable has been laid between the United 
Kingdom and the IOM, allowing power to be delivered in either direction. 
Currently the IOM has almost twice the generating capacity required at 
peak usage and it exports the surplus to the UK. In the unlikely event of  a 
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generating failure on the Island, electricity can be imported from the UK. 

The IOM also benefits from a world-class connectivity infrastructure with 
multiple terabits of  unused capacity available offering operators unlimited 
room for growth. Three different international telecommunications 
providers supply fibre to the Island, which include two automatically self-
healing rings that connect to the UK and the Republic of  Ireland. There are 
no single points of  failure in the Island’s fibre infrastructure, offering the 
highest levels of  stability. This includes the ability to survive simultaneous 
failures of  multiple fibre routes and a major communications failure at a 
country level in the UK or Ireland. The Island’s proximity to the UK and 
Ireland offers extremely high levels of  performance with fast (low latency) 
connections to major internet exchange points.

A number of  datacentre providers have invested in building facilities on 
the IOM. Each has the ability to access the fibre owners and purchase 
connectivity directly, removing the single point of  failure found in some 
offshore jurisdictions. Each datacentre provider has designed and built its 
own network to satisfy the requirements of  its customer base. Competition 
between the independent fibre providers has resulted in network costs that 
are significantly lower than many other offshore jurisdictions.

10.3 STRATEGIC CHOICES
Every e-Gaming operator faces a unique set of  problems and challenges 
when deploying an online gaming platform. One of  the strategic choices 
is where to place the computer equipment required to run its platform. 
The approach preferred by the GSC is co-location, where an operator 
places its equipment in a datacentre. The benefit to an operator of  using a 
datacentre is the ability to outsource the management of  power and cooling 
infrastructure, and leverage the centre’s investment in substantial levels 
of  redundancy. Working with a datacentre implies that business critical 
services will be outsourced to a third party; the choice of  vendor and the 
services procured will have a significant impact on success. 

A key decision common to almost all operators is whether to procure 
managed services, and if  so which services are safe and appropriate to 
outsource. Managed services invokes the practice of  outsourcing day-to-
day IT management responsibilities as a strategic method for improving 
operations, and may vary from a very basic level of  support complementing 
an existing in-house technical team through to a full outsource of  all 
operations. In an offshore environment, the procurement of  managed 
services offers a far more cost-effective route than the expense and 
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commitment of  employing local technical personnel. For this reason it is 
the solution of  choice for the majority of  e-Gaming operators. 

The choice of  which managed services to procure often depends on the 
maturity of  the organisation and the strategic business plan. A start-up 
operator is unlikely to have a large in-house engineering team and will be 
more reliant on external expertise to deliver a working solution. Operators 
in a start-up phase will inevitably be serving a smaller customer base and 
may be willing to risk implementing a less robust platform on day one in 
order to focus funds on marketing efforts to acquire new players. Conversely 
an established operator may wish to manage more of  its infrastructure 
through an in-house technical team and selectively outsource elements of  
the platform where eyes and hands on-site are needed, retaining control 
over sensitive and business critical data. Such operators will typically have 
an established customer base and the reputational risk and financial cost 
of  downtime will dictate substantial investment in resilient infrastructure 
and services.

Typical managed services start from “basic break/fix,” where datacentre 
engineers monitor and identify potential faults from their network 
operations centre and follow a prescribed procedure agreed in advance with 
the operator to rectify the problem. More complex services may include the 
installation and building of  a platform from the hardware and operating 
systems upwards to an agreed configuration and the implementation of  
security controls including firewalls and intrusion detection/prevention 
systems. Advanced installation and problem-solving skills may also be 
procured including working with trusted third parties such as the operator’s 
software vendor and ongoing day-to-day management of  the platform. 

It is important to perform due diligence on the managed service offerings 
available. A strong track record in delivering the type of  services in scope 
is a good indicator of  an appropriate partner. 

10.4 CHOOSING A DATACENTRE 
When choosing a datacentre to host an e-Gaming platform, there are a 
number of  factors to be considered. This section lists the most important 
factors and can be used as a checklist to help compare the respective 
offerings of  different datacentres.
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10.4.1 loCaTion

The IOM is an extremely stable and safe location. When comparing 
between suppliers on the Island, consider if  there are any unique risks due 
to the specific location and, if  there are, whether these risks are within the 
overall risk tolerance profile. 

10.4.2 poWer

Power is critical to e-Gaming since without it, the website will be closed 
for business. The IOM has an extremely resilient and robust power supply, 
but it is important to understand how the datacentre is connected to the 
electricity grid and in particular whether it has diverse power feeds and 
whether there is sufficient power available to manage future growth in the 
facility.

Regardless of  the reliability of  local power supply, there is always a risk 
of  mains failure. It is important to understand what steps the datacentre 
has taken to mitigate this risk and ensure continuity of  supply. Typically 
datacentres will have invested in a combination of  back up batteries to 
cover any switchovers, uninterruptable power supplies to provide power 
during outages of  up to several hours and back-up generators capable of  
supporting the whole facility in case of  an extended power blackout. 

As well as the physical investment in power resilience and power management 
it is worth checking how the power infrastructure is maintained and how 
often it is tested.

10.4.3 Cooling 
A single rack of  servers running high density equipment generates a 
significant amount of  heat, and if  the datacentre’s cooling systems are 
inadequate, there can be a serious risk of  overheating and system failure. 
One of  the key issues for a datacentre operator is how to dissipate this heat 
in an efficient and cost-effective manner. There are different approaches to 
this challenge, and whilst there are regular debates in the industry as to the 
best way to do this, for an e-Gaming operator the key questions are does it 
work, is it reliable, is there resilience in case individual cooling components 
fail, and is it cost-effective? 

One useful metric to look at for each candidate is the PUE (Power Utilisation 
Efficiency). PUE is calculated by dividing the total power entering the 
datacentre by the power used to run the customer equipment, so a figure 
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of  1.5 indicates that 33% of  power is used for functions such as cooling, 
backup and UPS. The lower the PUE the more efficient the facility; this 
should in theory give the supplier more scope to offer competitive power 
charges.

10.4.4 phySiCal SeCuriTy 
Although the IOM is a low crime environment, it is absolutely vital that 
any datacentre conforms to industry best practice security standards. 
Each facility will be different and will have different security policies and 
procedures, but there should be a number of  different security layers. 

The site should have physical perimeter security and to enter the datacentre 
there should be a sign-in process, with badges issued which only allow access 
to certain parts of  the facility. Specific authority or staff  accompaniment 
should be required to enter data rooms. There should be extra layers of  
security (e.g. biometric access) for key areas; CCTV monitoring is very 
common. 

Although not essential the ISO 27001 accreditation is a good indication 
that the datacentre is committed to security and follows best practice. 

10.4.5 ConneCTiviTy 
The IOM has excellent off-island connectivity, but a vital part of  each 
datacentre’s offering is how it works with different telecom operators to 
manage and support connectivity to the global internet. For an e-Gaming 
operator the key things to check are:

• How is the datacentre connected to the core global internet?
• Does the datacentre have resilient local connections?
• Does the datacentre use multiple carriers off-island? 
• Does the datacentre have multiple “peering relationships” with tier 1 

Internet Service Providers (ISPs)? 
• What is the overall availability of  the network?
• How easy is it to expand and grow connectivity as the business grows?
• What are the support arrangements? and
• Does the datacentre operator offer connectivity Service Level 

Agreements (SLAs)? 
Finally the speed of  connectivity between the gaming platform in the 
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IOM and the global customers is absolutely vital. The key metric to review 
is the Network Latency, or the Average Round Trip Time, measured in 
milliseconds, to the key geographic locations where customers are based. 
The platform provider or software partner will be able to specify what 
latency is required. Based on this, it will be possible to compare the 
performance at the same time of  day for each datacentre operator to these 
key locations.

10.4.6 neTWork SeCuriTy 
E-Gaming operators are regularly targets of  malicious attacks on their 
sites. Many are carried out by highly organised criminals with the intention 
of  flooding the site with traffic, in order to extort money from the owners 
in return for the attack being ceased. These attacks, known as Distributed 
Denial of  Service Attacks (DDOS), are continually evolving and changing 
in their nature.

It is therefore extremely important to understand and define what level 
of  protection is required for the site, and to ensure that the datacentre 
operator has the necessary tools, processes and expertise to defend 
successfully against large DDOS attacks. This is an area where case studies 
and feedback from existing customers is very important. 

10.4.7 SCalaBiliTy 
E-Gaming operators typically plan to grow and expand their gaming 
platform and systems in a modular fashion, so that systems costs are 
aligned with growth in customer transactions and revenues. It is important 
that as well as being able to meet the day one requirement, future growth 
requirements are discussed with the datacentre operators. Check that 
the datacentre has sufficient space and power to meet overall forecast 
growth, and understand how it plans to meet the specific forecast growth 
requirements of  this relationship. 

10.4.8 reDunDanCy

As highlighted above, a critical goal of  a datacentre is to provide appropriate 
redundancy to mitigate against the failure of  any key component, so that 
it can provide the highest possible level of  uptime for users. There are 
different ways of  measuring datacentre resilience. 

Some providers may quote “N+1 backup generators.” This indicates that 
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there is one extra generator than required to manage the entire load, in case 
the original generator should fail. It should be noted that this only applies 
to individual components so does not give a full picture of  the overall 
facility.

The Uptime Institute defines four service levels ranging from tier 1 (the 
lowest) to tier 4 (the highest). However, unless the datacentre has obtained 
a formal uptime certification these tiers are only subjective guides, and 
even a tier 4 datacentre is “only” targeted to achieve 99.995% uptime 
which would imply an average of  26 minutes downtime a year. This may 
not be acceptable. 

Best practice is to ask a series of  challenging questions to identify if  there 
are any single points of  failure and what has been done to mitigate any key 
risks. The datacentre should also be asked to provide evidence/data about 
its historic uptime since although no guarantee of  the future, it will give a 
good indication of  the quality of  the datacentre and the team running it. 

10.4.9 people anD managemenT 
According to the Uptime Institute, approximately 70% of  reported 
datacentre outages are directly attributable to human error. Although the 
investment and design of  a datacentre are important, the quality of  the 
team running and managing the facility is even more important. It is vital 
to know that appropriate management, training and proactive maintenance 
are in place, and that the appropriate processes and routines are clearly 
defined and followed. 

Although not mandatory if  a datacentre has obtained the ISO 9001 
standard, this indicates a robust quality management system. If  held, it 
is worth checking the scope of  the certification (e.g. all of  the datacentre 
or just a sub-set) and whether a tier 1 auditor is used (such as Lloyds of  
London). 

To assess the team the breadth and depth of  technical qualifications is 
one indicator, but equally important is the experience and culture within 
the team, which can only be assessed by face to face interaction and by 
obtaining feedback from existing customers. 



117

10.4.10 CuSTomer reFerenCeS

As can be seen, the choice of  the most appropriate partner can be fairly 
complex. Each datacentre will obviously be keen to present itself  in 
the best light, so one of  the most valuable sources of  data available is 
to carry out due diligence on the ability of  the datacentre to support a 
business by speaking to other customers, especially those who have similar 
requirements. 

10.5 LEAD TIME
Every project is unique and the timescales required will vary from case 
to case. A particular determinant of  the lead time required is whether the 
client has opted for a co-located solution or managed services.

Typically, the time required from preliminary meeting with potential 
datacentre suppliers through to platform go-live would be around three 
months. 

It is recommended that some contingency is built into this element of  the 
project plan to manage any unforeseen issues. It is much better to have 
the platform up and running ahead of  the formal go-live date than to 
be forced to postpone commercial launch due to delays in building and 
configuring the platform.

10.6 SELECTION PROCEDURES
The choice of  datacentre supplier ranks very high on the list of  key start-
up decisions. However, the datacentre market is very fast moving and 
technology is evolving at a rapid pace. It is not easy for a business that 
doesn’t have expertise in this area to make informed decisions. 

If  the requirement is complex and there is limited expertise or resource 
available to complete a detailed evaluation, one option would be to bring in 
a third party consultant to carry out the evaluation. Alternatively, the IOM 
datacentres themselves are willing to help and support through the process, 
since their objective is to build a long-term enduring relationship.

Whoever completes the supplier evaluation, it is recommended that the 
operator should visit at a minimum two of  the IOM datacentres, as the 
first step in a structured process to identify which supplier is best able to 
meet its needs:
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• Technically in terms of  the specification and performance of  its 
services;

• Commercially in terms of  upfront and recurring costs; and
• Relationship-wise in terms of  the way it works and interacts with 

clients. 
Price is far from being the sole determinant. In this as in any other field, 
the customer typically “gets what it pays for.” Best practice would be to 
issue a formal RFP (request for proposal) to allow different suppliers to 
submit a detailed proposal outlining their solution, charges and their Terms 
and Conditions. This allows an “apples to apples” comparison between 
competing offerings, and a preferred supplier can be identified for final 
contract negotiations. 

10.7 ISLE OF MAN DATACENTRES 
The following is a list of  all IOM based companies with experience in 
assisting or working with e-Gaming companies.

Continent 8 Technologies PLC 
Continent 8 Technologies PLC, Continent 8 House, Pulrose House, 
Douglas, IOM, IM2 1A.
Roberta Castle – Account Director
Tel: +44 (0) 1624 694605, Roberta.castle@continent8.com
Peter Williams – Business Development Director
Mobile: + 353 (0) 87 635 1111, peter@continent8.com
www.continent8.com

Domicilium 
The IOM Datacentre, Ronaldsway Industrial Estate, Ballasalla, IOM, IM9 
2RS.
David Artus – Business Development
Mobile: +44 (0) 7624 496719, dartus@domicilium.com 
www.domicilium.com 

Itex (IOM) Ltd (Cloud based hosting) 
1 Sydney Mount, Circular Road, Douglas, IOM, IM1 3DB 
Alyson Hamilton-Lacey – Managing Director 
Mobile: +44(0) 7624 469780, Tel: +44 (0) 1624 670490, 
alysonhl@itexoffshore.com
www.itexoffshore.com
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Manx Telecom Ltd 
Douglas North Datacentre, Homefield Road, Douglas, IOM, IM2 6EF 
John Dunne – e-Business Development Manager 
Tel: +44 (0) 1624 636064, Mobile: +44 (0) 7624 487999, 
john.dunne@manx-telecom.com
www.manxtelecom.com

Netcetera 
The Dataport, Ballasalla, IOM, IM9 2AP
Peter Skelton – Managing Director 
Mobile: +44 (0) 7624 463039, peter.skelton@netcetera.im 
Tim Cass – CTO 
Mobile: +44 (0) 7624 432321, tim.cass@netcetera.im
www.netcetera.co.uk  
 
Wi-Manx Ltd 
1st Floor Heywood House, Ridgeway Street, Douglas, IOM, IM1 1EW
Joe Hughes – Managing Director  
Tel: +44 (0) 1624 487335, joe.hughes@wimanx.com
www.wi-manx.com
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11 FINANCING AN E-GAMING BUSINESS

The IOM offers not only a highly reputable e-Gaming licensing regime but 
also a vibrant Venture Capital investment community experienced in the 
sector, a true differentiator from many other jurisdictions. The following 
description of  the third party investment environment is based on eight 
years of  experience and attendance at literally hundreds of  presentations by 
e-Gaming entrepreneurs to potential investors. The high growth e-Gaming 
sector is perceived very positively by local Government, businesses and 
investors. This is not the case in many countries in the world today.

Investors tend to invest in what they know. It is always easiest to persuade 
them to invest in a sector with which they are familiar, or where they 
have strong network contacts. IOM investors have greater awareness of  
the online/mobile/social gaming sectors than in most other countries. 
This strong e-Gaming ecosystem allows for an efficient and collaborative 
due diligence process. Investors can leverage their contacts in e-Gaming 
operations, software developers, Corporate Service Providers, datacentres, 
affiliates and payment providers. 

The IOM investment community view is truly global. In 2012, e-Gaming 
companies found success raising venture funds in the IOM from as far 
away as Australia and Asia and as close as the UK and Ireland. The Island 
may actually have the highest percentage of  Angel/VC investors per capita 
in the world. This may be partly due to the small total population (just over 
80,000); however there is a significant number of  island based residents 
in the ultra high net worth, professional Venture Capital, investment 
management, Family Office and Trust company client sectors. Many 
individuals within these groups are active in financing new ventures and 
have significant expertise in doing so. 

In contrast with other offshore licensing jurisdictions such as Alderney, 
Malta, and Gibraltar, a vibrant Angel and Venture Capital culture exists 
in the IOM. With the close-knit nature of  the business community, local 
investors tend to be more accessible than in other jurisdictions. There are 
also generally fewer companies coming from elsewhere seeking venture 
financing than angel investors and Venture Capital firms in the major 
EU countries would see, so investor interest levels remain buoyant. The 
growing number of  local high net worth investors looking to participate 
actively in their investment portfolios is further fuelling the demand for 
quality Venture Capital opportunities. 
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It is interesting to note that the e-Gaming community in the IOM has a 
depth of  expertise in Asia. New and differentiated Asian-facing ventures 
are a welcome category.

11.1 ACCESSING CAPITAL FOR AN ISLE 
OF MAN BUSINESS
The first step in attracting investment is to decide on the investor class which 
will be the best fit. All of  the following investor classes are represented on 
the IOM:

• Business Angel Investors: typically invest their own funds and are 
often retired entrepreneurs or executives who may be interested in 
financing for reasons that go beyond pure monetary return, such 
as keeping their minds active or encouraging younger people to 
succeed;

• Venture Capitalists: generally manage the pooled money of  others 
in a professionally organised fund which may or may not include 
their own contribution;

• Private equity firms: previously known as Leveraged Buy-out firms 
at the end of  the last century. They tend to acquire large companies 
with the intention of  re-selling at a higher price in the future;

• Mezzanine debt providers: mezzanine debt tends to be more 
expensive than traditional bank finance as it usually ranks as senior 
only to ordinary shares, thus assumes a higher element of  risk;

• Banks (traditional interest-bearing debt); and
• Corporate finance/ IPO advisors.

The distinction between Angel investment and Venture Capital is a fine 
one, and many would argue that Angel finance is a sub-class of  Venture 
Capital. While the term “Angel” is largely reserved for start-up funding, 
however, Venture Capital takes in as well the practice of  providing growth 
finance for established companies with high potential, particularly in the IT 
and bio-technology industries. 

For entrepreneurs new to the Island, established professionals who are 
willing to introduce their network are a good vehicle to meet the right people 
in the investment community. These can take the form of  Angel networks, 
experienced intermediaries or those from the professional services sector. 

One local Angel group recently reported 25% of  companies attending 
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IOM investor nights were receiving funding commitments, a much higher 
percentage than they experienced in the UK or Jersey. There is a growing 
appetite for Angel investments. A list of  a number of  the active Angel 
networks is included at the end of  this chapter.

The Island boasts billions of  pounds on deposit as a leading international 
business centre. These funds are not only managed by banks. There are 
literally hundreds of  Trust Companies, wealth and investment managers 
and pension companies. For these groups, one of  the fastest growing asset 
classes is now reported to be the Alternative Investment sector, which 
typically includes Venture Capital. Returns from traditional asset classes 
have become more variable: property returns have been poor; equities 
are increasingly rated as risky and unpredictable; treasury yields are now 
lower than inflation. Investors are seeking new investment strategies to 
protect and grow their wealth. The result is that Alternative Investments, 
like Venture Capital, are becoming more mainstream.

It is very important that Introducer groups acting on behalf  of  aspirants 
are fully compliant with local regulations. It is essential to ensure that 
introducers are NOT giving investment advice regarding structuring, 
valuations or potential returns unless properly licensed by the IOM 
Financial Supervision Commission (FSC). What is generally allowed is 
“communication for the purposes of  introduction,” but the FSC will take 
a dim view of  the introducer, and possibly of  the aspirant, if  they are seen 
to be crossing the “giving of  investment advice” line without a licence. 

11.2 GOVERNMENT GRANTS: THE BEST (NON 
DILUTIVE) FORM OF FINANCING
The IOM Government is highly supportive of  the e-Gaming sector and 
backs this up with programmes including the provision of  grants to 
support the relocation and development of  e-Gaming operations in the 
IOM. The general rule of  thumb is “the more jobs, the higher the grant.” 

The Government states that the aim of  the Economic Development 
Services Division is to encourage the growth and diversification of  the 
economy through the development of  existing businesses and the pursuit 
of  new opportunities. Promotional and marketing activities are undertaken 
to encourage the development of  high added value manufacturing and 
services, film and media activities, e-Business (including e-Gaming) and 
company headquarters. For example, the Island’s strong film industry was 
founded on Venture Capital. 
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A full description of  the grants programme is set out above in Chapter 3, 
Section 3, with contact details. 

11.3 FROM VC FUNDING TO IPO
The London Stock Exchange Alternative Investment Market (“AIM”) 
boasts more companies from the IOM than any other international finance 
centre. The legal, accounting and corporate sectors on the Island are all 
highly experienced in taking IOM companies public. When the time is 
right, there is a proven path from the IOM to a listing on AIM.

The IOM is the headquarters for over £4 billion in value of  publicly traded 
e-Gaming companies including: 

• Playtech (PTEC.L); 
• Paddy Power (PAP.L); and 
• Optimal Payments (OPAY.L). 

11.4 CORPORATE VENTURE CAPITAL
The IOM has a number of  significant players in the e-Gaming ecosystem 
that have Venture Capital initiatives. These include several of  the major 
e-Gaming software developers and super-affiliates, some datacentre 
providers and occasionally other licensed operators, often via joint ventures 
for new territories/offerings.

However, this ecosystem can also provide funding in different ways. 
E-Gaming operators may find it more commercially viable to sell, joint 
venture or revenue-share some of  their intellectual property (IP), for 
example new game variations. The major software development houses 
based in the Island do consider acquisition and/or revenue share 
programmes especially when patents are available. This can be an effective 
route to market and can fund other, more profitable activities for operators. 

11.6 LOCAL KNOWLEDGE
The IOM investment community can be quite diverse. Here are some tips 
on dealing with local investors:

• Differentiate or die: key IOM e-Gaming investors often review 10-
20 proposals per month. Despite claims of  novel USPs, extensive 
market research and differentiated marketing strategies, it is 
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surprising how many pitches sound very similar. The entrepreneur 
seeking investment should do quality homework and plan to sustain 
differentiation plans, from launch through to exit;

• IOM investors are savvy and want to understand both growth 
and exit strategies. They tend to expect the entrepreneurs to 
have invested their own cash, and to have “money in the game” 
beyond just personal time invested, no matter how valuable the 
time/opportunity cost may be. While all investors desire this, it is 
especially important in the IOM;

• As with all IOM companies, local mind and management is required 
to avail of  the zero corporate tax and the local licensing regime. 
As a general minimum, this means Board meetings may take place 
on-island quarterly, so the entrepreneurs will be in regular contact 
with the Island investors. Ensure that plans include regular face-to-
face meetings and are planned well in advance to coordinate travel 
schedules;

• Remember that the Island can be a small place; negative rumours 
in the global marketplace will be picked up and circulate quickly. 
Ensure that investors and high-potential prospects are briefed early 
if  issues arise;

• Enterprise Investment Schemes and Seed Enterprise Investment 
Schemes sponsored by the UK Government are less relevant to 
IOM investors due to the lower personal tax rate and zero capital 
gains taxes. They can come with some restrictions that may not fit 
all investor profiles (hold periods, etc.); and

• The entrepreneur should assess potential investors as much as 
they assess the business and its managers. There are hands-on, 
value added investors and modest level investors with less direct 
involvement. What is more important: “smart money” (from 
experienced e-Gaming people) or deep pockets? 

11.6 LINKS TO ACTIVE ANGEL NETWORKS IN 
THE ISLE OF MAN

11.6.1 enveSTorS iSle oF man

Established in 2004, Envestors Ltd, which is authorised and regulated by 
the Financial Services Authority, presents Envestors Private Investor Club, 
a network of  700+ private individuals looking to invest between £20,000 
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and £2m in high-growth businesses. Each hopeful company makes an 
eight minute investment pitch, with two minutes for questions and answers. 
After the presentations wine and canapés are served in a networking 
environment.  www.envestors.im

11.6.2 iSle oF man angel neTWork

This is an online network which enables IOM business angels and entrepreneurs 
to connect. It is an introductory service and does not vet or recommend projects 
nor accept responsibility for the success or otherwise of  investments made.  
www.isleofmanangelnetwork.com

11.6.3 BramDen inveSTmenTS

Bramden invests financial capital, expertise and resources into businesses 
with an experienced management team where commercially viable 
opportunities exist. Bramden’s roots are in start-up and early stage ventures 
and it looks at opportunities in the UK, Europe and North America from 
the head office in the IOM. www.bramden.com

11.6.4 argoSy

Argosy is a well-established, privately owned business that is headquartered 
in the IOM, focusing on private equity and Venture Capital investment. 
Argosy has a strong proprietary balance sheet and is invested in opportunities 
across a range of  industries and jurisdictions. Argosy collaborates closely 
with the Mertech Group, which is based in South Africa (www.mertech.
co.za) and operates a similar business to that of  Argosy. www.argosy.
co.im

11.6.5 venTure gianT

Venture Giant is a leading online solution that matches serious and active 
business investors with entrepreneurs seeking investment to start their 
business or expand an existing company. www.venturegiant.com

11.6.6 SiliConiom
SiliconIOM runs frequent trade excursions to the IOM, opening doors to 
an extensive network of  local investors. www.siliconiom.com
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11.6.7 BoSTon venTureS

A division of  Boston Trust Limited, Boston Ventures provides an 
introduction service between companies seeking Venture Capital and 
potential investors. Boston Ventures has a successful track record 
assisting entrepreneurs to engage with its network of  investors consisting 
of  high net worth individuals, family offices, strusts and corporations.  
www.boston.co.im

12 PROTECTION OF PLAYER FUNDS

When the IOM first considered legislating for online gambling in the mid 
to late 1990s, much consideration was given to the potential reputational 
risks this new and innovative sector could bring to other business sectors, 
primarily banking and financial services, and the Island’s reputation and 
good standing as a whole. One key concern was that of  players depositing 
their money with an online operator based and licensed in the IOM and that 
operator, for one reason or another, then being unable to repay the player. 
To manage such risk, the Online Gambling Regulation Act 2001 (OGRA) 
contains a provision requiring the online operator to hold reserves and 
deposits to ensure the payment of  any debt arising from online gambling. 

12.1 THE LAW
OGRA is the primary legislation for online gambling. Section 6 – Condition 
of  Licence provides the authority for the Commission to set specific licence 
conditions; section 6(1) provides the Commission with the power to attach 
any conditions it thinks appropriate to each individual licence. 

Section 6(2), however, makes provision for a mandatory condition to 
be included in all online gambling licences issues requiring the holder to 
provide some form of  security for the payment of  debts arising from 
online gambling conducted by the licence holder, notify the Commission 
should there be a call upon such security and comply with the directions 
of  the Commission should the call on the security materialise. An operator 
must at all times ensure that player protection arrangements cover in value 
the amount of  money players have in their accounts.

This mandate applies to the player’s account plus any winnings from those 
areas of  an operator’s site which is licensed by the IOM. Where a website 
offers products not licensed by the IOM, winnings from those products 



129

need not be protected. Conversely, where a site is not regulated by the IOM 
but a discrete product is, any elements of  the player’s account that can 
access the IOM-licensed product must be protected.

Activities offered under a network services licence which do not register 
players on the IOM (but which, for example, offer services to players 
registered with foreign operators) require coverage of  player funds. Players 
registering with foreign operators are protected by whatever arrangements 
they agree when they first register.

Operators of  network services may still wish to create fund protection 
mechanisms for contractual reasons or as part of  their business ethics; 
these can still be created notwithstanding they do not require the GSC’s 
approval and are not mandatory.

Section 6 is set out below:

6 Conditions of  licence 

1. The authorisation conferred by a licence shall be subject to such conditions as 
are specified in the licence. 

2. The conditions of  a licence shall include conditions requiring the holder of  the 
licence -
(a) to provide such security (real or personal or both), and to maintain such deposits 

and reserves, as are specified in or determined in accordance with the licence for 
the payment of  debts arising out of  online gambling conducted by him; 

(b) to notify the Commissioners forthwith if  it realises or calls upon any such security 
or draws on any such deposits or reserves (including any new or substituted 
security, deposits or reserves provided under paragraph (c); and

(c) in the case mentioned in paragraph (b), to comply with any directions of  the 
Commissioners as to the provision of  substituted security, deposits or reserves. 

3. If  a condition of  a licence is contravened the holder of  the licence is guilty of  
an offence.

The Commission’s position with regard to these provisions is to ensure each 
licence holder has adequate player fund protection arrangements in place 
to ensure it can meet, at any time, all player deposits and winnings in the 
player’s name and held in the player’s gambling account. This requirement 
is included as a mandatory licence condition of  each full and sub-licence 
granted. It is also a condition of  the network licence where the licence’s 
business-to-customer facilities are exercised.
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12.2 METHODOLOGY 
Three different categories of  money are protected under the regulations 
and are deemed player money:

• Players’ money;
• Money that the operator has recognised as on the player’s account 

(what a player considers he or she has available when accessing 
their account online) even though that money may not yet have 
arrived from a Payment Service Provider with whom the operator 
has a separate business arrangement regarding the frequency of  
reconciliation payments, etc. In this case, the operator must make 
up the shortfall until the money arrives in order to satisfy the 
requirement to cover all player funds at any given time; and

• Money that the operator may place into the account to anticipate 
future player funds and to reduce the number of  transactions that 
are necessary to service the account. For example, an operator 
may lodge £1,000 in the client account, paying a single charge for 
the transaction, and then simply allocate the next fifty deposits of  
£20 internally using its systems whilst processing those deposits in 
some way other than transferring them into the client account.

The Commission does not specify any particular way to meet the legal 
requirements; rather it keeps an open mind to the types of  mechanisms or 
methodology used. What the Commission will do is to seek legal opinion 
that the proposal meets the requirements of  the legislation. It is further 
happy to offer continuing advice on mechanisms it has already approved.

This said, there are several methods currently in use with which the 
Commission is satisfied. These include:

• Bank guarantees; 
• Trust arrangements;
• Segregated client accounts; and
• A combination of  the above methods.

12.2.1 Bank guaranTeeS

A bank guarantee is an agreement negotiated between the licence holder and 
its bank whereby the bank will guarantee, up to a liability agreed between 
itself  and the licence holder, an amount that it will pay out in respect of  
player deposits and winnings held by the licence holder should the licence 



131

holder find itself  unable to repay the players. Experience has however shown 
that such guarantees can prove limiting should the operator underestimate 
the projected player deposits and winnings it expects to hold when the 
initial guarantee is put in place. Should the amount of  player deposits and 
winnings exceed the guaranteed amount, the Commission would consider 
this a regulatory breach and act accordingly. Bank guarantees usually attract 
a fee from the bank for setting up and a regular fee for the continued use 
of  the facility. The bank may also require security for most or all of  the 
guaranteed amount.

12.2.2 TruST arrangemenTS

This method sees the players’ deposits and winnings held in a trust structure 
that adequately ring-fences these funds from other monies of  the licence 
holder. The trustees and the trust structure, under law, can demonstrate 
to a liquidator or similar a clear separation and segregation of  the player 
deposits and winnings should the licence holder get into difficulties.

Trusts normally maintain their own separate bank account and are 
controlled by trustees. Sometimes the trust requires the Inspectorate’s 
permission before funds can be removed but this is not always a stipulation. 
Trusts incur set-up costs and may specify charges for annual administration, 
transaction processing and wind-down.

It is recognised by the Commission that protecting the player deposits 
and winnings using an appropriate trust structure can be complicated, 
and would suggest the licence holder seeks advice from both legal and 
corporate professionals that specialise in this field.

12.2.3 SegregaTeD ClienT aCCounTS

Segregated client accounts are probably the most cost-effective method 
used to secure protection of  players’ deposits and winnings. The 
monies held in the account are protected under law through the Online 
Gambling (Participants’ Money) Regulations 2010. The regulation sets out the 
requirements under which a segregated client account is to be set up and 
the conditions under which it must operate. The account must be set up 
by the licence holder for the purpose of  holding player money; it must 
contain the words “client account” in its title and the funds in it must be 
segregated from other monies. The account must be set up in a recognised 
IOM bank, one licensed to carry on deposit taking under Section 7 of  the 
Financial Supervision Act 2008. 
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It is recognised that the nature of  money movements within online gambling 
operations often involves Payment Service Providers. The regulations 
recognise that the frequency of  reconciliation between an online gambling 
operator and its Payment Service Provider can lead to differences between 
the balances on the players’ accounts with the operator and the amount in 
the operator’s bank. The obligation of  the licence holder is to ensure that 
the total value of  all player balances is secured in the client account. The 
operator can hold a surplus of  funds in the client account equal in value or 
percentage to that agreed by the Commission. 

Where an operator is in default, no money can be withdrawn from the client 
account without the permission of  the Commission. An operator is in 
default where a liquidator, receiver, administrator or trustee in bankruptcy 
has been appointed or any equivalent procedure has occurred in a country 
or territory outside the IOM.

The client account can be frozen under a number of  circumstances:

• Bankruptcy proceedings are in progress anywhere in the world 
relating to the licensee;

• The Commission has directed that the licensee be treated as in 
default; or

• The Commission has powers under the regulations to notify the 
banks holding the client accounts of  a default situation so that they 
can exercise their duty of  care over the client money.

A copy of  the regulations can be found on the GSC’s website at: 
www.gov.im/lib/docs/gambling/onlinegamblingparticipantsmoney1.pdf.

Regardless of  the legal situation, segregation and proper accounting for 
player funds is obviously best practice and a sine qua non for any responsible 
operator. Correct segregation requires deposit software to continuously 
calculate total deposits, and to ensure at least this amount is placed in 
a separate bank account. The bank should have clear knowledge which 
account contains player funds; this is an important protection for both 
players and operator in the event of  a failure. Simply put, keeping player 
money separate may significantly assist the operator to avoid prosecution, 
fines and/or jail in the event the site suffers financial disaster. It is also a 
critical form of  protection for the reputation of  the IOM.
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12.2.4 moniToreD TreaSury pooleD aCCounTS

This method sees monies invested into a mechanism within a segregated 
treasury pooled account, for the sole purpose of  player protection. 
Regulatory approval is required for its use. 

Monies are transferred on instruction from the operator directly into a 
nominee account structure, with the primary benefit of  avoiding balance 
sheet exposure and being held independent of  the mechanism provider. 
The underlying investment structure must be designed so that the cash 
assets cannot possibly contract in value, but also be invested subject to 
various requirements placed on the licence holder by the regulator. If  the 
money that is being invested could theoretically contract in value, then 
the licence holder will be obliged to provide insurance to cover the sum 
invested. Money paid by players to operators is, by law, held on trust so 
operators have a duty to explain to players how their money is being 
invested and how resulting capital/income is handled. 

Whilst monies are held within this mechanism the licence holder, regulator 
and any authorised third-party will have oversight access to ensure accounts 
are fully monitored at all times. 

Control gateways may be put in place to avoid any withdrawal of  monies 
without just reason, though this is not a requirement of  the regulator. 
Justification for release of  monies must accompany any instruction from the 
licence holder to the mechanism provider, authorised third-party or (should 
they so wish) the regulator, so that they can effectively co-authorise the 
onward payment. Best practice suggests that a standard set of  ‘just reasons’ 
be agreed at outset though again, this is not a regulatory requirement, and 
would include investment return or spent player funds for purposes of  
rebalancing the player protection monies. The obligation of  the licence 
holder is to ensure that the total value of  all player balances is secured in 
the mechanism or in a combination of  this and other mechanisms. 

12.2.5 a ComBinaTion oF meThoDS

It is possible for a licence holder to use a combination of  two or more 
methods to achieve the necessary protection. Using a combination of  
methods can provide a degree of  flexibility for those occasions when 
player deposits spike such as during major sporting events.
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12.3 COMPLIANCE
Each licence holder is obliged to inform the Commission should any event 
occur that either invokes the use of  the player protection method or where 
a breach of  agreed player protection parameters has occurred. Failure to 
declare such events or breaches will be subject to an investigation and, on 
conclusion, the appropriate sanction.

Additionally the Commission will perform, through its ongoing 
compliance programme, periodic audits of  each licence holder, its player 
protection arrangements, player balances, bank balances and the operator’s 
management and administration of  the player protection arrangements. 
Should the audits identify any unreported breaches of  agreed parameters, 
an investigation will be commenced and, on confirmation of  a breach, the 
appropriate sanction issued.

13 TAXATION OF LICENCE HOLDERS

13.1 DIRECT TAXES
One of  the main reasons why the IOM is such an attractive jurisdiction 
for e-Gaming businesses and their employees is that the Island’s tax regime 
is both simple and benign. There is no capital gains tax, wealth tax, stamp 
duty or inheritance tax; withholding taxes are not applied to the payment 
of  dividends, interest or royalties by IOM companies. In fact, the only 
direct tax of  concern to residents is personal income tax.

13.1.1 CorporaTe Tax

The Island operates a 0/10 corporate tax regime with the 0% rate being 
applicable to e-Gaming and most other businesses. It is only banks, IOM 
property businesses and companies with taxable profits in excess of  
₤500,000 per annum from IOM retail business whose profits are taxed at 
the 10% rate. 

13.1.2 inDiviDual inCome Tax

Individuals are taxed at a maximum rate of  20% with a tax liability cap of  
£120,000 per person per tax year. The tax cap is available subject to a five 
year irrevocable election, with the capped liability payable in respect of  
each of  those five years.
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13.1.3 DouBle Tax TreaTieS

Unusually for a low tax jurisdiction, the IOM has concluded a number of  
double tax treaties. Those with Bahrain, Estonia, Guernsey, Jersey, Malta, 
Qatar, Seychelles, Singapore and the United Kingdom are currently in 
force; further agreements with Belgium and Luxembourg are expected to 
be in force soon. These agreements offer various benefits, perhaps the most 
compelling to the businesses community being a reduction in withholding 
taxes on payments received from these countries.

13.2 INDIRECT TAXES

13.2.1 vaT
The IOM is not independent with regard to indirect taxation. This is largely 
due to the Customs and Excise Agreement 1979 to which the Island and the United 
Kingdom are parties. The agreement provides a method for the sharing of  
“common duties,” the most notable of  these being Customs duties and VAT.

Due to its relationship with the UK, and as the UK is part of  the European 
Union, the IOM is also treated as being within the VAT and Customs 
territory of  the European Union. The IOM’s somewhat unique relationship 
with the UK and EU offers many advantages including simplified trading 
relationships with the other members of  the community and in particular 
with the UK.

The IOM has its own VAT legislation (Value Added Tax Act 1996) which, in 
most respects, mirrors the UK’s 1994 Act. Under the IOM VAT Act 1996 
(Schedule 10, Group 4) the provision of  most online gaming services is 
exempt for VAT purposes. These services include games of  chance, games 
with both elements of  skill and chance and lotteries. 

A business that is established in the IOM is required to register for VAT 
if  the taxable supplies it makes exceeds the VAT registration threshold 
(currently £79,000) in any 12 month period. A business making taxable 
supplies below the VAT registration threshold may choose to register 
voluntarily for VAT in certain scenarios. 

An IOM VAT-registered business may reclaim the VAT it incurs on 
purchases to the extent that those purchases relate to taxable (or outside the 
scope) supplies. VAT incurred on purchases in relation to supplies that are 
exempt from VAT, such as online gaming, cannot normally be recovered. 

Although not all the goods and services that an e-Gaming company 
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acquires are subject to VAT (some are exempt such as the processing of  
payment transactions), VAT can present a cost that an e-Gaming company 
would not incur if  it was established outside the EU. 

However, IOM based e-Gaming companies that operate in, or provide 
services to, other EU jurisdictions (or more particularly, outside the EU), 
may be able to recover VAT on certain costs depending on the nature of  
supplies being made and how the business is structured. There is not one 
solution to fit all situations and the amount of  VAT that can be recovered 
will depend on specific circumstances. It is therefore advisable to get 
professional advice in this regard prior to setting up the business. 

A supplier that belongs outside the UK or IOM will not normally charge 
VAT on services it provides to an e-Gaming business established in the 
IOM; however, some services are subject to the “reverse” charge. An 
e-Gaming business receiving services subject to the reverse charge is 
required to register for VAT if  the value of  those services exceeds the VAT 
registration threshold in a twelve month period. Once registered for VAT, 
the e-Gaming business is required to calculate the VAT on the reverse 
charge services and pay this VAT to Customs and Excise. This puts the 
e-Gaming business in exactly the same position as if  they had purchased 
the services from a UK or IOM supplier and thus prevents the distortion 
of  competition. 

13.2.2 online gamBling DuTy

The IOM operates its own Online Gambling Duty which is distinct from 
that applicable in the UK. Generally speaking, gaming operators which are 
licensed under the Online Gambling Regulation Act 2001 are liable to Online 
Gambling Duty on bets or wagers which are:

• Placed with; and/or
• Accepted by; and/or
• Negotiated with them

 at the following rates:

• On the first £20M per annum, 1.5%;
• On the next £20M per annum, 0.5%; and
• On any amount in excess of  £40M per annum, 0.1%.

E-Gaming operators whose player revenue is derived from player 
commission or “rake,” typically tournament operators, fall into an online 
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gambling duty calculation method that is commonly referred to as the 
“retained profits method” and is based on gross gaming yield. This 
essentially levies online gaming duty on the amount of  rake retained by the 
operator by first removing any affiliates’ revenue-sharing payments, prior 
to taxation.

There is no threshold for online gambling duty. The operator should 
register and make monthly returns and payments as soon as it starts to 
make supplies subject to online gambling duty. This is a relatively simple 
procedure; Customs and Excise are happy to help with any queries. Just 
like other elements of  Government in the Island, Customs and Excise 
is accessible, available and amenable to discussion of  its requirements 
and services. The operator is welcome and encouraged when registering 
to discuss how retained profits duty should be calculated for its specific 
business.

14 BANKING AND PAYMENTS

14.1 INTRODUCTION

14.1.1 The FinanCial environmenT

Taking payments and making payments correctly and effectively is critical 
to the success of  any e-Gaming operator. Amazingly, new operators often 
delay organising the payments system until very late in the development 
cycle. Too often, entrepreneurs believe that setting up facilities to take 
credit cards is as easy as ABC, and that it will only take a week or two, 
therefore they leave it until just before the live date. The inevitable result is 
delay and disappointment. 

Over the last two years we have seen two sites, ready-to-go for the football 
season, delayed by a year due to payments difficulties, and one site failed 
altogether as it ran out of  cash before completing payments formalities.

It’s not easy. There can be a massive amount of  paperwork involved in 
setting up a payments system correctly. A number of  decisions have to 
be made, and they must be made early. In this chapter we will present 
the necessary information underlying these options in a clear and concise 
form, supply the contact details necessary to obtain the services, and save 
time and money in researching options.

Being practical, if  the public launch date is within six months of  today, and 
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payment processing is not yet actively being arranged, the project is already 
running late. Six months is the minimum lead time required to organise 
the payments system for a new site, and it must not be left later than this. 

To begin, there are just two key questions to consider: 

• What are the target markets (national)? and
• For these what payment options will be presented? 

Typically, new entrants say that they want to serve customers in all markets, 
and that they want to present all payment options. Both these answers 
are impracticable and verge on impossible, unless the start-up is already a 
massive operation on the scale of  PokerStars or Bwin. There are hundreds 
of  payment systems within various national boundaries, and setting them 
all up is a lifetime’s work for a team of  10-20 people. A sensible decision 
about where the key markets will be, followed by a careful honing of  the 
payment system to include only the most effective products for the key 
markets, is the proper approach. Just which products are required for 
which markets will be addressed in the following pages.

14.1.2 CurrenCy

One of  the most critical early decisions to be made, indeed one which 
may ultimately determine the success or failure of  the site, is the currency 
of  play. A secondary decision which must be made equally early is how to 
handle currency deposits and payments if  they are to be transacted in more 
than one currency.

For some operators, the decision will be simple. A UK bookmaker taking 
bets in pounds on UK football teams will probably decide to conduct all 
transactions in GBP regardless of  the origin of  the customer/depositor. 
Job done!

If, however, a poker site operator wants to attract players in the UK and 
Canada, the obvious choice at first blush appears to be between GBP 
and CAD. Not so! The currency of  internet poker is USD, and millions 
of  players worldwide expect to see their chips denominated in American 
Dollars. If  the business plans to operate in the Eurozone Euro might be an 
obvious currency, but it would be undesirable to turn off  UK players and 
the operator may not want to lose potentially lucrative deposits in Swiss 
Francs, Latvian Lats or even Russian Roubles. One site recently launched 
solely for UK members found that after a few weeks, more than 50% of  its 
income was from Russian players, who, though they were resident in the 
UK, preferred to deposit from their homeland.
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Every operator will have to make its own decisions about currency, based 
on its particular business model. Here are the options, in progressive order 
of  complexity:

One currency for everything. Choose the site currency, require deposits 
only in that currency and pay winners only in that currency. Restrictive as it 
sounds, this model works for many single-jurisdiction operators. Payment 
cards from most countries can be used to make deposits in the host 
currency, regardless of  the currency in which the cardholder ultimately 
pays.

One currency of  play; many for deposits; one for payments. Choose 
the site currency, strike the bets in that currency, but allow depositors to 
pay in more than one currency. This involves integrating an exchange rate 
mechanism (feeds are available from many sites like oanda.com) to show 
depositors what credit they will receive in the site currency when they make 
their payment. The site will also need some internal method of  handling 
the incoming currencies; it may take settlement in all these currencies and 
manage the exchange itself, or the operator may wish to contract with a 
multi-currency PSP to receive all the currencies but settle in the one chosen 
for operation. Note that accepting multiple currencies can be a profit centre 
in itself, if  players are credited with a slightly less favourable exchange rate 
than that received from the PSP or bank when selling the proceeds.

If  the site is to accept multiple currencies, one of  the biggest steps forward 
is achieving multi-currency payment card processing. Many acquirers and 
PSPs say that they will facilitate this, but only a few do it well. Look carefully 
at the currency list (some acquirers have only three or four) and decide 
if  it suits the desired profile. More than about 20 settlement currencies 
(settlements which can be paid in the same currency as the deposit) are 
unlikely to be achieved even with best of  breed international processors. 
However, the top processors will offer an extended list of  processing 
capabilities giving players the ability to deposit in more than 150 currencies 
while the operator receives the proceeds of  most in a single currency. It is 
a good exercise to determine whether the site really requires an exhaustive 
list of  currencies. If  not, don’t incur the complication!

One currency of  play, many for deposits, many for payments. If  the 
work for the second option above is done, it is not a big step to allow 
outgoing payments in multiple currencies as well. This is a valuable service 
for foreign depositors, and the better PSPs in the marketplace provide 
a mechanism for making outgoing payments in a relevant manner for 
winners. It serves little purpose to send a Sterling cheque from Barclays 
to a player in Australia; a good multi-currency PSP will allow crediting 
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of  Australian players’ cards in Australian Dollars or sending an Australian 
Dollar cheques, drawn on an Australian bank.

Multiple currencies for all functions. If  the operation is large and 
sophisticated, it may want to consider allowing players in different countries 
to deposit, play and be paid in their own currency or the currency that 
is most convenient to them. If, for example, the operation is located in 
Romania, it may want to allow European players to bet in Euro; however, 
if  the site attracts a sizeable following from the former Soviet Republic of  
Georgia, they are likely to want to play in US dollars.

Obviously the choice of  operating currencies is a critical decision and 
should only be taken with competent advice. It determines not only an 
important aspect of  how the site will look, feel and operate for the player, 
but what level of  financial sophistication will be required within the 
operation - indeed in many cases it will have a direct effect on the number 
of  employees required in the payments department and their required level 
of  experience.

14.1.3 BankS, Banking anD non-Bank TreaSury ServiCeS

The business WILL need banking services. It is virtually impossible to 
operate an e-Gaming business without engaging the services of  a reputable 
commercial bank. This said, it is extremely unlikely that a commercial bank 
will provide all the services needed to operate such a business; some of  
the gaps may be bridged by a treasury service provider. Selecting the right 
financial services supplier is important; required is a bank which is open to 
offering its services for gaming, understands the business, and will facilitate 
dealings with other payment processing services.

Not all banks are gaming-friendly; indeed there are countries (Argentina, 
Brazil, Cyprus, Israel, Turkey and the USA for example) where virtually no 
bank will knowingly agree to process a gaming transaction, especially for 
an internet operator. Recent events in the USA point to the need for every 
operator to understand two golden rules:

Never, ever mislead a bank, trust company or treasury manager as to 
the nature of  the business. Do not tell them that the company is selling 
pet-food, if  it is taking bets! To do so may lead to charges of  bank fraud 
or money-laundering.

Do not route money from bank to bank, or through different hands, or 
from country to country, in an effort to hide from the last bank the origin 
and nature of  the funds arriving or leaving. This, if  the money emanates 
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from the commission of  an offence somewhere, is money-laundering 
which is criminally prosecutable and usually extraditable, across borders 
and virtually everywhere in the world. 

A common myth is that opening an account with a bank or treasury 
provider gives access to merchant facilities to accept credit cards. The 
fact is that only some banks will even consider this, and the credit card 
processing units associated with the banks operate independently. For an 
operation licensed on the IOM, the following institutions may offer some 
banking facilities (listed in alphabetical order):

•	 Capital Treasury Services - Although not a bank, is able to offer 
segregated accounts, and SWIFT and other electronic payments for 
operational e-Gaming monies and player funds. Trust arrangements 
are also available for player protection monies. Introductions to 
Ccredit/debit card processing facilities are not offered with third 
party partners.    

•	 Cayman National Bank and Trust - Has recently taken its first 
gaming clients as depositors, but does not offer payment card 
processing facilities;

•	 Nedbank – Formerly Fairbairn Private Bank, part of  the large Old 
Mutual Group from South Africa. Fairbairn will consider e-Gaming 
propositions which fit its own unique profile and offers senior level 
cash management and international services; and

•	 Standard Bank - Offers traditional banking facilities to a select 
number of  gaming operators, but does not offer credit/debit card 
processing facilities to them.

It is obvious that this limited offering is insufficient for all the needs of  
global operators, and use of  a payment processor, particularly for card 
services, is necessary when working with any of  these institutions as a 
depository of  funds. The Gambling Supervision Commission has the ability 
to grant a disposition to manage funds off-island, and this is an attractive 
route particularly for public companies whose size and risk management 
may dictate that they operate with larger banks with higher credit ratings.

A second option, widely used on the Island, is to deposit sufficient money 
for player protection requirements with an on-island bank, but then employ 
the services of  a Payment Service Provider for card acquiring, local bank 
transfers and cashouts. Counting House in particular, which is based on 
the Island, has extensive experience of  co-operation with local financial 
institutions and provides a complete solution under this scenario. 
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The problem is not unique to the IOM. Operators licensed elsewhere in the 
world frequently complain of  the difficulties in finding commercial banks 
to hold their administrative accounts and player funds. Other jurisdictions 
are less stringent on the requirement of  on-shore funds. Alderney operators 
have few options in the Channel Islands, but several have found Barclays 
Bank in the UK willing to take their business under strict conditions. The 
related payment card processor, BarclayCard Merchant Services, also offers 
processing services to some clients. In Malta Bank of  Valletta appears to be 
the bank of  choice of  most operators, and in the United States Wells Fargo 
and Bank of  America are the two institutions with a nationwide presence 
and an offering suitable for legal, licensed gaming operators.

The dispensation allowed by agreement with the Treasury to operate 
through, and hold funds with, a bank not located in the IOM, is obviously 
an important provision and critical to the operations of  most if  not all of  
the larger operators on the Island. On-island banks which will take gaming 
operators as clients simply do not have all the required facilities or breadth 
of  products to service them, and the participation of  banks elsewhere is 
fundamental to their treasury operations.

14.1.4 paymenT ServiCe proviDerS

Early in the research process for setting up an e-Gaming business, the 
operator will encounter a group of  companies collectively known as 
“Payment Service Providers” (PSPs) or sometimes IPSPs (Internet PSPs). 
The common feature of  PSPs is that they provide consolidated access to a 
number of  providers of  payment methods; for example, one “gateway” for 
payment card processing may give the opportunity to access the acquiring 
services of  several banks, seamlessly. Other PSPs allow their clients to work 
in a single integration with several national payment systems, e-Wallets, or 
voucher systems. Some companies with a single branded product, like Skrill 
(formerly Moneybookers) also offer access through their portal to other 
payment types in different countries. To call this area a maze would be an 
understatement, but a careful choice of  the most appropriate PSPs early in 
the process can save a terrific amount of  work and significantly smooth the 
operator’s entry into the payment processing arena.

The simplest payment model, say for example a UK-based operation taking 
only UK credit and debit cards, can still benefit significantly from working 
with the right PSP. Consider this: this operator may spend months pursuing 
applications to be a merchant with BarclayCard, AIBMS and RBS Streamline, 
only to find that none of  the three are successful. Meanwhile a PSP with a 
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gateway to a selection of  acquiring agencies throughout Europe would take a 
single document set, determine the most suitable provider for the merchant, 
and present the application, with its own financial guarantees, to the best 
prospect. The eventual acquirer may be in Luxembourg, Malta, Iceland, or 
even outside the EU in a country such as Israel or Mauritius! PSPs have the 
information, experience and contacts to put this together; new operators 
simply don’t and a great deal of  disappointment and delay may ensue.

When selecting a PSP, a necessity for all but the very largest operators, it 
is particularly important to think through where the target market is going 
to be, and what payment products are to be accessed through the chosen 
provider. Going direct to an acquiring bank will not necessarily save money; 
the opposite is often the case. Below, in the payment cards discussion, we will 
present an illustrative example.

PSP companies are not unique to the e-Gaming marketplace. Indeed, the 
largest PSPs have many thousands of  clients in the internet commerce 
arena in general. Occasionally there are e-Gaming merchants who set up 
through a non-specialised PSP which has a larger book of  general business. 
Worldwide there are only a handful of  PSPs who provide a range of  services 
in a specialised manner to e-Gaming operators, and in our view the market 
leaders (in alphabetical order) are:

• Adyen, in the Netherlands, www.adyen.com 
• Counting House Services Ltd, in Canada but with a consulting 

office on the IOM, www.countinghouseltd.com
• Global Collect, in the Netherlands, www.globalcollect.com
• pPro, in Germany, www.pprofinancial.com
• Safecharge, in Israel, www.safecharge.com 

There is no reason not to work with more than one PSP, selecting the 
best services from each. Simply doubling the integration work can pay off  
with big dividends in terms of  payment type coverage, particularly when 
thrusting into some of  the more difficult markets.

14.1.5 The european paymenT ServiCeS DireCTive

Coming into effect gradually in the period 2009-2011, the EPSD has 
imposed the obligation to enact legislation concerning payment processing 
and police Payment Service Providers operating within EU and EEA 
member states.
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While it is complex legislation, having slight differences in each country, 
the essence of  the PSD regime is that where a non-paper (i.e. electronic) 
payment is made between a payer and payee and where both are in the 
covered area, a PSP involved in the process and into whose control the money 
passes, even momentarily, is required to have an authorisation under the 
legislation. Prudential requirements (segregation of  funds and appropriate 
reporting) are imposed.

From the point of  view of  a European gaming operator, there are two 
effects. First, if  engaging with a PSP in Europe through whose hands funds 
flow, it’s important to ensure that the PSP has a valid PSD licence from its 
home state. If  however, funds do not touch the PSP’s bank accounts (for 
example, if  the PSP provides a gateway for credit card transactions but the 
acquirer settles directly to the operator), no licence is required.

Secondly, however, some gaming licensing jurisdictions, notably France, 
require that operators licensed in their country settle their transactions inside 
that country via PSPs who hold a European licence. So if  the intention is 
to apply for a French licence, a PSD licensed PSP will be needed regardless 
of  whether the financial transactions are licensable in Europe (e.g. to issue 
paper cheques, which is an unregulated activity).

If  there are any doubts regarding an EPSD issue, it is a good idea to seek 
a ruling from a competent authority. The UK’s FSA is extremely good in 
this respect, typically providing answers to legal questions within a week. 
By contrast the Irish regulator is unwilling to advise applicants on any legal 
questions relating to its own area of  authority and generally encourages 
applicants to “seek legal advice.” Once expensive advice is obtained from 
a Dublin lawyer, it is pointless to send it to the Regulator for confirmation 
as it will not be forthcoming.

14.2 MONEY IN

14.2.1 CreDiT anD DeBiT CarDS (paymenT CarDS)
The vast majority of  online gaming operators want to take credit and debit 
card payments for deposits onto their site. They may also want to use 
plastic cards as a method of  paying winnings; this will be discussed below 
under “money out.”

14.2.1.1 Definitions
There is a huge amount of  terminology, mostly expressed in acronyms, 
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involved in plastic card “payment card” processing, and it’s worth taking 
the time to understand the concepts and why they are important. Here are 
the key terms:

Credit Card, Debit Card, Prepaid Card

While these three cards look very similar, they work in three different ways. 
All are issued to consumers and businesses by financial institutions, which 
are licensed by the “Card Schemes” (Visa, MasterCard, etc.) to do so. A 
credit card allows the consumer to borrow money from the issuer, within pre-
determined limits. A debit card functions like a cheque, allowing the use of  
the card to immediately withdraw funds from the holder’s bank account. 
For those who don’t have bank accounts or a credit arrangement, a prepaid 
card allows the holder to pay money in advance to the issuer, and then draw 
it down by making purchases.

All three card types work in a very similar manner when presented for 
a purchase; the issuer is electronically asked whether to authorise the 
transaction or not. A YES message can mean, respectively, that the credit 
card holder has available credit, a debit card holder has enough available 
money in his account, or the prepaid card holder has prepaid sufficiently to 
honour the transaction. What is different, at least at a wholesale level, is the 
cost to the merchant of  processing the transaction (debit cards are cheaper 
to process than credit); however, many processors charge a “blended 
rate” which takes account of  this and gives a simplified cost structure and 
accounting process.

Card Schemes 

Card Scheme refers to the organisation which owns and promotes a brand 
of  credit card. The best known are MasterCard, Visa, American Express, 
Diner’s Club and JCB (Japan Credit Bureau). For gaming purposes we can 
disregard the last three, as they do not permit transactions from gaming 
merchants.

Interchange, MDR

Interchange is the charge from the Card Schemes for processing a transaction 
through their systems. It is published, public, and enormously complex. 
The charging structure within a Card Scheme will take account of  where 
the card is issued, its currency, where it is used, the currency transacted, and 
the location of  the merchant. The least expensive transaction is likely to 
be a debit card transaction between a consumer and merchant in the same 
country (Europe can be regarded as one country for this purpose) in the 
local currency. The most expensive transaction is likely to be one between 
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a merchant in one country and a consumer in another, where each is in 
a different Card Scheme region. For example, consider a purchase by a 
German customer from a US merchant.

The interchange is largely invisible to merchants, who contract to pay a 
percentage charge (and sometimes a transaction fee as well) for the service. 
This charge, agreed by the merchant, is known as MDR or “Merchant 
Discount Rate”. The difference between Interchange and MDR will be the 
profit for the processing entity.

Transaction or Gateway Fees

Depending on the choice of  supplier for payment card processing, there 
may be a fixed additional cost for each card transaction processed. This 
may or may not include declined transactions. Other providers may roll up 
the cost of  transactions, which they themselves inevitably incur, into the 
general MDR.

Acquiring Member (Bank or FI)

In order to accept merchant transactions into the card processing system, 
the involvement of  an “Acquiring Member” is essential. This is an 
institution, typically a bank, which is a “principal member” of  the Card 
Scheme and licensed to accept transactions.

PSP or Gateway

In order to accept transactions into the authorisation chain, the merchant 
or operator needs a way to convey the card details into the authorisation 
system and convert the transaction into money in its bank account. In a 
retail environment such as a supermarket, this is typically a small machine 
into which the card is inserted. In the internet world, however, it is a piece 
of  software used by the merchant and recognised by the acquirer. This may 
be provided by a “gateway service” which is typically part of  the set-up of  
a PSP. If  the business contracts directly with an Acquiring Member, it will 
refer the operator to a gateway provider; if  contact is made with one or 
several Acquirers through the PSP, the matter will have been approached 
from the opposite direction and no further parties will need to be involved. 
There is typically little difference in cost between these two approaches, 
but starting with the desired PSP and taking their advice on acquirers is 
massively more efficient and usually results in much less time and difficulty 
in organising the acquiring relationship.

Off  Rails or “on us” transactions

Very, very large operators with a high number of  transactions in a particular 
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market may be successful in contracting with a “BIN sponsor” and a 
card programme manager to issue their own prepaid debit cards to their 
customers. These will then be used to load funds by customers and pay 
winnings. Typically they will not be ring-fenced for use only on one site, 
but the branding will go a long way to convincing players that they are 
intended for putting money back into the sponsoring site’s cashier.

The advantage of  having a proprietary card is that the acquiring software, at 
the payments stage, can identify transactions paid in this manner; the card 
programme manager can debit the card and credit the operator without 
the transaction going through the card schemes and incurring interchange 
and gateway fees. It is obvious that a very substantial volume of  business 
must be contemplated to justify the investment in such a product – think 
£100,000 or more in initial set up fees and tens of  thousands of  pounds 
per year to maintain the programme. If  typical processing cost is 2.5% 
and we discount internal costs like payment team salaries, this indicates 
that in year one alone a deposit volume of  at least six million pounds 
on the proprietary card would be required to break even. With this kind of  
volume, however, the operator would be able to negotiate lower MDRs 
thus pushing the break even value even higher.

MCC	-	Merchant	Category	Code	(7995)	and	MID	-	Merchant	Identifier

Every transaction which is passed through the Card Schemes’ acquiring 
system is assigned a “Merchant Category Code” (MCC), which enables all 
parties in the chain to know what the payment is being made for. In the case 
of  gaming and casino transactions, the correct code is 7995. This is highly 
significant in that PSPs, Acquiring Members or Issuing Banks may choose 
to block transactions with this code, or may do so only if  the transaction 
comes from certain jurisdictions where they are illegal or frowned upon. 
The most obvious example is the USA, where the vast majority of  issuing 
banks refuse to authorise any 7995 transactions. Approximately 60% of  
all Spanish cards are blocked for 7995, and in Norway the figure is 100%.

Each merchant wishing to initiate transactions requires a “Merchant 
Identification” Number (MID) which identifies the merchant and governs 
what appears on the cardholder’s statement. The MCC will be attached to 
the MID. To apply for an MID making any kind of  false statement which 
results in an incorrect MCC being attached, the intention being to change 
the authorisation results, is fraudulent and can result in severe fines from 
the Card Schemes, loss of  MIDs, criminal prosecution and even lifetime 
blacklisting of  the perpetrators by the Card Schemes. No responsible PSP 
or Acquiring Member will support such activity.
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Uncoded Transactions

In the payments industry, transactions deliberately run though the card 
schemes with a fraudulently obtained wrong code are commonly referred 
to as “uncoded.” It is harder though not impossible to find uncoded 
acquirers today, though they are much fewer in number as a result of  
massive fines (running to the tens of  millions) levied against two large 
European processors in 2010-2011. The term “uncoded” is a misnomer, 
as no transaction will pass without a code; it should be “miscoded” but the 
incorrect term has stuck and today remains in common parlance.

ICM - Internet Commerce Marker

In addition to the MCC, transactions initiated by internet are tagged with 
an “ICM” or Internet Commerce Marker. This enables card transactions to 
be processed in jurisdictions where, for example, point-of-sale gambling is 
allowed but e-Gaming is not. 

Chargebacks, Refunds

In normal commerce, a refund can be generated on a card any time that a 
customer is not satisfied with his purchase. This is broadly permitted by the 
Card Schemes as a normal part of  business. However, in gaming, where the 
business model is money in and out, the potential for abuse is obvious (as 
charges are normally credited back) and refunds are not permitted. To 
allow crediting of  winnings to cards, a separate procedure known variously 
as CFT, OCT (Visa) or PT (MasterCard) is employed; there is a fixed fee 
for this type of  transaction. This is discussed below under “money out.”

Chargebacks are the bane of  the gaming operator’s existence. The card 
systems operate largely on the basis of  trust, and when a cardholder goes 
to his issuing bank and says his card has been fraudulently used, either by 
a merchant or third party, he is usually credited back the amount charged 
pending an investigation. The merchant is debited, contacted, and given 
an opportunity to provide proof  that the transaction was legitimate. Many 
merchants simply don’t bother and accept chargebacks as a cost of  doing 
business; others assiduously pursue all claims and often are successful.

Chargebacks and fraud are considered at much greater length in Chapter 15. 
The following point however bears repeating here. Chargeback control 
needs SERIOUS consideration by the operator. If  chargebacks rise 
above approximately 2% of  transactions (based on current month’s 
chargebacks over last month’s charges), 50 transactions per month in the 
case of  MasterCard or 100 per month on Visa cards, sanctions, monitoring 
and ultimately fines ($25,000 for a first offence, $50,000 for the second) 
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kick in. High chargeback levels for 3-4 successive months can result in 
loss of  the ability to take payment cards at all, which is usually fatal to an 
operator. The answer is good fraud monitoring, great customer service 
and very rapid response to complaints and customer issues. This is a 
complex area, but it is important to understand the mathematics and any 
PSP or acquiring bank will be pleased to provide the detailed background 
information to manage the risk.

BIN

The first six digits of  each card identify the Issuing Bank. All Visa cards 
start with 4, MasterCards with 5; Maestro cards commence with a 6. These 
numbers allow the Card Schemes to route authorisation requests to the 
correct issuing institution.

National Cards, International Cards

It sometimes comes as a shock to Europeans, who are accustomed to 
having their cards accepted everywhere, to know that this is not a universal 
standard. Players in some countries have plastic cards which only work 
within their national boundaries, and international acceptance is the 
exception granted only to wealthy customers who make a case for being 
allowed overseas payments. The most relevant countries where this occurs 
are Argentina, Brazil, China, India and South Africa. For this reason there 
is tremendous growth in “alternative payment systems” in these countries.

Hosted Payments Page, API, Browser Post, iFrame

When integrating Payment Card mechanisms into a site, there is a critical 
security consideration: will the operator hold and store card data itself, in 
any form, or will it contract with a third party to do so? The decision has 
vast and potentially expensive implications for the security set-up. Virtually 
all operators decide to have the PSP hold card data and never to touch 
it themselves. If  we examine the options in greater detail, there are four 
which may work for different kinds of  online operators:

1. If  clients are serviced through a call centre, the PSP should be able 
to provide a Virtual Terminal. This is ideal for telephone orders and 
operators with very personal customer service - the operator takes 
the details and keys them into the virtual terminal for immediate 
processing and response while the customer is on the phone.

2. A Hosted Payments Page is an ideal solution for e-Commerce 
operators who have limited access to development resources. 
The Hosted Payments Page pops up in front of  the home site 
and appears to be part of  the website’s own code, but in fact the 
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data which is keyed into it is conveyed directly to the PSP and 
never touches the merchant. Accepting payment using an HPP 
product (an example well documented online is DeepCove Labs’ 
“MarketDirect”) requires very little integration work and eliminates 
the need to store cardholder data, thereby reducing the PCI DSS 
compliance burden.

3. API integration gives operators the flexibility to create their own 
payment pages or company interfaces for communicating payment 
information such as EFT and credit card authorisation requests, 
risk flagging messages and settlement requests back and forth with 
the chosen payment engine. However, it has a heavier requirement 
of  initial IT structuring and is not ideal for small start-ups especially 
if  IT resource is expensive or scarce.

4. Browser Direct Post - For those in an e-Commerce environment, 
the much newer Browser Direct Post (BDP) option combines the 
flexibility of  a standard API with the security of  a hosted solution; 
card details are communicated directly from the customer’s browser 
to the PSP’s PCI DSS compliant processing engine meaning that 
these transactions are not in scope of  the PCI DSS. The difference 
between HPP and BDP is that with BDP, there is no pop-up page, 
merely an area of  the customer’s screen appears integral to the 
merchant website but conveys input only to the PSP. This is also 
sometimes referred to as an iFrame.

In short, options 1 and 3 above involve the operator handling card data; 
therefore the PCI DSS burden is much greater. A separate section deals in 
detail with this below.

CVV2

Anyone who has ever used a card online will be aware that payment pages 
virtually always request the three-digit code which is printed only on the 
paper strip on the back of  the code. This ensures an additional level of  
security for the cardholder, because someone with only the front of  the 
card (as in a scan or photocopy) cannot use it, and a physical impression 
of  the raised numbers on the card will be insufficient for internet use. 
Collection and transmission of  this code, known as CVV2, is a significant 
advantage for the merchant as it shifts the burden of  proof  in the event of  
a chargeback with fraud alleged. Of  course someone who has stolen the 
card itself  can still use it, but someone who merely steals card data will not 
have the code.

It is illegal to store or save CVV2 codes or data in any format. They must 
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be collected on each use from the cardholder.

CVV2 is MANDATORY for gaming uses of  Payment Cards.

Verified	by	VISA,	MasterCard	Securecode

These two rather cumbersome procedures are in widespread use in the UK 
and gaining in acceptance elsewhere. Essentially they require a cardholder, 
whether credit or debit, to supply the issuing bank with a password. 
When an online transaction is attempted using the card, a bank-generated 
window pops up and requires the cardholder to enter selected characters 
from the password before the transaction will be authorised. The massive 
advantage of  this product is that under normal circumstances (absent 
internal or “inside” collusion or fraud) transactions performed with this 
safeguard will not be charged back. The downside is that it discourages 
many depositors, who may not want to register their cards and passwords, 
and deposit volumes demonstrably fall when this device is switched on.

In today’s gaming environment however, and particularly if  the target 
markets include the UK, it is essential to ensure that the PSP or acquiring 
bank supports these two routines.

14.2.1.2 The Payment Card Process
With some of  the terminology now behind us, let’s examine what happens 
when a player presents a card for payment. In simple terms:

1. The player enters his card data on the payments page, where the 
amount to be paid is also agreed.

2. The PSP conveys this data to the Acquiring Member.
3. The Acquiring Member passes the authorisation request, through 

the Card Schemes, to the issuing bank.
4. The issuing bank makes a decision (yes, no or referred) and conveys 

this back through the Card Schemes, to the Acquiring Member, 
which passes the decision to the merchant.

5. If  the decision is yes, the transaction is approved and ultimately, if  
the merchant accepts the transaction (it may not, if  some condition 
was not fulfilled) the issuing bank will pay the Card Scheme which 
will in turn settle with the acquiring bank who will pay the PSP 
or merchant. If  the decision is no, nothing further happens. If  
the decision is referred, the merchant and customer will have to 
make further contact with the issuer (typically, via phone) before a 
decision is finalised.
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14.2.1.3 Must Payment Cards Be Taken? 
Unless in a deeply specialised environment, such as UK-based credit 
betting, it is virtually inconceivable that any site would be successful without 
accepting payment cards. The decision is not really whether to take them, 
but what else is needed to complete the payment options for the players. 
The next step is figuring out whom to approach for credit card services.

Here are some of  the considerations:

PSP vs. Acquiring Bank

The operator can choose an acquiring bank, and go directly to it. It’s no real 
secret in the industry which banks are keen to take gaming business, which 
ones approve quickly and which ones are cumbersome with paperwork 
and guarantees. The real problem is this: a business which is new in town 
is unlikely to secure approval from any acquiring bank directly. This may 
result in a sequence of  failed attempts, a complicated and time-consuming 
process.

A competent PSP with industry knowledge can save a great deal of  time 
and frustration. The PSP will know which banks are likely to take the 
business, how to frame the application, and what pitfalls to avoid. It will 
also know how to overcome any weaknesses in the application, and may 
underwrite guarantees so that the acquiring bank has more confidence in 
the financial side of  the equation. And, probably best of  all, the PSP will 
have the software and integrations to get business up and running quickly 
and smoothly.

Licensing

Visa and MasterCard have “territorial” limitations which, alongside bank 
requirements for licensing jurisdictions, limit the choices rather starkly. 
It’s like this: if  a company wants to process Visa and MasterCard with 
an acquirer in the European footprint, then it must have a real, physical 
presence in Europe (which includes the EU and EEA, 31 countries in 
all). Everything doesn’t have to be here, but there has to be a real office 
with real people in it, and a “legal person” (company, partnership, trust) 
established within the footprint.

After jumping this hurdle, the operator also needs to have a gaming licence 
from a recognised European jurisdiction, or one specially authorised by the 
acquirer. Realistically the options are:

• Alderney;
• Curacao (has only just been recognised by processors as a European 
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jurisdiction - note that Curacao companies are regarded as “North 
American” by the Card Schemes thus cannot acquire in Europe, 
however a European company with a Curacao licence is OK!);

• Estonia (required to take deposits in Estonia);
• France (required to take deposits in France);
• Ireland;
• Isle of  Man;
• Italy (advisable to take deposits in Italy);
• Kahnawake (an Indian Reservation in Canada - recognised on a 

limited basis by some European acquirers);
• Malta;
• Spain; and
• United Kingdom. 

We can expect Greece and possibly a couple of  other countries to join this 
list shortly.

From the point of  view of  acquiring in Europe, absolute non-starters are 
licences from Grand Cagayan (Philippines) or other Asian jurisdictions, 
Central and South American licences, and particularly the oft-claimed 
“Costa Rica licence.” Costa Rica does not actually issue gaming licences 
but instead general business authorisations, under which many gaming 
operations (particularly US-facing questionably legal operations) are 
conducted. No reputable acquirer in Europe will consider doing business 
with an operator licensed only in Costa Rica and in fact the majority of  
the successful operators there are looking towards Europe for “proper” 
licences to allow them to process here.

Deposits, Fees and Set-Up Fees

It’s an enormous amount of  work for a bank or PSP to set up a gaming 
company for card processing. As a result there are often fees attached to 
the enterprise. These merit careful evaluation.

A given is that, on approval, the operator will have to pay the MasterCard 
$1000 USD gaming merchant registration fee. This is annual and 
unavoidable.

Some banks and PSPs charge a non-refundable application fee. Look 
carefully at whether there is any guarantee of  acceptance; if  not, this can be 
a bad deal! Much fairer is the “deposit against fees” which is requested by 
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some PSPs - in essence, some money is paid up front and it’s lost if  the site 
never goes live, however once processing does start, the money is credited 
against processing fees and it is earned back over time.

Any “set-up fee” which is charged after acceptance as a merchant should be 
reviewed in the context of  the amount of  work to be done, and measured 
against other anticipated fees to be paid after go-live.

Price

It might be considered strange that this is listed as the last consideration. 
However, in many ways it is not as big an issue as it may seem. With the right 
processor with the right acquirer and products, the approval and customer satisfaction 
rates will be higher and it won’t really matter if  1% or even 2% extra is paid for the 
processing; it is made up on the overall income from players!

This said, there are some traps in the pricing equation and it pays to do the 
mathematics carefully. Consider the following pair of  quotations:

An applicant company anticipates 2000 transactions a month with an 
average value of  £20. All will be intra-Europe as the company, its processor 
and the acquirer are all in the British Isles and the only target market is the 
UK. 

The chargeback rate is 1% and on average 75% of  submitted transactions 
are approved. The company wishes to receive its funds twice a week. Two 
tenders are received:

• From a well-known PSP, a flat rate of  2.5% with no other charges; 
and

• From a leading commercial bank acquirer, a rate of  0.9%. However, 
other charges are: £100 per month maintenance fee, £25 per 
chargeback, 20p transaction charge (including declines), and £30 
per settlement.

At-a-glance, which is the better quotation? 

Here is the calculation:
Quotation 1 (PSP) Quotation 2 (Bank)

Approved Transaction MDR 
£30,000 x 2.5%

£750.00 Approved Transaction MDR £30,000 x 0.9% £270.00

Transaction Fees 2000 x 0p £0.00 Transaction Fees 2000 x 20p £400.00

Maintenance Fee £0.00 Maintenance Fee £100.00

Chargeback Fees 15 x £0 £0.00 Chargeback Fees 15 x £25.00 £375.00

Settlement Charges 8 x 0 £0.00 Settlement Charges 8 x £30 £240.00

TOTAL COST £750.00 TOTAL COST £1385.00
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It will quickly be seen that the initial impression of  the PSP charging nearly 
3 times as much as the bank (2.5% all-in versus 0.9% base) is translated, 
after fees (which at first look very reasonable), into the bank charging 
almost double the PSP’s quotation. The small print is deadly and those 
“little charges” add up very quickly. The only answer is to do the sums, and 
do them well.

The case for using a capable PSP stacks up even better when one considers 
approval rates. Any good PSP will offer the service of  submitting 
transactions to acquirers where they are most likely to be approved. If  the 
offering is international in flavour and there is engagement only with one 
acquirer, say for example a multinational bank who has an exclusion list 
of  30-50 countries where it perhaps has branches and is not comfortable 
approving gaming transactions, the lost business can be debilitating or 
possibly even fatal for any business model.

14.2.1.4 PCI DSS Compliance
The Payment Card Industry Security Council (PCISC) has implemented 
clearly defined rules about secure acceptance, transmission and storage of  
credit and debit card information, known as the Payment Card Industry 
Data Security Standard (PCI DSS). All merchants must validate their 
compliance to these rules, regardless of  credit card volume, by completing 
a “Self  Evaluation Questionnaire” or SAQ, and declaring that all of  
the required steps have been taken to secure their customers’ sensitive 
cardholder data. Large merchants may require independent confirmation 
of  compliance through an onsite visit from a Qualified Security Assessor. 

The SAQ is a tool designed to help merchants assess where they stand in 
terms of  PCI DSS compliance. It helps merchants evaluate their current 
practices and then identify and remedy areas of  potential risk. For web-
facing merchants or merchants with high volumes, it may be necessary 
to hire the service of  an Approved Scanning Vendor and/or a Qualified 
Security Assessor. ASVs provide commercial software tools to perform 
vulnerability scans for operators’ systems. QSAs have established protocols 
to assess and prove compliance with the PCI DSS. Once all vulnerabilities 
are addressed internally or with the help of  a Qualified Security Assessor, 
the completed SAQ and attestation of  compliance serves to assure 
customers and PSPs that the company understands and adheres to the 
Data Security Standard. 

There are several different Self  Evaluation Questionnaires. Which one 
is required for each company will depend on whether there is handling 
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of  card data that is received by mail, over the internet, in person, or on 
behalf  of  other merchants. Most “cardholder not present” merchants 
will need to complete SAQ A. Completing the right SAQ will get to the 
heart of  any business practice that falls outside of  the PCI DSS, and guide 
implementation of  corrective action. There is information to determine 
and download the most appropriate SAQ at www.pcisecuritystandards.org. 

The central tenets of  the PCI DSS relevant to most merchants are: 

• Card information may not be stored beyond the period of  time in 
which it is needed to transact business with a customer;

• The card information must not be accessible to any person who 
does not specifically need it to carry out a legitimate transaction;

• The card numbers must not be accessible to any outside company 
unless they are PCI compliant and specifically contracted to process 
payments on the merchant’s behalf; and

• Card information must be safeguarded against unauthorised access, 
whether physical (e.g. theft of  credit card authorisation forms or 
servers) or electronic (e.g. theft of  electronic information over the 
internet by hackers).

If  the questionnaire determines that the company has areas of  vulnerability, 
such as web-facing servers or improper storage of  credit card slips, these 
issues must be addressed. Internal policies and procedures must be 
changed and web-facing servers must be scanned on a quarterly basis for 
weakness with the help of  an Approved Scanning Vendor before they can 
be declared “PCI Compliant.”

Depending on the company’s business practices, achieving PCI compliance 
may involve building and maintaining vulnerability management 
programmes, implementing strong policies and procedures to limit access 
to sensitive cardholder data, regularly monitoring and testing web-facing 
networks, and maintaining an information security policy. These processes 
can be expensive and time-consuming to establish, but they are necessary 
if  it is wished to accept and handle any credit card information over the 
company’s own servers, or under the eyes of  its own staff. 

If  business practices allow, the simplest route to PCI compliance is to 
outsource the handling of  all cardholder data to a PCI compliant provider 
so that no sensitive data ever touches operator hands. The right PSP will 
offer compliant authorisation and settlement services, such as browser 
direct post, hosted payment pages or virtual terminals, as well as data 
tokenisation - a way to communicate transaction information without 
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communicating the full card number over vulnerable channels. Services 
such as these can greatly reduce the PCI compliance burden by eliminating 
the need to keep customer card details on company servers or premises. 
With these solutions in place, PCI compliance may be as simple as 
completing the SAQ and Attestation of  Compliance and submitting it to 
the processor or payment card acquirer. 

Resources

Payment Card Industry Security Standards Website: www.
pcisecuritystandards.org

Guide to completing Self  Assessment Questionnaires and Attestation of  
Compliance Forms: www.pcisecuritystandards.org/security_standards/
documents.php?category=saqs 

List of  Qualified Security Assessors and Approved Scanning Vendors: 
www.pcisecuritystandards.org/approved_companies_providers/index.php

14.2.2 e-WalleT SySTemS

E-Wallet systems are employed by a large majority of  gaming operations 
that attract players from a range of  countries. The core concept is that 
the e-Wallet site itself  accepts deposits from players, who are then able to 
transfer it to gaming operators who are integrated with it. E-Wallets are not 
exclusive to the gaming market, and the major e-Wallets have become very 
successful in the person-to-person payments arena as well as providing 
secure transaction processing for other e-Commerce vendors.

The largest sites with massive presence in the e-Gaming area are Skrill 
(this was a new brand applied in 2011, much better known worldwide as 
“Moneybookers”), Neteller (part of  the Neovia Group recently merged 
with Optimal Payments and apparently re-branding to the latter name) and 
Citadel Commerce. However there are many other minor e-Wallets and some 
are much more appropriate for particular product types or geographical 
areas. Russia alone for example boasts some nine or ten e-Wallets which 
service the former Soviet Republics. It would be superfluous for us to list 
them all here.

Several advantages come from integration with one or more appropriate 
e-Wallet sites. 

Some of  these are:

• The e-Wallet will itself  list the site as a client, which may promote 
the site to players;
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• The e-Wallet may offer security of  payments, meaning that it 
collects from credit cards and guarantees the payment will not be 
revoked;

• The e-Wallet provider will take care of  foreign exchange, regional 
variations in the deposit process, and provide simplified reporting 
tools;

• The e-Wallet will also accept deposits from the operator TO 
player accounts, making the payment of  winnings and affiliate 
commissions seamless and simple for its members;

• The larger e-Wallets have branched out beyond their own product, 
and some integrate acceptance methods for tens of  other payment 
methods. Most significantly, for example, a Skrill merchant can 
contract to accept Visa and MasterCard via their PSP engine, and 
take deposits via various local fast deposit methods all under the 
same heading;

• The e-Wallet, if  it is itself  open internationally, will enable taking 
of  deposits from many different countries without special local 
arrangements; and

• For operators of  affiliate programmes with cash rewards, e-Wallets 
are a popular way to pay members.

A good quality e-Wallet will incorporate many different ways for members 
to withdraw their funds. Most common are issue of  prepaid plastic cards, 
bank transfers and cheques, however all come at a cost to the member.

The downsides, such as they are, tend to be:

• The operator may encourage its players to deposit with an e-Wallet, 
which they do, but they are then free to play their funds on any site 
integrated with that e-Wallet. When their winnings are credited to 
the e-Wallet, they may use them on another site;

• Fees for using the integrated products, particularly payment card 
acceptance, can be higher than if  contracted separately;

• Over-reliance on an e-Wallet provider for too many products can 
lead to loss of  income to the site for a period if  the e-Wallet site 
experiences problems;

• There are a large number of  different e-Wallets, and overlap is 
common. A lot of  time can be spent integrating too many, and we 
encourage thorough evaluation of  the possibilities and preliminary 
selection of  the most relevant until specific needs emerge and 
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experience is gained;
• The larger e-Wallets are very large organisations indeed, with literally 

thousands of  merchants, and it is commonplace in the market to 
hear vendors complain that client service is poor for smaller, start-
up type enterprises;

• Some players may be discouraged from using e-Wallets by the load 
fees they have to pay in order to put money on their accounts, and 
further fees are incurred if  they withdraw funds which have been 
credited to them; and

• For most operators except the most specialised, the decision 
is not whether to employ an e-Wallet, but which e-Wallets to 
integrate. When selecting e-Wallet services, please do ensure that 
the provider has the appropriate e-Money or banking licences in 
its jurisdiction(s). This will give the operator and its players some 
degree of  prudential protection of  their funds.

14.2.3 vouCher SySTemS

In response to frequent blocking of  payment cards, low penetration of  
plastic cards in some countries, and the desire of  people without bank 
accounts or cards to participate in online entertainment, a vibrant new 
industry of  voucher systems has sprung up and is enjoying great success 
in some regions. The initial thinking probably came from the prepaid 
telephone card market, but the concept is simple: the customer goes to 
a distribution point, such as a tobacconist, newsagent or grocery store, 
and exchanges cash for a uniquely numbered voucher. He can then go 
onto a gaming site which is integrated with the voucher system, type in 
his reference number, and receive credit on the site for the funds which he 
paid in. The costs of  the voucher system are typically paid by the merchant 
as part of  the cost of  acquiring the deposit.

Different voucher systems exist for different purposes in different regions 
of  the world. The three most prevalent in gaming are Paypoint, uKash 
and PaySafeCard, and they are particularly successful in jurisdictions like 
Spain where credit card penetration and acceptance levels are relatively 
low. Members of  the public can actually buy cards in Spain at a public 
telephone booth or at certain bank ATMs!

The decision as to whether to integrate with a voucher provider depends 
very much on the target market and demographics. A detailed list of  
what’s available, where, is in the “international review” table at the end 
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of  this chapter. It is also worth noting that operators do not necessarily 
need to integrate separately with each voucher provider; integration with 
an aggregating PSP like PPro can include access to key voucher systems 
including some which operate in only one or two countries.

14.2.4 FaST Bank TranSFer SySTemS

Operators almost always require two features of  deposits, above all else. 
They require immediacy, and they require security. In response to these two 
demands, a whole industry of  so-called “Fast LBT” networks has grown 
rapidly over the last decade. Some are operated by a consortium of  banks; 
others are operated by private companies which contract with banks or 
even clearing systems. One thing that they share is that virtually all work 
within only one country, although several system innovators have set up 
parallel structures in more than one nation.

The limitation of  traditional bank transfers is that they typically take time - 
from one to three days - for funds to hit the account of  the merchant. This 
is fine when ordering toys online for children, but it doesn’t work for the 
depositor last thing on Friday night who wants to place a bet on Saturday’s 
game. The Fast LBT systems overcome this obstacle via integration with 
internet banking software. 

Here is what happens:

The customer goes first to the merchant’s, or operator’s, site. Say he is 
in Germany, and the merchant is integrated with the “Sofort” Fast LBT 
system. The customer says he wants to deposit or pay EUR 100, and selects 
Sofort as the payment method. A pop-up page then displays the range of  
banks (customer’s banks) available for this product. The customer selects, 
for example, Deutsche Bank where he holds his account. The pop-up page 
now displays the internet login page for Deutsche Bank’s customers, and 
the depositor logs in exactly as he would if  he were going direct to his 
bank. Now the magic: Sofort pre-populates the “make a payment” feature 
of  Deutsche Bank’s web banking site with the amount and the merchant 
details, and the customer simply puts in any necessary codes, passwords or 
response codes to complete the payment.

The funds will still take the normal time, 1-3 days, to credit the merchant 
account. HOWEVER, Sofort has tracked the transaction and can tell the 
merchant the outcome of  the transaction - customer had funds and it 
was successful, or transaction was unsuccessful. The merchant has certain 
knowledge that the funds have been sent, and can credit the customer’s 
gaming account immediately.
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The larger countries have as many as three or four competing Fast LBT 
systems. Some have overlapping coverage, while in others (Germany for 
example) two or more integrations are needed to cover all banks. The good 
news is, however, that if  target markets are in several countries, tens of  
integrations are not required; a single process to accept a number of  Fast 
LBT systems is available by contracting with an aggregating PSP. The three 
providers worth considering first are Skrill (Moneybookers), PPro and 
Envoy, though there are others.

Deciding which Fast LBT systems to acquire is very much a function of  
choice of  target markets. It would be foolish to market to the Netherlands 
without Ideal, or to Germany without Sofort and Giropay. But if  the target 
market is the UK, there really is no comparable product in widespread use, 
and one isn’t needed anyway. A long list of  product names, by country, is 
included in the “International Review” section at the end of  this Chapter.

14.2.5 TraDiTional Bank TranSFer SySTemS

If  the business operates in one or two countries and has its own bank 
accounts there, it may be appropriate to consider setting up facilities for 
customers to deposit directly into bank accounts via branches in their local 
area, or the internet. This requires careful negotiation with the commercial 
banks; costs are relatively high for branch deposits and a sudden rash of  
retail customers walking into branches all over the country can cause raised 
eyebrows and damaged relationships with bank managers - never a good 
thing.

If  the operation is relatively small but requires local deposit facilities in 
a number of  countries, it is worth considering contracting with one of  
the PSPs which offer this as a service. Thoroughly vet the product which 
is offered, and above all ensure that a dedicated bank account is assigned for the 
exclusive use of  each client in each country. Some aggregators use the same bank 
account for all merchants; this is a nightmare as full customer details or 
references are not always conveyed, and knowledge of  unattributable 
transactions stays with the PSP. If  however there is a dedicated account, the 
company receives full knowledge (and payment for!) all transactions which 
hit the account, and when there is insufficient information to attribute, has 
the data so that when the customer calls in they can be given an immediate 
and positive response if  funds have been received.

Globally speaking, there are really four ways in which funds can “hit” a 
target account, and each one bears careful consideration.
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Branch deposit. The customer literally walks into a branch and makes 
a deposit. This, as mentioned, can be costly for banks to support, and if  
this is to be permitted it is necessary to ensure that the bank is aware and 
can provide a proper price for acceptance. Two other serious limitations 
of  branch deposits are that a customer may deposit a cheque (which 
subsequently bounces), and that overenthusiastic customers may deposit 
large amounts of  cash which cause serious compliance problems with the 
bank due to suspicion of  money laundering. Check carefully WHAT is 
being deposited (cash or cheque) and that limits are imposed on amounts 
deposited. It’s also a very good idea to have customers advise separately 
of  deposits to maximise the chance of  reconciling them and posting them 
correctly to customer accounts.

Internet banking. In most countries today, and seamlessly across the 
Eurozone, bank customers can make payments to merchants using internet 
banking. Money typically travels via a slow internal transfer system (unless 
it’s the same bank, in which case it is sometimes an instant or nearly so), 
but is secure once it arrives. See the previous section, Fast Bank Transfer 
Systems, for a way to speed this up. From country to country the amount 
of  information received with an internet transfer varies tremendously; in 
some countries the payee will receive a reference number pre-advised (on 
the assumption the customer sends it with the transaction); however, in 
other countries the data may consist of  only a name or nothing at all. The 
name option may sound fine, but there are countries where a significant 
fraction of  the population has the same first name (like Jose in Spanish-
speaking countries) and a significant fraction of  them has the same family 
or last name. Good luck finding John Smith among 50,000 customers in 
the UK, Jose Lopez in Spain or Patrick Murphy among Irish punters!

Giro transfer. Some countries, notably Belgium, Japan, the Netherlands 
and Taiwan, have sophisticated payment transfer systems which are run 
from bank counters, ATMs, Post Offices, other service points or even 
grocery stores. The customer makes a cash payment, or accesses his own 
bank account, from a machine in a public location or through a teller. The 
payment can be directed to any merchant with a bank account in the same 
country. Typically good information is provided with the deposit in these 
systems, but transmission times can be slow, from one to three business 
days.

Bank Wire Transfers. Large depositors may prefer the security and 
certainty of  a Bank Wire Transfer. This is important enough to merit its 
own section, which follows.

We recommend the following best practices for operators accepting direct 
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bank deposits, either alone or via an aggregator:

• Set limits on the amounts which can be deposited;
• Ensure information can be secured as to whether a deposit was 

made by cheque;
• Provide advance transaction reference numbers to depositors and 

try to ensure they are given to the transferring bank for transmission 
with the payment;

• From the company’s own bank, ensure the fastest possible access to 
transaction information so that depositors can be credited correctly 
and accurately. Internet banking may convey limited information on 
transfers; cash management systems may provide more, and SWIFT 
access (MT-940 or MT-942) is worth considering;

• Ensure that customer service representatives have full information 
on unattributable deposits;

• Keep the bank accounts used for direct deposits exclusively for 
this purpose. Do not blend operational transactions and do not use 
these accounts for other purposes; and

• If  accounts are taken from an aggregating PSP, absolutely insist 
that the site is the unique user of  the account, and where possible 
that the company’s own trading name or website address appears 
as a “re” on the account name (this is not possible in all countries 
or banks).

14.2.6 Wire TranSFerS

Wire transfers are costly and as compared to some very recent products 
marketed in the UK, not particularly quick. They are, however, highly 
secure, very traceable and very suitable for large deposits. They have 
the advantage that they can easily be made across national borders, and 
in multiple currencies. They are often referred to as “SWIFT” transfers 
because of  the universal mechanism employed by the world’s banks to 
move money between themselves and their customers.

If  Wire transfers are to be accepted, either the company’s own bank accounts 
or an aggregating PSP’s dedicated accounts must be provided. There are 
considerable attractions; only one account is added for each currency to 
be received, and the bank virtually always receives full information on the 
remitter. Wire transfers are typically credited throughout the day as they 
are received; there is no need to wait for an overnight clearing cycle to 
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see funds. Within the same country, a wire transfer may show up in the 
destination account in as little as 30 minutes, and the UK has recently 
introduced “Faster Payments” with a typical delivery of  funds in under a 
minute (the Service Legal Agreement however is typically 2-4 hours).

The downside is that a wire transfer across borders can take up to three 
days to arrive, and there will likely not only be a stiff  fee for the sender 
but also a receiving charge from the destination bank. UK banks typically 
charge up to £26 to send a wire, and up to £20 to receive one. Nevertheless 
if  the depositor is in Portugal, the site is based in the IOM and the currency 
is USD, this is pretty much the only way to move the money. If  receiving 
substantial wire traffic, a substantial reduction of  incoming charges can 
generally be negotiated.

If  the company’s own account is to be used to receive wires, be scrupulously 
careful regarding to whom banking information is given, paying particular 
attention to location. DO NOT publish bank account details to the public 
in an unrestricted area of  the website! If, for example, the company is 
lucky enough to have a bank account at Barclays and a single gaming 
Wire Transfer arrives from the United States or Israel, the entire banking 
relationship could be lost.

Aside from direct costs, the main catches with wire transfers relate to 
what happens when something doesn’t quite go according to plan. It takes 
minutes to send a wire and delivery can occur in a few hours; however, if  
a wire goes astray it can take days to trace it. If  a currency is wired which 
is not the currency of  the destination account an automatic transfer can be 
made at a very unfavourable rate. And, if  the sending bank does not have 
a direct “nostro-vostro” arrangement with the receiving bank, one or even 
two intermediary banks can be involved; each has the chance to extract 
charges and each has an opportunity to mess things up.

A couple of  recent, real life examples will demonstrate this effectively. In 
case 1, a depositor in Canada sent a wire transfer in US Dollars to a gaming 
operator in Ireland. Nothing wrong with that, the Canadian committed no 
offence and US Dollars can be used for gaming transactions, as long as 
they don’t occur on US soil and the bettor is not a US resident. However, 
the two banks were not linked. The wire travelled from the Canadian bank 
to Citibank, from Citibank to Bank of  America, and BoA then advised 
the Irish bank that funds were inbound. The gambler was credited, went 
online, and gambled away the funds. However, the actual deposit was 
never received in the Irish bank. Someone, somewhere, was on the hook 
for a large amount of  money. After extensive investigation it turned out 
that Bank of  America, which had become aware that this was a gambling 
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transaction, mistakenly concluded that it was illegal (not all bank officials 
are gambling law experts after all) and alerted their OFAC group (the 
team charged with combating money laundering and terrorist financing). 
Although Canada is not an OFAC sanctioned country, this team seized 
the money and refused to pay it to the Irish bank. After some weeks of  
wrangling the situation was resolved and the funds were released, but there 
was considerable tension in the interim!

In case 2, a depositor in Australia sent a wire transfer in Australian Dollars 
to an Australian Dollar account in a European bank. Simple enough, we 
might think; Australian Dollars should arrive for roughly the same amount 
as sent. However, on a transaction worth approximately $20,000, nearly 
$1000 disappeared before the recipient was credited. What happened? The 
sending bank in Australia did not have a relationship with the target bank, 
so it used an intermediary in Australia who did; that bank, seeing that the 
money was going to Europe, converted the AUD to Euros (taking a hefty 
foreign exchange spread) and conveyed Euros to the European bank. It, 
in turn, seeing that the destination account was in AUD, converted the 
Euros back to AUD and took another hefty foreign exchange profit. In all 
nearly 5% of  the money was taken by the banks in the chain, and a request 
for reimbursement fell on deaf  ears. The loss was eventually taken by the 
operator.

There are three global PSPs who have specialist departments dealing in 
wire transfer systems and can offer facilities for their universal receipt. 
They are, in alphabetical order:

• Counting House Services (Canada); 
• Envoy (now part of  WorldPay, UK); and
• Global Collect (Netherlands).

14.2.7 Cheque anD DraFT paymenTS

Given the amount of  time involved in sending and negotiating a paper 
cheque or draft, it is obvious that this old payment method is not ideal for 
the gaming world. It does, however, have some specialised uses and should 
not be discounted.

Credit bookmakers in the UK and some parts of  Asia, for example, allow 
their bettors to settle their accounts by cheque. This goes very much in 
hand with the trust-based and gentlemanly nature of  this business. 

At the other end of  the scale, some of  the largest poker operators have 
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developed sophisticated systems for acceptance of  bank drafts, postal 
money orders and the like from their depositors in remote locations. 
If  considering allowing deposit by this method, the following are the 
recommended best practices:

• Set up the website to produce a populated “Deposit slip” to be 
sent with the bank draft or money order, with customer reference 
or account numbers, so that the accounts team always knows who’s 
sending the money in;

• Insist on Bank Draft, Money Order or Postal Money Order. Don’t 
take personal cheques unless the customer is really, really well 
known - the potential for fraud is just too great;

• Ensure a knowledgeable bank or PSP is available to deposit incoming 
instruments. This is normally inexpensive but indispensable;

• Consider “lock box” arrangements where the bank or PSP receives 
instruments, deposits them immediately and advises the accounts 
team (preferably with a scanned copy of  the instrument) so that 
they can credit customers; and

• Where receiving large values from unknown or insufficiently 
known customers, consider having the payments team contact the 
issuing bank for verification and record the conversation either 
on tape, or on paper with at least the number called (don’t take 
it from the instrument!), name of  the person responding and the 
exact response given. It is not unknown for thieves to steal blank 
drafts and fill them out themselves (they will bounce just like a bad 
cheque); drafts and money orders can also be reported stolen and 
“stopped” just like a personal cheque. They can also be entirely 
counterfeit.

Paper payments are of  declining importance in the commercial world 
generally, and are of  limited application in e-Gaming. They are not however 
obsolete yet. For sites marketing to only one or two countries where the 
company has bank accounts, the bank(s) will provide a suitable deposit 
method; if  the reach is wider, it will be necessary to work with a PSP and 
for this product in particular, Counting House Services (Canada) is really 
the only universal provider today.
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14.2.8 TranSFer aFFiliaTe SySTemS

Also known as “informal collection systems,” the transfer affiliate business 
has grown in response to the difficulty of  collecting deposits in some 
jurisdictions where gaming activity is in the “gray area” at best. It covers 
quite a range of  business practices; for example, at certain casinos in Macau 
a player can go to a dedicated desk or cashier to make a cash deposit to an 
internet site, then go home and play the funds on that site. This is perfectly 
legal and an excellent source of  deposits for the operator.

At the other end of  the spectrum, in some countries where e-Gaming 
is proscribed, private individuals or groups (which may include organised 
crime gangs) set up collection systems to take cash and remit it via circuitous 
routes to the operator. Informal collection systems are widespread in 
China, where there is a strong suspicion of  affiliation with the Triads; in 
Brazil funds are collected and remitted by the same people who operate 
illegal bingos, casinos and slot machines in pubs; in some Asian countries 
internet cafes operate as collection points or sell vouchers.

Somewhere in the middle are professional transfer affiliates. Whereas 
“normal” affiliates earn money by setting up their websites and referring 
customers to gaming sites, often earning on a “pay-per-click” basis, 
transfer affiliates take this one step further by actually taking payment 
from the customers and remitting an agreed percentage of  the payment 
to the site operator. This is a common practice, for example, in the “adult 
entertainment” industry and some other verticals.

The commonest question on the subject of  transfer affiliate systems is 
with regard to cost. We have heard of  providers who charge as little as 1%; 
we have also heard of  operators paying as much as 30% to shady operators 
who collect money in jurisdictions where gaming is clearly illegal. One very 
large operator who has a substantial business in China has transfer affiliates 
who collect bets and pay winnings; their commission can be as much as 
90% of  the net revenue (and it’s still worth doing!). Obviously it’s not for 
the faint of  heart, and if  the company wants to venture into these murky 
waters it will be important to be fully informed about whom the company 
is dealing with and the cultural practices of  customers in the target markets.

14.2.9 moBile paymenTS

Confusion often exists when “mobile payments” are discussed. Mobile 
gaming is an exciting and burgeoning area of  remote gaming, and it is 
important to consider two completely different payment types.
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The first is enabling an external payment device, for example a credit card, 
through the mobile device as a delivery channel. This goes hand in hand 
with the challenge of  delivering the functionality of  an e-Gaming site to 
a mobile device, as simply accessing the standard website via the browser 
tends to be clunky and inconvenient. In the Apple environment an “app” 
is normally the answer; for other devices, particularly Blackberries, custom 
pages are generally required.

Fortunately the majority of  handheld devices are tending towards use of  
only two page formats, meaning that only two pieces of  development work 
are likely to be required to achieve this in the future. However, there are also 
third party suppliers emerging with services that transport functionality to 
multiple devices and some integrate payment functionality into the service. 
An example is App55, found at www.app55.com.

A totally different payment concept is using the mobile device itself  as 
the payment method. In the prepaid device world this means debiting the 
balance on the phone for the deposit to the gaming site; in the “account” 
world this means charging the payment to the site to the mobile phone 
account, for later settlement by the subscriber to the telephone service 
provider.

This method of  payment has greater acceptability in some jurisdictions 
than others; for example, it has been successfully implemented in the 
Czech Republic. There is considerable resistance by telecoms to accepting 
gambling payments for fear of  payment resistance by subscribers. An 
even greater barrier however is cost; quotations of  fees to merchants in 
the range of  30-50% are common. The product tends to work better for 
low cost sales (from £1 to £10) than for high value deposits; and in these 
situations some operators are able to operate schemes where the high fees 
are shared with the player. For example, a £1 lottery ticket sold on mobile 
for £1.20, with the merchant losing 10p and the subscriber paying an extra 
20p works; charging a poker player £1200 on a £6000 deposit clearly would 
not be digestible by either party!

Further complications arise if  the operator wants thorough coverage in a 
market where there are multiple mobile phone providers. It may be necessary 
to secure contracts with large numbers of  network operators in order to 
achieve this. It will be immediately apparent that there is an opportunity 
here for an intermediary service to provide multiple integrations worldwide 
as a service, and this is already happening. The market leader for inbound 
retail payments appears to be BOKU -  www.boku.com. Mobile top-up 
specialist ezetop - www.ezetop.com - is developing a similar application for 
credits to worldwide mobile phones.
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A final set of  complications in the mobile world concerns the payment 
of  winnings back to successful depositors. As noted elsewhere, there 
is presently a written but unenforced requirement for IOM-licensed 
operators that winnings be paid back by the same method as stakes are 
deposited. The mobile phone companies are unwilling to accept large third 
party deposits onto customer phone accounts, and the players themselves 
may not want their winnings as phone credits. As a result it is clear that 
some other method of  paying winnings is needed when deposits are 
accepted by mobile phone credit. Additionally, while it is relatively simple 
to pay a top-up onto a prepaid mobile device, sending funds to a third party 
account held with a phone company may be significantly more difficult. An 
example is very close to home: many mobile phones on the IOM are paid 
for on domestic or business telephone accounts.

While this second type of  mobile payment is presently regarded as an 
add-on to existing payment methods, leading edge developers today are 
contemplating a world in which some gaming applications accept payment 
exclusively via the mobile route. One island operator has launched what 
is perhaps the first exclusively mobile gaming site for the under-banked 
regions of  Africa.

14.2.10 CaSh

In the early days of  bookmaking, cash was often the only acceptable method 
of  payment. Credit soon became the remote equivalent, and enforcement 
of  credit obligations quickly attracted the attention of  organised crime 
resulting in a vast empire of  illegal enterprise particularly in North America.

Today, aside from betting shops, casinos and on-course bookies, cash 
is largely transacted only in affiliate transfer systems. However, with 
certain populations and particularly unbanked groups (for example, large 
numbers of  Asians in the United Kingdom), it is still a desired deposit 
method and some of  the mechanisms described above (vouchers, mobile 
billing, etc.) partially accommodate the need. It is really beyond the scope 
of  this chapter to explore all the methods by which cash deposits might 
be accepted into a specialised gaming business; suffice it to say that the 
Regulator is open-minded and happy to consider any unique system that 
successfully addresses risks of  money laundering and related compliance 
issues.

14.2.11 CreDiT
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Betting on credit, with periodic settlement, is a well-established and major 
part of  Asian betting. It is also part of  the fabric of  bookmaking in the 
United Kingdom.

On the IOM, the position varies depending on the forum. For online 
betting, credit is allowed only with the written consent of  the Commission. 
In the live casino, however, betting on credit is not allowed, and this 
extends to prohibition of  the use of  credit cards. For bookmakers and 
betting offices physically present, there is no formal policy either on the 
use of  credit cards or credit betting generally.

14.2.12 FaCToreD Banking neTWorkS

Spanning several of  the above methods of  collecting cash, factored 
banking networks are a fascinating but dangerous feature especially of  
Asian markets, but exist anywhere betting and gaming is a gray area or 
frankly illegal. On an astonishing scale, payment providers for markets like 
China, Thailand and Vietnam gather up innocent and often uneducated 
individuals who possess bank accounts and are willing to allow others to 
use them for a fee. Often they turn over to the organisers their internet 
banking details and have little or no knowledge of  what is flowing through 
their accounts.

The organiser, or operator, is usually very fleet of  foot in these relationships, 
transferring money out of  private bank accounts within minutes after it is 
credited. This helps to avoid the very real risk that the owner of  the account, 
spotting a large balance, may draw it out and disappear with it. Equally, if  
the operator uses a third party organiser of  pools of  accounts, there is a 
risk of  the organiser amassing a large balance and absconding with the 
funds. The operator will remain liable to the players who have deposited 
or won the money that disappears, and there is little legal recourse possible 
because in most jurisdictions, legal actions cannot be taken to enforce 
debts incurred in illegal activity.

It is common for large scale users of  private accounts to have stables of  in 
excess of  500 different personal bank accounts at their disposal at any one 
time, and to cycle through the accounts very quickly, providing different 
destination details to depositors within an hour or two at most. This limits 
the amount at risk in individual accounts, and severely curtails the efforts 
of  authorities to track this type of  behaviour as funds and users arrive and 
are gone again very quickly.

Personal bank accounts, subrogated in this manner, are also used for 
payments of  winnings or withdrawals to players. Again, a complex and 
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fast-moving system of  cycling accounts is employed to prevent losses to 
account owners or legal intercession.

14.3 MONEY OUT 
Some policy on cashouts, or payment of  winnings, is a critical element 
of  the mission statement. Simply put, there is no greater opportunity to 
enhance credibility and reputation than efficient, prompt relevant payment 
to winners. Fortunately, there is a good range of  products for doing this, all 
work well and many can be found in a single integration.

14.3.1 paymenT CarDS

Both Visa and MasterCard offer systems which permit original credits of  
funds (NOT refunds) to cardholders. It would be a brave operator indeed 
who offered this facility unless deposits were made to the site using the 
same facility, as the risks of  fraud are unconscionably high; however, this is 
a worthwhile system and it works particularly well in Europe.

Note that from the Card Schemes’ point of  view, there is no requirement to 
pay OCTs to a cardholder who originally deposited by the same method, 
let alone the same card. Indeed, the products were designed for stand-
alone use of  card data for remittances. There is thus no policing of  the 
linkage, unless it is implemented in-house. 

It is worth recording here also that not all PSPs who offer payment card 
acquiring, also offer an OCT facility. If  this payment method is important, 
check this feature very early in the selection process for the PSP or acquiring 
bank.

The world of  the Card Schemes is divided into territories, and not all 
territories require their issuers to support the credit systems. Notably, the 
North American region is not required to support original credits by Visa. 
There are differing success rates by region and country. Fortunately, there 
are also some great tools available to assist in effective use of  the protocol.

Individual issuing banks may block direct credits. This is the case, for 
example, in about 60% of  all cardholder accounts in Spain. The blocking 
arises from a presumption that original credits are gaming payments; 
however, the system was not originally designed for gaming but for wage 
and expense remittances, and this is an incorrect assumption.

Third party providers have carefully constructed “white lists” of  BINs 
which accept original credit transfers, and integration with these lists, plus 
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compiling information of  one’s own, can significantly enhance product 
use. In the two main areas of  interest, Europe and Asia, success rates 
on “blind” transmissions currently run at about 65% Europe, 30% Asia; 
however when combined with white list qualification one can achieve 90% 
in both continents. The best guide is the first transmission; if  the first one 
is made successfully, others are likely to follow. If  the first transmission to 
a customer is blocked, it’s probably not worth trying again.

The best news is that, in addition to the inherent safeguard against fraud, 
Original Credit Transactions are very cheap indeed. Although some 
unscrupulous PSPs have historically tried to charge on a percentage basis, 
an “item fee” quotation for this service should be available and even for 
low volumes, a price of  more than EUR 2 per payment would be excessive. 
A typical quote for medium volume is EUR 1.50 each. The payment limits 
are very high indeed (typically 50,000 Euros per payment) and file sizes can 
typically run up to 9,000 transactions.

Transaction credit times have proved to be an issue. There is no uniformity 
and betimes little automation in the credit routines at issuing banks; as a 
result, credits can take three days or even more to appear on customer 
card accounts. This can be frustrating and traceability is at a low; blocked 
transactions can take a week or more to be reported to remitters.

If  credit and debit cards are accepted on the site, figure OCT into the 
withdrawal plans. It’s a very worthwhile product indeed and appears to be 
improving in reliability and acceptability.

Finally, OCT payment is an important device for reducing chargeback 
activity. Where a deposit transaction has been accepted before the operator 
becomes convinced it was fraudulent, money can quickly be paid back to 
the same card as an OCT and the record of  this transaction will be a good 
defence to any chargeback claim.

14.3.2 prepaiD CarDS

For a description of  prepaid cards, see above in the MONEY IN section 
under Payment Cards (Credit and Debit Cards).

The sending of  prepaid debit cards to customers has become commonplace 
in the adult entertainment industry, and is gaining acceptance in the gaming 
world. Some advantages are:

• Prepaid card details can be sent by email and the card issued in the 
virtual world, making the cards borderless;
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• Prepaid cards are very secure, unlike the postal systems of  some 
countries, and cards and PINs can be sent separately;

• Prepaid cards can carry a BIN from a gaming-friendly country, 
such as Malta or the IOM, but be used by customers anywhere. 
This avoids the problems of  7995 transaction blocking when the 
customer is in a gaming-unfriendly country such as Norway;

• Prepaid cards are typically re-loadable, meaning that once a 
customer has a card, additional deposits can be made to it;

• Prepaid cards do not require the customer to have a bank account 
or creditworthiness. Indeed it’s possible for a customer to manage 
their whole online payments world on a card.

• Prepaid cards represent a branding opportunity; with sufficient 
volume, the operator may be able to negotiate to have the company’s 
name or website details on the card and remind the customer of  
the site each time they produce the card for a payment; and

• Integration - some e-Wallet providers incorporate a prepaid card 
as part of  their product line, with the result that customers are 
provided greater flexibility and convenience.

Disadvantages include:

• Cost - prepaid cards, particularly if  issued in plastic, are relatively 
expensive and can cost as much as $10 per card to issue and several 
dollars for each re-load;

• Cashing - if  the customer uses the card to draw cash, there is 
typically a relatively high service fee for such use; and

• Currency - typically prepaid cards are available only in a limited 
range of  currencies, often some combination of  USD, EUR, GBP, 
and CAD.

While there are many prepaid cards in the marketplace, a handful of  
providers are truly specialised in delivering them to the gaming and affiliates 
space. These include Neovia/Neteller/Netbanx, Skrill (Moneybookers), 
Intercash, and Entropay. It is very worthwhile to take a look at the very 
different offerings and financial terms of  these providers before selecting 
the one most appropriate to each operation.



PART IV: MONEY MATTERS

174

14.3.3 e-WalleT SySTemS

As mentioned above, if  player deposits are taken from a particular e-Wallet, 
it is more or less axiomatic that cashout payments can be made to that 
same system. This is seamless, relatively inexpensive and instant; it is also 
very much welcomed by players who like the facility to move money in and 
out of  their favourite sites at will. E-Wallets are also a firm favourite with 
affiliates, some of  whom manage their entire financial existence within an 
e-Wallet or two.

14.3.4 Bank TranSFerS

Direct transfers to players’ bank accounts are mostly inexpensive, efficient 
and very secure. Within Europe, ESP (European Standard Payments) take 
from 2-3 days to hit accounts, and have high traceability and low cost. 
The UK has the BACS system, now being phased out in favour of  “Faster 
Payments” with transfers costing pennies or at most a couple of  pounds. 
Most other countries also have a low cost bank transfer system operating 
under various names. Some of  the best transfer systems in the world are 
operated in countries which have poor security reputations or high fraud 
risk, such as Nigeria and South Africa. This may be available from the 
company’s own banks - make sure the bank supports batch upload; if  
sending transfers to many different countries, a single integration with a 
providing PSP will be much more cost-effective and quicker to implement. 
All of  the major PSPs which support local bank transfer processing will 
offer this service and some will allow batch upload of  transfers to multiple 
countries, in multiple currencies, in a single file.

14.3.5 Wire TranSFerS

Much of  what was said above regarding inbound Wire Transfers can 
simply be mirrored and applied to payments out. Relatively expensive but 
very secure, more geared to higher amounts crossing borders, and subject 
to the vagaries of  intermediary banks, wire transfers are favoured by high 
rollers and anyone needing quick access to larger amounts of  money.

Wire Transfers may be managed through the company’s own bank, 
or through a PSP. Either way, there are two factors warranting serious 
attention:

1. Once sent, a wire transfer is just about impossible to recall, even 
in cases of  fraud. Getting wired money back requires the consent 
of  the beneficiary in almost all situations, and of  course fraudsters 
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do not readily give their consent. Similarly, if  a wire is mistakenly 
sent to a wrong account number, it can be extraordinarily difficult 
to persuade the lucky recipient to give the money back. Before 
pulling the trigger on a wire transfer, be absolutely sure the details 
are correct and that the beneficiary really should have this money.

2. It can be very costly to do double conversions. If  accepting and 
remitting multiple currencies, try to balance them off  so that, for 
example, Canadian Dollars received are used to make Canadian 
Dollar payments. If  conversions are performed to credit and debit 
customer accounts on the site, this can be a revenue source if  rates 
are well managed and fairly administered.

14.3.6 Cheque anD DraFT paymenTS

In contrast to the “money in” side of  the equation, paper payments are 
extremely popular with players the world over for cashing out and they are 
heavily used by all the major internet operators. Why the difference?

There is “bragging value” in receiving a big cheque from a gaming site, 
and some players like to show their winnings before cashing them. Paper 
payments give customers the flexibility to decide when, where and how 
to deposit their winnings, and indeed if  they are negotiated with a cheque 
cashing service rather than being deposited to a bank, they can provide a 
degree of  anonymity and the opportunity to evade tax. Or the wrath of  a 
spouse!

Lastly, a degree of  opacity exists as most cheque payments are not issued 
by the operator itself  but by a PSP specialising in paper cheque issue. Paper 
transmission affords the chance to be economical (using mail) or fast (using 
a courier service). The rules of  engagement are:

• The form of  payment sent MUST be relevant and negotiable in the 
country of  destination. It is no good to send a GBP cheque drawn 
on RBS to a player in Australia; he needs an Australian Dollar 
cheque drawn on an Australian bank;

• Be ABSOLUTELY SURE that the drawee account is funded 
correctly for presentation of  issued cheques. Bounced cheques are 
quickly reported on player forums and become a public relations 
nightmare for the operator;

• If  sending “foreign” items to players in a certain country, be sure 
of  the rules for such items in that country. For example, Canadians 
can deposit US Dollar cheques however presented, but in Australia 
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most banks require that the issuing bank’s name and address appear 
on the face of  US items due to differences in the procedures used 
for presentation;

• If  the cashout procedure “forces exchange”, i.e. automatically 
converts cashout cheques to local currency to send to players, 
ensure that the rates used are fair. Typically, smaller cheques 
should be converted at rates within 3% of  the applicable interbank 
exchange rate, and larger ones should fall within 2%. High values 
between major currencies (e.g. GBP-EUR) should be exchanged at 
rates within 1%;

• Keep firmly in mind that there is no “European” clearing of  
cheques. A customer in Belgium will not welcome a German 
cheque; he needs a Belgian one. There are a few examples to the 
contrary and they are not always reciprocal; a Canadian will have 
no problem negotiating an American cheque, but an American will 
experience great difficulty negotiating a Canadian instrument; and

• Offering cashouts by paper instrument is an extraordinary 
opportunity to deliver great customer service to players when 
they choose it. However, issuing relevant instruments all over the 
world requires a bank account in every country; this is simply not 
practicable and virtually all the world’s major operators purchase 
the cheque issuing service from a specialist PSP. The world leader in 
this field is unquestionably Counting House Services in Vancouver, 
Canada; a handful of  other operators provide more limited services 
and there is a plethora of  questionable operations offering to send 
disguised payments into gray or illegal areas such as the USA. In 
this area, “know your supplier” is a critically important practice.

14.3.7 CaSh

In rare and highly restricted instances, a cash payment may be required to 
a customer. Examples are live tournaments, small payments to countries 
with poor banking systems, and very specific player requests. Where large 
amounts are involved, security is a massive concern (it is not unknown 
for criminals to raid tournaments and steal hundreds of  thousands of  
dollars of  prize money), and contracting with an armoured car service, 
independently or through a PSP, is advised. Premium distributions, such 
as very low values sent as a bonus to new subscribers, are occasionally 
effectively performed by mail (we have seen campaigns where new players 
were sent 5 Euros, 5 Pounds or, 50 Rupees) as a reward and this can be very 
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effective and popular.

To engage in this kind of  promotion, engage the help of  a local bank (if  
working in local currency), or a PSP which is well integrated with a source 
of  foreign currency (a currency exchange) and has fulfilment facilities.

14.3.8 moBile paymenTS

Please refer to the comments above on Mobile Payments in the “Money 
In” section.

14.4 INTERNATIONAL REVIEW
Throughout the foregoing, we have constantly referred to the differing 
relevance of  payment methods to different countries. In the following 
table, we document the main payment methods (in and out) relevant to 
the world’s major gaming markets. To acquire players in these countries 
does not mean that separate contracts are required for each and every one. 
Integrated payment services exist which will provide several at one sweep.

For example, to operate into Australia, there are (counting Visa and MC as 
one product) five principal payment types needed, and in this jurisdiction 
it would be sensible to cover both main e-Wallets. A plan to cover all these 
would be to integrate with Skrill, taking Fast LBT product POLi through 
their gateway, Neteller, and Counting House, this last company taking care 
of  payment cards, normal local bank transfers and paper payments in and 
out. 
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Country Payment 
Cards e-Wallets Vouchers Fast LBTs Normal LBTs Paper Transfer 

Affils
Argentina Local Optimal3 Common

Australia Visa, MC Skrill 
Optimal

POLi 
instadebit

CHS1 
 Envoy2 CHS

Austria Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

EPS
Lastschrift  
CHS  
Envoy

CHS

Belgium Visa, MC Skrill 
Optimal

Homepay 
Mistercash

CHS 
Envoy CHS

Brazil Local Optimal CHS5 Common

Bulgaria Visa, MC Optimal Cashticket 
Paysafecard ePay.bg Envoy

Canada Visa, MC CHS

Chile Visa, MC Optimal 
Astropay

Santander 
tPF4 CHS

China 10 local 
networks Skrill eNets Essential

Denmark Visa, MC Skrill 
Optimal uKash InstantBank6 CHS  

Envoy CHS

Estonia Visa, MC Skrill 
Optimal uKash Envoy

Finland Visa, MC Skrill  
Optimal InstantBank6

France Visa, MC Skrill 
Optimal

Cashticket, 
Paysafecard 
uKash

CHS 
Envoy CHS

Germany Visa, MC Skrill  
Optimal

Cashticket 
Paysafecard 
uKash

Directebanking 
giropay 
Sofort

Lastschrift 
CHS 
Envoy

CHS

Greece Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard

CHS  
Envoy CHS

Hong Kong Visa, MC Skrill CHS5 Common
India Local Optimal CHS5

Ireland Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

CHS  
Envoy CHS

Italy Visa, MC Skrill 
Optimal

CHS 
Envoy CHS

Japan Visa, MC Skrill 
Optimal

CHS 
Envoy CHS

Malta CartaSi  
Visa MC

Skrill 
Optimal CHS CHS5

Mexico Visa, MC Skrill 
Optimal

Paysafecard 
todito  
uKash

CHS 
Envoy CHS

Netherlands Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

iDeal CHS 
Envoy CHS

New Zealand Visa, MC Optimal POLi CHS 
Envoy CHS

Norway 100% 
blocked Optimal Envoy CHS5

Peru Visa, MC Optimal tPF tPF

Poland Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

Przelewy24 CHS 
Envoy

Portugal Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

CHS 
Envoy  
Multibanco

CHS

Russia Visa, MC Optimal 
Qiwi Visa CHS CHS

Spain Visa, MC  
60% blocked

Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

Teleingreso 
InstantBank6

CHS 
Envoy CHS

Sweden Visa, MC Skrill 
Optimal uKash Nordea Envoy

Switzerland Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard

Directebanking 
PostFinance

Lastschrift 
CHS 
Envoy

CHS5

UK Visa, MC Skrill 
Optimal

Cashticket 
Paysafecard 
uKash

CHS 
Envoy CHS
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1Counting House Services, Vancouver, Canada
2Now part of  WorldPay
3Formerly known as “Neteller” then “Neovia”
4The Payments Factory, Florida, USA
5Outbound Payments only
6info@instantbank.com
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15 FRAUD, RISK AND ANTI-MONEY 
LAUNDERING

15.1 SOME TERMINOLOGY
Throughout this chapter, certain terms are used interchangeably depending 
on context. The most important of  these are:

“Player,” also referred to as customer, depositor, cardholder and registrant

“Merchant,” the operator, casino, licensee, or just plain “you” - the reader

“Card Schemes” means Visa and MasterCard (Amex, Diners and JCB 
don’t allow gambling)

“Verified by Visa” and “MasterCard Securecode” are collectively known as 
“3D Secure” or just “3DS”

15.2 THE ENVIRONMENT
Fraud risk monitoring is a collaborative venture between the operator, 
its Payment Service Provider, if  any, and its product providers (acquiring 
banks, e-Wallet systems, etc.). No one party can or should manage the whole 
process, and at the end of  the day it is essentially intuitive and interactive 
- there are NO electronic systems which will ever completely replace 
common sense and human analysis. The tools that are available enhance 
vigilance and tell us where to look, but they will never completely replace 
experience and knowledge.

Ultimately, however, the responsibility lies with the operator. It is after all 
the operator’s money that is on the line and it is the operator who stands 
to make a substantial profit if  it’s done right and the site is a success. The 
converse, of  course, is also true; done wrong, it is the operator who will 
make a substantial loss.

Before we look into tools and best practices, let us spend some time 
expanding our knowledge of  the risks. To the uninitiated, it looks like the 
biggest risk is simply “losing money,” the financial risk. There are other, 
equally severe, areas of  potential damage and we must be mindful of  them 
as well.
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15.2.1 FinanCial riSkS

The most obvious potential loss is simply money. This really breaks down 
into two main classes to be discussed below, each comprising the same 
three areas of  risk which are markedly different, and require different 
approaches.

Class I: deliberate financial fraud

There is an old cinematic maxim: “Just because you’re paranoid doesn’t 
mean they aren’t after you.” They are after you, and across the planet, 
sophisticated groups of  fraudsters and mean-minded individuals trawl 
the internet 24 hours a day looking for new ways to steal money. New 
casinos and sports-betting sites, new poker operators and new retailers are 
all regarded as good targets by clever, crooked individuals and groups who 
will stop at nothing to extract cash if  they can get away with it. By and 
large, the best plan is to stop these people in their tracks and persuade them 
to go elsewhere. Think of  it like putting a deadbolt on a house’s door. Make 
it too difficult to get in, and the burglars will go rob someone else. It’s the 
same on the web.

Class II: friendly fraud

It’s a fact of  gaming life that many people get carried away, play when they 
shouldn’t, or play without permission from a parent, spouse, partner or 
employer. Often when the evidence comes home, or when they wake up 
relatively sober the next morning, denial is easier than acceptance. So, the 
player who came home drunk and played a few games then wakes up and 
wants his money back or the teenager who deposited with the parental card 
denies ever having played. When the credit card bill arrives, the spouse or teen 
denies playing and a chargeback ensues. These scenes are commonplace in 
the gaming world, and they require some policy decisions which go beyond 
the financial. A good customer who lost an extraordinary amount to the 
house may merit a “customer service refund,” while an under-age player 
using parental cards will draw attention to flawed compliance practices far 
beyond the financial arena. In any and all of  these situations the player 
may simply deny, deny, deny and charge back, often asking the credit card 
companies for new cards. And the chargebacks will come to the operator. 
On occasion a defence can be mounted with sufficient evidence of  player 
registration, location, documentation and participation, but most often the 
operator will lose and frequently it simply won’t be worth the effort.

These and dozens of  other similar scenes are a fact of  life in gaming, 
and the term “friendly fraud” simply describes a situation where the player 
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intends to deposit legitimately at the time of  play, but subsequently has a 
change of  heart and decides that the operator should bear their loss. 

Both types of  fraud, deliberate and friendly, have three sub-classes in 
common.

15.2.1.1 House Game (Casino, Sports Betting) Deposit Risk
In the simplest format, players deposit onto a site and play with their 
money. In a typical casino situation, over time, they lose the money and 
the house comes out the winner. True, the house may have a payout ratio 
approaching 98% in some cases, but the money is recycled and average to 
poor casino players, particularly on skill-less games like slots and baccarat, 
will gradually lose their entire balance. Typically players of  these games 
don’t much mind losing; they are actually paying to be entertained and 
most understand that.

In this straightforward scenario there are really two fraud risks. The first 
is that deposits are made using a payment method (and here we will focus 
mainly on payment cards) which does not belong to the person playing. 
In other words, the card has been stolen, or the number has. This is 
out-and-out fraud and, when the true cardholder becomes aware of  the 
transaction(s), “chargebacks” will be processed and the merchant loses the 
money.

In a sense this is the least damaging form of  fraud, because the house loses 
only the money it thought it had won from the player. It is not actually 
out of  pocket. There are some other potential consequences to this scene 
which are more worrisome, but we’ll address those later. However it is 
annoying for the operator to find out it can’t keep the money which it 
thought the player had played away, and equally to find out that a “good 
customer” is really a criminal. There is worse in store however.

15.2.1.2 Winnings Fraud
The more sophisticated fraud rings typically choose games where they have 
a chance of  winning against the house (pro sports betting, blackjack) and 
will play until they have built up a balance of  winnings. They then seek 
payment of  those winnings to themselves, before chargebacks appear from 
their original deposits. This is a more serious loss to the house, because now 
not only are the initial deposits lost, but the money paid out as winnings 
rubs salt into the wound. This reality raises the issue that risk monitoring 
must take place at two stages: first when initial registration and deposits 
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are made, and again before winnings are paid out, in an attempt to guard 
against this double loss. 

15.2.1.3 peer-To-peer gameS

The most deadly form of  deposit fraud occurs in relation to peer-to-
peer games such as internet poker, where the house merely hosts a game 
between electronically connected rivals and takes only a small percentage 
fee for its services. In the simple format a player may make a fraudulent 
deposit, but loses his money to other, legitimate rivals at the tables. The 
house has no come-back to the players seeking to be paid those winnings, 
because the legitimate rivals expect to be paid. This becomes like type (2), 
winnings fraud, but with no recourse to the fraudster as the winnings are 
going elsewhere. 

Peer-to-peer games are also prone to collusive fraud where two players 
join the same table with the intent to work together. One deposits with a 
fraudulent card, the other is apparently genuine but is inevitably the winner, 
the fraudster deliberately losing to their partner. Collusion at peer-to-peer 
tables is a problem in its own right, but where it is coupled with deposit 
fraud it is particularly nasty. Game security experts looking at collusion in 
general must be primed and ready to examine cases of  suspected collusion 
for evidence of  associated payments fraud at all times - communication 
between departments must be the rule.

Peer-to-peer games are also more susceptible to money laundering and 
must be effectively monitored for evidence of  use of  the operator’s 
financial systems for this purpose. If  a player deposits “dirty” money to a 
site, then loses it to a collaborator who is paid out by the site, the money 
is effectively laundered for a fee equivalent to the rake, which may be a 
very low percentage compared to the cost of  laundering money in other 
markets.

15.3 IS IT POSSIBLE TO ELIMINATE ALL 
FINANCIAL FRAUD?
At risk of  appearing glib, yes, it is, by not taking deposits. But that of  course 
defeats the object of  the business entirely. A more practical suggestion is 
to decide what level of  fraud is tolerable, be ready for occasional “nasty 
surprises” when the fraudsters detect a security hole, and accept some level 
of  fraud as a cost of  doing business. Tighten the controls too much, and 
the site may deter or refuse many legitimate players whose deposits look 
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questionable but are actually fine, with a resultant cost to the business. 
The key principle is balance. The fraud controls have to adhere to what 
is sometimes referred to as the “Goldilocks rule” - not too tight, not too 
loose, but just right.

15.4 WHAT OTHER RISKS ARE THERE?
Monetary loss is not the only hot water waiting for the operator who is 
victimised by fraud. In no particular order, the following unpleasant 
consequences may also result from holes in the security regime.

15.4.1 repuTaTional riSk

Fraudsters seeking to get paid quickly, before chargebacks appear, frequently 
post on blogs and affiliate sites, or threaten to do so, regarding the operator’s 
payment policy. They are masquerading as legitimate customers that are 
impatient and put pressure on their victims to change policies or make 
exceptions. The best antidote to this form of  coercion is detection of  non-
legitimate players at the registration stage, disallowing play before payment 
of  winnings can become an issue. Just as, however, the United Kingdom 
does not negotiate with terrorists, the operator must not negotiate with 
fraudsters. Giving in to reputational blackmail is poor practice; the more 
insistent a player is about this, the more likely it is that he/she is a fraudster 
attempting to push the business into an ill-fated payout. Resist, and if  
misleading information is posted regarding the site’s business practices, 
contact the rating site and make the contrary case. All of  the reputable 
blog and affiliate sites will evaluate posted information and remove it if  it 
is offensive, misleading, libellous or criminal in nature. Be strong!

15.4.2 CarD SCheme riSk

Both Visa and MasterCard have complex rules around how many 
chargebacks are permitted in a month, and what percentage of  total 
turnover they can represent. This is particularly insidious when a business 
is in start-up or growth mode, as this month’s chargebacks are measured 
against last month’s turnover (and chargebacks will typically relate to a past 
period anyway). The consequences of  surpassing the limits can be severe:

• The acquirer may withdraw card acceptance privileges, leaving the 
site without a payment card deposit method;

• The company may be progressively fined by MasterCard; the first 
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fine is $25,000 USD, the second $50,000, and so on up to $100,000. 
If  chargebacks are not under control by the fourth month it is 
virtually inevitable that acquiring privileges will be lost in addition 
to the total $250,000 in penalties. It is not easy to jump to another 
acquirer; all reputable acquirers will ask about previous history and 
ask for copies of  merchant statements;

• Aside from specific penalties, charges for transactions may increase 
if  the company’s monitoring status changes; and

• Worst of  all, the company, the website, and the directors of  the 
business, may all be placed on the watchlist commonly referred to 
as “MATCH” (Member Alert To Control High [risk merchants]) 
previously known as “TMF” (Terminated Merchant File). This is 
a death sentence; no named company or individual will be able to 
secure processing privileges again, anywhere in the world, until they 
are off  the list (and getting removed is a serious task involving 
major costs and a very long wait). This last risk is particularly 
worthy of  note by Corporate Service Providers who manage several 
companies, because inclusion of  their personnel or corporate 
identity on the watchlist could have domino effects across many 
current and prospective managed service clients.

15.4.3 general ComplianCe riSk

As briefly mentioned above, friendly fraud in particular may bring to 
light disturbing evidence of, for example, teenagers playing with parents’ 
identities and money. The antidote to this sits at the registration and deposit 
stages; proper verification of  players’ identities and ages will go a long way 
to mitigate this risk. Robust policies and procedures that are in accordance 
with the applicable regulations are required. Departments must collaborate 
in this effort; KYC, compliance and risk are all equally involved in the 
endeavour.

15.4.4 CaShFloW riSk

If  high chargeback levels are experienced, the acquirer may become 
uncomfortable with the level of  security which it holds. This may result 
in calls for a deposit (money held against the possibility of  unfunded 
chargebacks or fines) or an increase in the holdback percentage (the 
portion of  money taken in which is held by the acquirer for up to six 
months as security against chargebacks or other player claims). Both of  
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these are unpleasant occurrences and they impact the amount of  cash at 
any one time, which can have business consequences and even lifestyle 
consequences for the owners or shareholders.

15.4.5 operaTional riSk

Dealing with problems is time-consuming, expensive, and out of  
proportion to the rewards. The more that can be done to cut off  fraud 
early in the player life cycle, the more time is available to devote to running 
the parts of  the business that generate positive revenue. Don’t be tempted 
to take shortcuts at an early stage - have some faith that legitimate players, 
who like the product and will return to play again, will want a safe, stable 
environment for their play. Sure, gamblers are impulsive by nature and 
no operator wants to miss that first-time player who comes on the site, 
deposits £10 and wants to place a bet now. That’s fine, and an acceptable 
risk. But if  the following day he deposits £10,000 using four different cards 
- well, that’s a pattern that needs to be detected because it doesn’t make 
sense. If  it walks like a duck and quacks, it probably is a duck. Even when 
it’s dark, ducks have to be spotted.

15.5 TOOLS AND BEST PRACTICES FOR 
AVOIDING FRAUD
For the next several sections, we’re going to concentrate on payment cards 
(credit and debit cards), as these are the most vulnerable deposit forms. To 
keep the discussion focussed, we’re going to spend more time on the UK 
market than other geographical areas. We’ll return to other payment forms 
and areas later in the discussion.

Combating payment card fraud requires an understanding of  how cards 
work, and what information is intrinsic to the card itself  which might help 
manage fraud risk. Second, there are factors intrinsic to the player, and here 
there is a strong dialectic with identity checks in general. Thirdly, there are 
features intrinsic to the medium, i.e. the computer and the internet. Last 
but not least, there is good old human intelligence, which at the end of  
the day is the ultimate honed tool for assembling all the data which can be 
gathered and assessed.
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15.5.1 FeaTureS oF CarD paymenTS

When a player makes a deposit by payment card, a similar electronic path 
is played out in a matter of  seconds to determine whether it is initially 
accepted. Broadly:

The player enters card data (number, expiry date, name, address, CVV2 
code) into the payments page. In highly PCI compliant companies this data 
may be retained; more typically however it is keyed into a hosted payments 
page or browser post protocol supplied by the gateway or acquirer and the 
company never has the data itself. It is however accessible in encrypted 
form, for use with new deposits or cashouts.

The Payment Processor performs certain checks on the data: these can 
vary immensely and must be the subject of  a detailed, separate section. If  
the merchant has enabled 3D Secure then the processor will at this stage 
return a message to the merchant indicating whether it is available or not, 
and if  it is, the merchant will connect through the PSP to Verified by Visa 
or MasterCard SecureCode and collect the data. It is important to note 
that it is not automatic that transactions which fail 3DS are rejected; the 
merchant may have the option to accept or decline the transaction, but of  
course there is significant liability attached to accepting where 3DS has 
been failed by the depositor.

If  the processor accepts the transaction (i.e. it passes the preliminary tests), 
the Payment Processor submits the payment request to the Card Schemes, 
who determine who issued the card and route an authorisation request 
to the issuing bank. The issuing bank essentially makes one decision as 
to whether it will accept a request from THAT merchant type (i.e. the 
casino or site), or THAT merchant, then a second decision as to whether 
it will allow this customer (cardholder) to pay that merchant (typically an 
available balance or credit limit decision). Some banks decline all internet 
gaming transactions, so it’s not a given that the operator will get paid. If  
the card is a debit card, the issuing bank will base the decision regarding 
the customer on whether there is money in the associated bank account, 
or on the card if  it’s a prepaid card. If  it’s a credit card, the issuing bank 
decides whether it wants to lend that amount to the cardholder. In parallel, 
the issuing bank will also be looking at some fraud-related patterns of  its 
own. As an example, if  a cardholder tries three transactions at a petrol 
station in quick succession, it’s likely that the third one will be denied and 
the cardholder will get a phone call, text or email from the issuing bank’s 
fraud department. The bank can understand why its customer might 
purchase petrol at a pump with a card then go inside to buy screen fluid 
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and cigarettes, but multiple transactions at the same merchant are harder 
for it to understand and this is a typical fraud pattern. Or, try using a card 
in England in the morning, then flying to the United States and using it 
again in the evening. Odds are the American transaction will be declined, 
unless the bank has been advised of  travel plans ahead of  time. Everyone 
in the chain looks at these kind of  things and it’s easier to say no right away 
than fix later.

If  the transaction is accepted, the issuing bank sends an authorisation 
message back through the acquiring system and in seconds, the card holder 
is informed of  the success and the merchant now can accept the player’s 
deposit.

Behind the scenes, this transaction while approved is now held in “pending 
status.” Later in the same day (but not on weekends) a “settlement file” 
will be processed which replaces the authorisation with a presentment 
moving the funds, through the card schemes, to the acquiring bank. At an 
agreed point, usually 2-3 days later, the money will arrive in the merchant’s 
account. This is highly relevant to the risk scenario in that, if  a transaction is 
accepted early in the day, but subsequently determined to be unacceptable, 
the merchant can cancel the transaction before it’s finalised and reduce the 
likelihood of  a chargeback if  it seems likely to be fraudulent.

Turning now to the card itself, there are several things worth knowing 
about it. In no particular order of  usefulness, here are some of  them:

The card may be “physical,” i.e. made of  plastic, or “virtual,” i.e. issued on 
the internet and not existing in the physical world except as data. 

The first six digits of  the card will identify what type it is, and which bank 
in which country issued it. This is TERRIBLY IMPORTANT. For standard 
credit and debit cards, one would most often expect a player to have a card 
issued in the same country where he/she lives and use of  a card domiciled 
elsewhere would be a fraud flag. However, prepaid cards and particularly 
virtual cards present a problem (and sometimes advantage) here; Entropay 
cards, for example, issued to individuals around the world, are all registered 
to Bank of  Valletta in Malta. This means that an English site wanting to 
take deposits from Entropay cards would not want to block Maltese cards 
as a deposit method - but this opens up the risk of  taking deposits on 
stolen Maltese cards not issued by Entropay. Some dexterity is required 
around this issue.

The card may have the owner’s name embossed on it. But not necessarily 
- it may be a gift card, sold over-the-counter in a store, or it may be issued 
“from stock” when someone opens a bank account, to be replaced later 
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with an embossed card.

The card WILL have a three-digit number printed on the signature strip 
on the back. This is referred to as the CVV2 code, and best practice is 
to require the player to enter this number for all gaming transactions. It’s 
somewhat of  a guarantee that the person using the card has it in their 
hand, and doesn’t simply have a record of  the data either from an imprint 
or electronic theft of  data. However, the response to submission of  CVV2 
data is NOT that the transaction is approved if  it’s correct and not if  it’s 
not correct. A response, similar to the AVS (Address Verification Service) 
response, is generated “matched,” “not matched” or “not available.” 
Transactions are sometimes approved despite a mis-match. So here again, 
the merchant MUST review the response codes and decide what to do, 
either in an automated or hands-on environment.

The card MAY be registered with “Verified by Visa” or “MasterCard 
SecureCode.” If  it is, then when the card is used on the internet, the holder 
will be required to input a precise combination of  letters from a previously 
registered password. If  the card is not registered but the merchant requires 
it, the cardholder will be offered an opportunity to register and immediately 
use the registration. Again, failure does not preclude acceptance of  the 
transaction, but it flags the payment for a merchant decision on acceptance.

Technically, to be valid, the card must be signed on the back by the 
cardholder. Is this of  use in an internet commerce setting? If  the operator 
is really unsure about a cardholder, but has a copy of  their passport, get 
them to hold up the back of  the card on camera on Skype and compare 
the signature to the one on the passport. It is very important, however, that 
no screenshot is captured during this process, as this would constitute a 
breach of  PCI DSS unless the image is stored in a PCI compliant manner. 
The CVV2 code, which is printed on the signature strip on Visa and 
MasterCard, may never be captured or stored. Likewise, if  the merchant 
asks for a scan of  the front of  a card, this may only be stored in a PCI 
compliant manner; images of  the backs of  cards can NEVER be stored 
either on paper or electronically unless the CVV2 code is blacked out.

Reverting to the process of  putting a card through the payment system, 
there are some important facts to note about this, too. 

The payment processor MUST send to the Card Schemes:

• The full card number;
• The expiry date; and
• The CVV2 code, in a CVV2 mandatory environment;
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The payment processor MAY send to the issuing bank:

• Verified by Visa/MasterCard Securecode data (if  card is registered); 
and importantly,

• The address used by the depositor, if  Address Verification Service 
is implemented.

The payment processor NEVER sends to the card schemes or the issuing 
bank:

• The name of  the person using the card. Put simply, the name is 
never verified in the acquiring process and unless the merchant has 
its own controls, the player can enter MICKEY MOUSE in the 
name field and the card acquiring scheme will never notice or care 
if  the numbers are right.

What is the effect of  all this data flowing through the system? Each party 
in the transmission process will take its own position on acceptable risk; 
as noted above, the payment processor will apply certain risk parameters 
but these are largely grouped around the decision as to whether to accept risk on THIS 
MERCHANT not this player. The acquiring bank will have its own criteria, 
and the issuing bank in turn will apply its own analysis, based on its 
knowledge of  the merchant and the cardholder. Note that none of  these 
are specifically designed to protect the merchant. The merchant has a huge 
responsibility to manage its own risk, compliance and database in order to 
protect itself  and its partners in the acquiring chain. 

Some of  this burden can be shouldered electronically, and some can be 
negotiated with the payment processor. 

A further fundamental point to note is that many of  the protections which 
can be afforded by the processor result in information which is passed back 
to the merchant for a decision. The processor cannot decide who is to be 
allowed to play on the site; it can only assist with information as part of  
the chain.

Most credit card issuers nowadays allow the holder to view their transactions 
and balance on the World Wide Web, similar to and often through, online 
banking. Debit card transactions are typically seen in online banking as lines 
on the real-time or next-day bank statement. This opens up the possibility 
that if  the merchant wants to be sure that a player has a card and has 
legitimate access to it, it may consider sending two small credits to the 
card and asking the player to advise the value of  those amounts. This will 
take several days, but could have value in some relationships, for example 
regular large deposits.
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Another routine is to process an authorisation for a small amount, and 
then ask the card holder to call their bank and obtain the amount. If  the 
merchant does not subsequently present the transaction for settlement, 
the authorisation expires and there is no further charge to the card holder.

15.5.2 FeaTureS oF playerS

The list of  attributes and documents a player may reasonably be expected 
to have is long and boundless. Here is a list of  some of  them, with some 
rather obvious comments respecting their usefulness in combating fraud.

• Name. The player’s name alone is a wealth of  information. Without 
stereotyping, the odds of  John Smith being a genuine English player 
at an English address are greater than those of  Alexis Vikmantis 
being a genuine English player at an English address. Google will 
disclose the nationality of  a name, and if  it comes up from the 
Baltic, Eastern Europe, India, China or West Africa, there is an 
increased degree of  possibility that there’s a fraud in the making. 
When was the name registered? Did three Latvians from the same 
town register within hours of  each other, when previously all traffic 
was from the British Isles? Do they now sit at the same poker table 
and consistently win from the non-Latvians?

• Payment Card. Credit or debit card, virtual or real, single use or 
continuing, can be determined from the BIN (the first six digits of  
the card number). If  it’s Visa they start with 4, MasterCard with 5, 
and Maestro with 6. The card will in most cases be registered to an 
address, but not always. The Neteller Netcard, for example, does 
not have a registered address which supports AVS;

• Address. The player must have an address (the homeless are not an 
important contingent of  online gamblers);

• Passport. While they can be forged and stolen, passports are held by 
most people nowadays and contain a great deal useful information 
including place of  birth, date of  birth, and the holder’s signature. 
And of  course a number;

• Driver’s licence. Most people old enough to gamble are also old 
enough to drive and have a licence. In some countries the licence 
also shows the holder’s address. Note that UK licences come in 
two parts - a plastic part and a paper part. Best practice is to require 
copies of  both, as many people separate them and carry only the 
plastic; when purses or e-Wallets are stolen, the thief  frequently 
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obtains only the payment card and plastic portion of  the driver’s 
licence. In most countries date of  birth is shown on the driver’s 
licence; and in some (for example the UK), may be part of  the 
licence number;

• Birth Certificate. This also has useful information including place 
of  birth and name of  father and mother;

• Utility bills. The vast majority of  adults receive several utility bills 
each month, and these universally show the service address. It 
would be strange if  a person got their electricity at one address but 
lived at another, wouldn’t it? However, for example in the poker 
demographic, utility bills can be a problem as younger players may 
live at home with parents or share housing with other young adults. 
A caution should be sounded over mobile phone bills too, which 
are definitely not acceptable as proof  of  address;

• Bank statements and credit card bills. If  someone has a plastic card, 
they get bills. These show the cardholder’s address, sometimes the 
whole credit card number and always at least part of  it;

• Gender and age. Everyone has a gender and age. In an interview 
situation, no one hesitates when asked their age, or how old they 
will be next birthday. But fraudsters do, because often they need 
to calculate it, or search for date of  birth on stolen or counterfeit 
documents;

• Parents. Virtually everyone can name their parents in a heartbeat. 
But fraudsters may not know, have to make it up, or need to find 
the fake or stolen birth certificate to read them;

• Telephone. Everyone who has a computer has a telephone. Beware 
of  mobile numbers (in the UK, most begin with 07) and modern 
artifices like Skype universal numbers. But the fraud department 
should be able to recognise these instantly. Dead give-aways - if  a 
person registers in England and gives a Finnish telephone number, 
there’s something wrong. And telephone numbers can be called to 
verify identities. This is an extremely important device in combating 
friendly fraud from teenagers - call the player, ask for him/her by 
name, and if  a teenage voice says “Dad’s not home right now” - 
gottem!

• Social networks. A large percentage of  online gamers are on 
Facebook, LinkedIn, and a myriad other social networking sites. 
Look them up - it’s simply amazing how much information they 
share and this can be extremely helpful in identifying players and 
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seeing where they really live and work;
• Online identity. Google the name, particularly if  it is complete. 

The registrant may already be a known fraudster and others may 
have posted information about him/her on the net. Believe it or 
not, the fact that nothing can be found about someone is also a 
strong warning of  the possibility of  fraud. To see the power of  this, 
Google yourself ! Now Google some friends: the only ones who 
have no online footprint are the ones who don’t have computers. 
They wouldn’t be playing online; and

• Communications. If  they’re on the net they have Skype. If  they’re 
on Skype, they probably have a camera. Talk to them on Skype, 
have a look at their face and see if  it matches the picture on the 
passport and their Facebook/LinkedIn page. If  they refuse these 
things, they may have a reason.

15.5.3 FeaTureS oF CommuniCaTionS DeviCeS

Like player documents, media such as computers, mobile phones or tablet 
devices can be stolen and faked. But not all fraudsters are sophisticated 
enough to do these things. There are really two main features of  the media 
which are useful in combating fraud:

• Geolocation. Where is the person sitting, right now, while 
accessing the site? This information can be obtained (IP Address) 
and submitted to the payment processor for confirmation that it 
matches the attributes of  the player. In general, expect the player 
from London to be returning an English IP address most of  the 
time. If  this is not the case, request an explanation and assess 
it! New registrant - English card - large deposit - Lithuanian IP 
address - demand for fast payout - decide if  this is a good risk!

• Device signature. Like people, computers have fingerprints which 
can be captured and registered. There is plenty of  software which 
will easily determine if  different people are sitting down at the same 
laptops in China to access sites at different hours of  the day. The 
best known is Iovation, www.iovation.com, to which we’ll return in 
the “tools” section below.
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15.5.4 ToolS For exploiTing TheSe aTTriBuTeS

Like the attributes, the tools available to the operator fall into parallel 
groups. However, there is a fourth area of  endeavour, as already mentioned, 
and this is the human factor. Let’s cruise through the tool types first, then 
return to the big picture as a finale. Always remember though that there is 
no “one size fits all” - the tools adapted for the site will depend very much 
on personality, product, who the players are, and risk appetite. 

The effort worth making to verify transactions from a $10 per week 
bingo player will be very different from those for a poker VIP. There 
are commercial decisions to be made as to the investment in each player 
alongside the technical possibilities.

15.5.4.1 Card-Related Tools
Referring back to the list of  card features enumerated above, it should now 
be clear that the first line of  defence comes from understanding the card 
features and using them intelligently. If  (as with most merchants) the full 
card number is not available to you, then it will be necessary to negotiate 
many of  them with the PSP. If  the processor says they can’t do any of  
these, change processor!

1. Require CVV2. To do otherwise is madness.
2. Support3DS - Verified by Visa and Securecode. Why not?
3. Consider the BIN (first six digits of  the card) very carefully. These 

identify bank and country in a definitive manner. Consider limiting 
card acceptance to cards from a specific country, for example, if  
the launch is in the UK and UK players are sufficient in the early 
days, take the risk of  denying play to a few Germans and limit card 
acceptance to British BINs. Adjustments can always be made later. 
It might be an idea to add Maltese BINs so that Entropay virtual 
cards will be accepted. 
If, on the other hand, an international audience is a necessity, 
consider turning off  those BINs known to be hotbeds of  fraudulent 
activity. This can be done alongside turning off  the BINs for cards 
where bets are unacceptable for legal reasons, such as the USA, 
Turkey and Israel. This endeavour can be very detailed and specific. 
If  for example many stolen cards (and no good ones) are from a 
particular issuing bank, block its cards but leave others from the 
same country facilitated.
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4. For the USA, UK and Canada, and in part in Germany, AVS, 
address verification service, is possible. It would be foolish not to 
use it, as it’s free and integrated in the payment processing service. 
In this routine, the cardholder inputs the address and it’s sent 
to the issuing bank for a match with the cardholder statement. 
CAUTION! It’s only the address, not the name. Two lines are 
actually compared, street address and postal code. A result is fired 
back which can be one of  four possibilities: no match, street only, 
postcode only, or full match. Only the operator can decide what to 
do with this information, and it’s probably a mistake to automate 
it (except in the case of  no match or mismatch). One possibility is 
to accept partial matches, but then review them manually before 
settlement cut-off  time (see above) and decide which to accept and 
which to cancel. THIS MUST BE NEGOTIATED WITH THE 
PAYMENT SERVICE PROVIDER - NOTHING IS DONE 
AUTOMATICALLY WITH THE INFORMATION.
There is a timing decision to be made as well. Most players funding 
with a card expect to be able to play immediately, and will not be 
happy if  they have to wait for the outcome of  a manual decision 
based on AVS. The more partial matches accepted, the more risk 
of  loss and/or chargebacks. This however is to a large degree a 
business decision.

5. There are services which claim to be able to provide matching 
between names and card numbers. Their efficacy is unclear.

6. Fraud scoring is a widely available, but little understood product. 
Most payment processors offer some form of  fraud scoring; an 
example is “MiniFraud.” A full description can be accessed at www.
maxmind.com/app/ccv_overview. This is designed to address 
settlement fraud, and specifically the most common kind where a 
package will be shipped somewhere other than close to the billing 
address. It provides a lot of  information on location and likelihood 
of  a transaction being fraudulent. If  it feels a transaction is very 
likely fraudulent it will send the processor an email and the client 
can be provided with an alert. This is not provided automatically; 
the merchant must request it. MaxMind data is returned to either 
the processor or the client so they can use this to perform their 
own geo-location checks.
Items with a fraud score over a certain threshold or those for 
which no fraud score could be obtained can be held for review and 
subsequent approval or rejection by the merchant.
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Flagged items can be reviewed and operators can decide if  they 
want to go ahead or not. They have seven days to make up their 
mind before the authorisation expires. More documentation on the 
flagging process can be accessed online at www.docs.deepcovelabs.
com/online/payments/#flag-payments.

7. One of  the most important anti-fraud tools related to card data is 
simple and effective, yet used only spasmodically by many operators, 
which is linking cards to players. Please consider requiring use of  
ONE unique credit card or debit card for deposits, and taking 
subsequent deposits only from that card absent an extensive 
process in communication with the customer service department. 
A compromise position is to allow ONE debit card and ONE 
credit card. Insist that payments of  winnings be made back to the 
depository card.
If  the site is restricted to players in legal, licensed, clear markets, 
this will not put undue demands on players. If  however bets or 
deposits are taken from “gray” countries and extensive use is made 
of  card regimes which are designed to get deposits in from players 
who have difficulty using their main bank accounts and cards, it 
becomes cumbersome. Again, how much risk to take and how 
much loss can be endured is a business decision.
It’s not necessary to capture the information again. The payment 
processor will return, from each deposit transaction, a “token” 
which identifies the card used and accesses its numerical data in the 
payments database. The player can make subsequent deposits from 
the card without entering the data again; and if  payments are made 
back to the same card, this is a significant disincentive for fraudsters 
who are using someone else’s card, as they can’t get their hands on 
the winnings. View with GREAT suspicion any player that wants to 
deposit with a card but wants money paid back to a bank account, a 
Skrill account, especially a different credit card, or by paper cheque.
Fraudsters are very inventive when it comes to getting around these 
rules. Merchants have to be equally adept at upstaging them. In one 
recent case, a fraudulent player made two deposits of  £10 with a 
card, but subsequently funded their account to the tune of  some 
£5,000 using four DIFFERENT cards. Winnings accumulated, 
then a payout request was made to the original card (on which only 
£20 had been drawn). This predictably was the only card which was 
not stolen, and the player ended up £12,000 richer. The money was 
quickly withdrawn and the player of  course disappeared.
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The antidote to this particular scam is to (a) restrict players to 
using one card, and (b) ensure that cashout requests are compared 
to the original deposits to make sure that all are on the one card. 
Fraudsters routinely look for holes in security and will exploit any 
lack of  attention ruthlessly.

8. Require evidence of  the player’s possession of  the card. It’s 
actually contrary to PCI DSS rules to ask for a scan of  the card to 
be physically sent, but if  suspicious, ask the player to connect on 
Skype and show the card on the camera. While a scan of  a card 
can be faked, it will be very hard for a fraudster to come up with a 
plastic card bearing their name and number that they can hold up 
to a camera.
Another form of  evidence which CAN be requested is a copy of  
the credit card statement, which will show the registered address. 
A card or data thief  is unlikely to have the card statements, and 
notice that this documentation is required is likely to discourage 
fraud attempts very severely.

9. PSP databases. Every processor maintains its own databases of  
known fraudulent cards, and accesses the Visa/MasterCard current 
databases of  stolen and cancelled cards. These provide some 
protection but are far from a complete answer. NEVER assume 
that the PSP is doing all the work - it can’t possibly know what level 
of  risk is acceptable to the merchant.

10. The transaction itself, and the pattern. Cast a sceptical eye over 
all large, or frequent, deposits. A new player depositing £2,000 or 
£4,000 on the first day is an anomaly, and may indicate fraudulent 
use. Frequent use of  the same card may indicate progressive fraud, 
though it may not. Some habitual gamblers do deposit, lose, deposit, 
lose - but they typically deposit the same amount. If  a card is used 
for £20, then £40, then £100, then perhaps a decline at £2,000, 
then a successful transaction of  £1,000, be scared - be very scared. 
Know player patterns on the site, detect deviations, and investigate 
them to the core.

Aside from testing and requiring documentary evidence, the security 
department should be reviewing EVERY registration and every deposit 
as they come in. Pay particular attention to players who register then don’t 
deposit, or who register then have a deposit failure. As a customer service 
best practice, the site’s customer service department should be contacting 
every player who fails to make a deposit (“how can we help you make a 
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successful deposit?”). A player who is intent on fraud, however, may try with 
one stolen card, fail, then go off  to steal more data or another purse and 
try again. One-on-one customer care is a very significant deterrent. Much 
can be read into accents, intonation and responses - call up John Smith and 
he has trouble understanding English, there’s a potential problem. If  the 
site language and working language is English, and players in England write 
emails or chat in poor English, think carefully about what this may indicate.

15.5.4.2 Person-Related Tools
The company’s security and risk department should be “all over” players, 
looking at their deposits, documents, patterns of  play, requests, profiles, 
online presence, times of  play - the parameters are defined only by 
ingenuity. There are services which provide verification of  documents, and 
there is room for further inventiveness. If  a utility bill is presented, call 
the utility and ask for verification of  the name and service address. This is 
often available online. Google-map the address - does it exist? Google the 
name and the address, and see if  matches come up.

Call the person. Just because it’s an online business it doesn’t mean 
customer service can’t speak to customers. High rollers appreciate the 
personal attention - fraudsters hate it. It’s part of  the job to know which 
they are; there is no substitute for making personal contact and engaging 
with players. Listen to their accents. Ask off  the wall questions and be astute 
about hesitation - can they name their parents? They may be surprised, 
but if  they are genuine they’ll understand. If  they are fraudsters they’ll 
resist. Customer service agents can be sensitive and non-invasive without 
undermining the security effort.

There are also some excellent dedicated services which provide personal 
verification, including date of  birth, and these will be used for other aspects 
of  compliance anyway. 192.com is an obvious supplier for the UK, as is 
GB Group.

Another company supplying services in this field is Keesing Reference 
Systems, www.keesingreferenceystems.com. This company is specialised 
in pre-employment screening. It’s worth considering that fraud can also 
come from within the organisation, and Keesing supply services regarding 
verification of  documentation and history for potential staff. Keesing also 
verify official documents including passports.

It’s good news that subcontracting the verification of  customer identities 
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and following AML requirements is commonplace. The operator must 
know what they do, what they don’t do, and have a good understanding 
of  how they do it. It’s worth spending some time reading the websites of  
CallValidate (www.callvalidate.co.uk), Experian (www.experian.co.uk) and 
Cybersource (www.cybersource.com) to understand what’s available.

Further afield this gets more difficult; it’s necessary to research markets 
one by one. 

Don’t just get a report on each player, read it thoroughly and have a good 
think about what the data means. If  the player is a 19-year-old female with 
a Muslim name, born in Pakistan, living in the UK at an address which is 
shown on her driver’s licence but there’s no record of  a matching name on 
the voter’s register and she has no online identity, have a good think about 
the likelihood of  her having four different credit cards and depositing 
£10,000 in a day to play blackjack. What are the odds that someone has 
stolen her identity and someone else’s credit cards? These things are often 
obvious with hindsight – the trick is to turn that into foresight.

How much time and energy should be put into payment risk and player 
security? If  there isn’t a full-time, round the clock department monitoring 
players, deposits, and particularly cashouts, there is vulnerability. This 
level of  security and expertise is likely to cost in excess of  £200,000 a 
year - about the amount that could be lost in 20 minutes if  a good fraud 
ring exploits a real hole in the company’s systems. And the people in the 
department have to be knowledgeable about the cultures and environments 
in which players live - it’s really no good expecting someone in Costa Rica 
to spot nuances in English culture or really appreciate the unlikelihood of  
a 20-year-old Estonian woman actually playing online blackjack for high 
stakes in Edinburgh!

15.5.4.3 Device-Related Tools
Geolocation is easily obtained and compared with expectations. The PSP 
can report this back, and informed decisions can be made.

Device fingerprinting, and comparison with known databases of  fraud 
devices, is a growing and important area. It is not quite as likely to detect 
the first fraud from a new device, but it will if  the user computer has a 
Ukrainian keyboard and the clock set for GMT +2 while the player claims 
to be in Cambridge! It will provide even more significant help in avoiding 
being the next victim of  an accomplished fraud ring. As mentioned above, 
Iovation is the market leader in this field, and has a significant database 
of  known fraud devices, but it is not the only supplier and we would 
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recommend a detailed review of  available services appropriate to each 
particular market.

15.6 WHEN IT ALL GOES PEAR-SHAPED 
ANYWAY
Expecting cooperation from police departments in investigating internet 
fraud will end in disappointment. They simply don’t have the resources, 
expertise, or appetite to prosecute or investigate. Police forces everywhere 
are overwhelmed with petty crime, and will tend to regard “taking” an 
online casino almost as a victimless crime. In places like Latvia, India, 
China, Nigeria and Ghana, internet fraud is almost a national industry.

The best response to a fraud which is discovered too late is extreme speed. 
If  a payment has just been made to a card, try running a debit before the 
money is grabbed off  the card - ask the PSP for help. And learn from 
the experience! Build databases, identify the patterns - log, write down 
everything, train staff  and build expertise. Train everyone who is customer 
facing or does account work to recognise the hallmarks of  fraud. Everyone 
in the company should be an asset in the battle. 

15.7 THE $50,000 QUESTION
Every merchant, sooner or later, asks what level of  fraud they should 
be prepared to accept. Unfortunately only the operator can answer that 
question truly. Too high a level of  fraud, and profits are eroded; too low, 
and good business is being turned away.

If  fraud is running at or above 3% of  deposits, there is a serious problem 
and action is needed now. Card acquiring facilities are probably at risk. 
Chargebacks must be minimised, and if  there are frequent contacts from 
persons who don’t play on the site complaining that their cards have been 
used, refunds should be considered to reduce chargebacks. Be careful 
though - it’s not beyond the ingenuity of  a pair of  fraudsters to play on 
one of  their cards under the other name, then allege data theft and request 
a refund ahead of  going for a chargeback!

If  fraud is below 2% of  total deposits, the company is on the right track, 
particularly if  the operation is new and staff  are inexperienced. Below 1% 
is probably a good aim. Much lower than that, and the risk is of  turning 
away a lot of  good business.
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15.8 FRAUD INSURANCE
There are insurance products for everything. It is unlikely to be a good 
proposition to actually buy a policy from a commercial insurer however; 
fraud is a fact of  life in online gaming and the insurer will want to ensure 
that ITS payouts are less than the premiums.

There is a form of  insurance worth considering, and that is so-called 
“indemnified processing.” In this scenario, the card processor guarantees 
payment of  all deposits; in return, it charges a higher merchant fee (MDR, 
or merchant discount rate) and secures the agreement of  the merchant to 
implement specified fraud controls. Undoubtedly, however, the processor 
will impose a level of  diligence with players that adequately protects its 
position, and this may be strident enough to discourage many customers. 
Some loss of  control is entailed; and given that proper anti-fraud review 
and communication with players also affords marketing and customer 
relations opportunities, it would almost certainly erode the quality of  the 
business model to contract out of  the anti-fraud process in this manner.

Consider alternative payment methods that present lower risk or are 
indemnified. An e-Wallet with indemnified payments is a good way to start 
into new geographies where there are fraud concerns or insufficient depth 
on the fraud team. Be selective about which customers are encouraged to 
use an e-Wallet. Once their quality has been proven, less expensive direct 
deposit methods can be encouraged. 

15.9 OTHER TYPES OF PAYMENT FRAUD
There will always be someone, somewhere, who will find a way to take 
advantage of  a loophole in procedures or a gap in security. E-Wallet 
payments are in general less susceptible of  deliberate player fraud, as are 
voucher deposits. What is really needed is a review of  all deposit and 
cashout systems, and a think through where the knowledge gaps might 
be. This is always best done in conjunction with other security procedures.

As an example, if  direct deposits into a bank account are accepted, it must 
always be clear what exactly the player has deposited. It might appear to 
be cash, but if  the merchant sees a deposit and doesn’t know it’s a cheque, 
how can it have foreknowledge that it might bounce in 3-5 days from the 
original notification? NSF cheques in the UK are still, remarkably, sent out 
by post between banks.

It is also good practice to review contracts with all payment product 
suppliers. If  vouchers are accepted on a uKash-type system, are the funds 
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on the vouchers rock-solidly guaranteed to the company when a voucher is 
uploaded? If  vouchers are fraudulently obtained, or a holder alleges theft, 
who takes the loss? If  internet banking deposits are made and the account 
holder successfully alleges fraud, are there chargebacks possibilities? It’s a 
very good idea to review all payments contracts, or engage the services of  
a knowledgeable payments professional to do so.

15.10 ANTI-MONEY LAUNDERING 
PRACTICES
The IOM’s GSC has published a detailed document, “Online Gambling 
Guidance Notes for the Prevention of  Money Laundering and Countering 
of  Terrorist Financing,” which runs to 89 pages. It would be entirely 
superfluous to repeat the contents of  this document in its entirety, but it is 
without question mandatory for all prospective operators seeking licensing 
from the IOM to familiarise themselves with its contents and follow its 
recommended courses of  action.

One great strength of  the document and its content is its requirement 
that operators take a risk-based approach to assessing their vulnerability 
to criminal activity. The document and the GSC clearly understand that 
some types of  gambling activity are by their very nature unlikely to lend 
themselves to money laundering or terrorist financing. For example, 
a lottery operator selling tickets at £1 each, where the vast majority of  
buyers simply lose their money when the draw is made, is highly unlikely 
to facilitate a financial transaction with an underlying criminal reason. By 
way of  contrast a peer-to-peer game like poker, where money passes from 
the hands of  one player to another, is much more susceptible to use as a 
means of  transferring money from one criminal or terrorist to another, 
with a much lower potential cost. Nevertheless, as either type may involve 
the depositing of  funds into player accounts and subsequent withdrawals, 
both must be vigilant towards possible abuses and follow scrupulously the 
prescribed procedures for handling players, deposits, cashouts and special 
cases such as politically exposed persons (PEPs).

The document is thorough and comprehensive as to the requirements of  
the legislation and best practice. The area is so complex, however, that it 
is easy for the reader to become less than clear on what is intended. In its 
quest for completeness, the document devotes a lot of  space to situations 
unlikely to apply to many applicants. The good news is that the GSC has 
considerable expertise in this area and is happy to answer questions and 
provide clarifications on request. Because the potential penalties for non-
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compliance are severe both to individuals and companies who transgress, 
it is suggested that good quality legal advice be taken from appropriate 
professionals if  there is any doubt as to what is required to keep a clean 
slate in this important area.

15.11 IN CONCLUSION
Fraud is everywhere, and the less security there is, the more losses will 
occur. We have seen examples in one extreme case of  an operator taking 
97 fraudulent transactions out of  every hundred. Even one of  the world’s 
top poker sites, now sadly defunct, admitted that at times 52% of  all the 
attempted deposits on its site were fraudulent.

The key allies in the battle against fraud are first and foremost the company’s 
own security staff  and its PSPs. There is a huge depth of  knowledge among 
the gaming and payment processing communities. This should be drawn 
upon at every opportunity. With a robust, strongly deterrent system to 
combat fraud, the operator will find it difficult to quantify what it is NOT 
losing. But it is much more likely to be successful and turn a profit.
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16 MOVING TO, LIVING ON, AND 
GETTING OFF THE ISLE OF MAN
•	 Location:	 Irish	 Sea,	 83	miles	 from	Liverpool	 and	 90	miles	 from	

Belfast.
•	 Size:	33	miles	 long	and	13.5	miles	wide,	 total	area	of 	221	square	

miles.	
•	 Population:	81,	952	(2006	census).
•	 Capital:	Douglas.
•	 Currency:	GB	Pound	Sterling.	British	notes	are	accepted	everywhere,	

but	the	IOM	prints	its	own	notes	and	coins	which	are	often	refused	
in	the	UK.	They	can,	however,	be	banked	or	exchanged	throughout	
the	UK	at	all	branches	of 	Natwest	Bank	and	RBS.

•	 Highest	peak:	Snaefell	(2,036	ft).
•	 Longest	river:	Sulby	(10.5	miles).

Some	Interesting	Facts:

•	 The	 Island,	 while	 geographically	 part	 of 	 the	 “British	 Isles,”	 has	
never	been	part	of 	the	“United	Kingdom.”

•	 The	 Island	 is	 a	 Crown	 Dependency	 and	 has	 the	 world’s	 oldest	
continuous	Parliament,	the	“Tynwald”	founded	in	979	A.D.

•	 The	IOM	was	the	first	place	in	the	world	to	give	women	the	vote	
and	the	first	country	in	the	western	world	to	allow	16-year-olds	to	
participate	in	national	elections.

•	 “Pilates”	originated	 in	 the	 IOM;	 Joseph	Pilates	used	his	 exercise	
techniques	to	maintain	health	during	his	internship	on	the	IOM.

16.1 MOVING TO THE ISLE OF MAN
“Failterriugys EllanVannin	–	Welcome	to	the	Isle	of 	Man!”

The	 IOM	 community	 welcomes	 and	 embraces	 new	 residents.	 It	 has	 a	
dynamic,	forward-thinking	Government	which	is	accessible	and	has	a	“can	
do”	attitude.	It	has	an	exceptional	quality	of 	life,	allowing	personal	security	
amidst	a	diverse	and	growing	economy.	The	country	continues	to	flourish	
despite	global	economics;	we	do	so	in	part	because	we	genuinely	recognise	
the	value	of 	the	skill	sets	and	experience	of 	those	who	choose	to	relocate	
to	our	Island.
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Nevertheless,	uprooting	from	familiar	and	 loved	places	can	be	daunting.	
Even	 the	 most	 confident	 of 	 characters	 can	 feel	 vulnerable.	 The	 IOM	
is	 a	 genuinely	 friendly	 place	 to	 live,	where	 reputation	 is	 paramount	 and	
therefore	high	standards	of 	business	practice	are	engrained	in	the	culture.

As	moving	to	the	Island	is	contemplated,	here	are	some	key	considerations.

16.1.1 hoTelS

Visitors	 to	 the	 Island,	 and	 movers	 seeking	 temporary	 accommodation,	
have	access	to	a	wide	range	of 	hotel	types,	classes	and	styles.	The	Island	
has	 been	 a	 holiday	 destination	 for	 most	 of 	 the	 last	 two	 centuries,	 and	
many	 properties	 are	 resplendent	 examples	 of 	 Victorian	 and	Edwardian	
architecture.

In	Douglas,	the	high	end	of 	the	scale	is	represented	by	the	iconic	Sefton	
Hotel,	with	its	beautiful	interior	arboretum;	many	movie	stars	have	stayed	
at	 the	Regency	Hotel.	 Slightly	more	modest	 is	 the	Best	Western	 Palace	
Hotel,	 which	 while	 utilitarian	 has	 large	 scale	 catering	 facilities	 and	 an	
excellent	pool	and	health	club.	The	entire	sea	front	in	the	capital,	and	many	
of 	 the	 side	 streets	 leading	 inland,	 are	 lined	with	 hotels,	 restaurants	 and	
other	facilities	for	visitors.

Just	out	of 	town,	the	Mount	Murray	Golf 	Club	and	Hotel	complex	also	
has	a	very	popular	gym	and	is	popular	for	conferences	and	larger	meetings.

In	 the	South	of 	 the	Island,	 the	George	Hotel	which	 looks	out	over	 the	
ancient	 village	 square	 of 	Castletown	 is	 inexpensive	 but	welcoming;	 less	
than	a	mile	away	the	rentable	“barns”	at	Knock	Rushen	provide	a	quality	
independent	 living	experience	 in	a	 tiny	community	next	 to	a	spectacular	
nature	reserve.

This	is	just	a	handful	of 	the	hundreds	if 	not	thousands	of 	hotels,	bed	and	
breakfasts	and	farmstays	where	Island	hospitality	can	be	enjoyed.	

16.1.2 houSing

The	Island’s	housing	inventory	is	an	eclectic	and	often	charming	mixture	
of 	 detached	 homes,	 bungalows	 (single	 storey	 detached),	 semi-detached	
(joined	 to	one	other	house)	and	 terraced	 (adjoining	properties	on	either	
side)	houses,	country	cottages,	farm	properties	and	apartments.	Residences	
can	be	bought	or	rented	by	any	resident;	there	is	no	concept	of 	a	“parallel	
market”	or	“residents	only	list.”
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The	Government	maintains	 an	 index	of 	 estate	 agents	who	buy	and	 sell	
residential	properties:	www.gov.im/isleofman/housing.xml.

For	rental	agents,	www.zoopla.co.uk	is	a	useful	resource.

Of 	 course,	 there	 is	 no	 requirement	 to	 use	 an	 agent.	 There	 is	 a	 healthy	
private	sale	and	rental	market	just	as	in	the	UK.	Resources	to	find	properties	
include	 the	 useful	 website	 www.manx.net/property	 and	 the	 three	 local	
newspapers	–	The	Courier,	The	Manx	Independent	and	The	Isle	of 	Man	
Examiner.	

Although	 the	 Island	 is	 geographically	 small,	 each	 region	 has	 a	 distinct	
identity.	 Quite	 different	 towns	 will	 be	 found	 at	 each	 of 	 the	 cardinal	
points	on	the	Island	and	in	the	middle	regions.	The	main	towns	(Douglas,	
Castletown,	 Colby,	 Laxey,	 Peel,	 Port	 Erin	 and	 Ramsey)	 each	 have	 their	
own	unique	flavour	and	lifestyle.	It	is	advisable	to	“feel	the	areas”	rather	
than	try	to	research	on	the	desktop.	A	look	and	see	visit	is	recommended;	
many	new	residents	rent	for	a	year	or	two	to	get	to	know	the	Island	before	
making	a	purchase.	

The	most	densely	populated	areas	are	Douglas	and	Onchan,	where	the	vast	
majority	of 	gaming	jobs	and	companies	on	the	Island	are	also	to	be	found.

Regardless	of 	where	one	lives,	an	aspect	of 	life	on	the	IOM	which	adds	
to	the	exceptional	quality	of 	life	is	the	inevitably	short	commuting	time	to	
and	from	work.	The	low	volume	of 	traffic	on	the	Island	makes	any	journey	
more	pleasurable.

The	Island	“stretches”	with	experience	of 	living	in	it.	Travelling	distances	
appear	much	longer	than	they	actually	are.	Paradoxically	while	the	Island	
expands	 in	the	mind,	the	world	becomes	smaller	and	it	 is	very	common	
for	Islanders	to	travel	long	distances	to	find	exotic	destinations	all	over	the	
world,	but	find	the	distance	to	Ramsey	or	Castletown	from	Douglas	rather	
taxing.

A	rather	unique	decision	to	be	made	when	choosing	an	island	residence	is	
whether	to	live	inside,	on	or	outside	the	TT	(motorcycle	racing)	course.	For	
those	who	enjoy	the	TT,	it	is	a	highlight	of 	the	year.	If,	however,	the	event	
doesn’t	appeal,	then	the	weeks	of 	the	races	(end	May/start	June)	and	of 	
the	Manx	Grand	Prix	(last	two	weeks	of 	August)	can	be	very	disruptive	as	
roads	are	closed	for	significant	periods.	Many	Manx	residents	who	are	not	
thrilled	by	these	world	class	racing	events	take	holidays	off-island	during	
the	busy	periods.	
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16.1.3 regiSTering For Tax

Income	tax	registration	is	a	responsibility	of 	all	new	residents	on	arrival.	It	
is	advisable	to	secure	full	professional	briefing	on	tax	prior	to	relocation.	
Applications	to	register	with	the	Department	of 	Health	and	Social	Services,	
or	for	a	work	permit,	do	not	generate	automatic	registration.

The	Government’s	website,	www.gov.im/business/taxation.xml,	contains	
much	additional	 information,	and	taxation	 is	covered	 in	greater	detail	 in	
Chapter	13.

16.1.4 naTional inSuranCe (ni)
NI	 contributions	 are	 deducted	 from	 salary	 by	 employers,	 who	 also	
contribute	to	the	fund.	This	builds	up	employees’	entitlements	to	obtain	
state	 benefits,	 including	 state	 pension.	 Contribution	 amounts	 are	 on	 a	
sliding	 scale	 depending	 on	 earnings.	UK	 residents	will	 normally	 already	
have	a	National	Insurance	Number;	for	those	who	do	not	have	one,	the	
Government’s	website,	www.gov.im/infocentre,	gives	full	instructions.	

16.1.5 SChoolS

The	IOM	is	very	proud	of 	its	educational	system	and	achievements.	Compulsory	
education	 is	 from	 age	 5	 to	 16,	 and	 largely	 follows	 the	 English	 National	
Curriculum.	However,	Island	schools	have	the	freedom	to	deliver	content	in	
an	 imaginative	way.	Catchment	 areas	 exist	 for	 each	State	 school	 (except	 the	
denominational	St	Mary’s	Roman	Catholic	and	St	Thomas	Church	of 	England	
primary	schools)	and	can	be	identified	by	postcode.	

Pupils	are	admitted	to	schools’	reception	classes	at	the	beginning	of 	the	academic	
year	(September-August)	in	which	they	attain	their	fifth	birthday.	

There	 are	 35	 primary	 and	 five	 secondary	 state	 schools.	 Education	 at	 both	
levels	 is	 free	of 	 charge	 to	 all	 residents.	The	 IOM	also	boasts	 a	 Sixth	Form	
College	 (www.iomcollege.ac.im),	 a	 business	 school	 (www.gov.im/education/
provision/intbusschool.xml),	one	private	primary	school	(The	Buchan	School	
in	 Castletown,	 +44	 (0)	 1624	 820481)	 and	 the	 world	 famous	 King	William	
College	(www.kwc.im)	which	caters	for	11	to	18-year	olds,	residential	and	non-
residential,	and	offers	the	International	Baccalaureate.	The	private	schools	have	
no	catchment	area	and	are	non-denominational.

Further	information	can	be	gained	by	contacting	the	Department	of 	Education	
and	Children	on	telephone,	+44	(0)	1624	685820	or	www.gov.im/education.
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16.2 STAYING ON THE ISLE OF MAN

16.2.1 Banking

The	website	www.gov.im/business/banking.xml	gives	useful	 information	
about	banks	on	the	Island.	There	are	in	excess	of 	40	branches	of 	various	
commercial	banks	around	the	Island.

The	iconic	Isle	of 	Man	Bank	is	part	of 	the	RBS	family	of 	banks.	To	open	
personal	accounts	a	customer	will	need	to	demonstrate	that	he/she	is	an	
island	resident	in	addition	to	providing	the	usual	forms	of 	identification	
and	 proofs	 of 	 address.	 While	 IOM	 Bank	 do	 open	 personal	 accounts	
for	persons	employed	by	gaming	companies,	 it	 is	clear	 that	 they	are	not	
interested	in	providing	facilities	for	gaming	enterprises	on	the	Island.

Most	 other	 large	UK	banks	have	 at	 least	 some	branches	on	 the	 Island,	
including	Barclays,	HSBC,	Lloyds	TSB	and	RBS.	There	are	also	branches	
of 	less	well-known	banks	offering	high	quality	services	especially	to	high	
net	 worth	 individuals,	 such	 as	 Nedbank	 (formerly	 known	 as	 Fairbairn	
Private	 Bank).	 The	 Belgian	 bank	 Kleinwort	 Benson,	 both	 chaired	 and	
managed	by	individuals	who	have	deep	knowledge	of 	the	gaming	industry,	
is	particularly	 friendly	 towards	persons	who	work	with	or	 are	 employed	
by	 gaming	 companies,	 while	 some	 of 	 the	 larger	 institutions	 have	 been	
distinctly	nervous	about	taking	their	business.

16.2.2 CarS anD oTher vehiCleS

There	are	plentiful	car	dealerships	on	the	Island,	and	anyone	is	entitled	to	
buy	and	keep	a	car.	Many	residents	however	insist	that	there	are	substantial	
savings	 to	be	made	by	buying	 in	 the	UK	and	 importing	 the	vehicle.	All	
vehicles	brought	into	the	Island	from	another	country	must	be	registered	
at	the	earliest	opportunity	after	taking	up	residence.

If 	the	vehicle	has	been	previously	registered	in	the	UK	an	Export	certificate	
or	a	V5	Registration	certificate	is	required.	If 	the	car	 is	more	than	three	
years	 old,	 “Form	1”	 is	 required	 to	 be	 submitted,	while	 for	 a	 newer	 car	
“Form	2”	is	applicable.

Most	vehicle	registrations	can	be	conducted	through	the	Post	Office.	The	
Department	 of 	 Transport	 also	maintains	 an	 office	 at	 the	 Sea	 Terminal	
in	 Douglas.	 For	 older	 cars,	 it	 is	 necessary	 to	 apply	 for	 a	 Statutory	
Road	 Worthiness	 Inspection	 (www.gov.im/lib/docs/highways/vtc/
testapplicationform.pdf)	and	attend	for	a	scheduled	test	at:
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Vehicle	and	Driving	Test	Centre	
BallafletcherRoad
Tromode
Braddan
IM4	4QJ
Tel:	+44	 (0)	1624	627431:	Open:	9	–	5,	Mon	 to	Thursday	 and	9	 -	4.45	
Friday;	Closed	for	Christmas	week	and	at	New	Year.	

The	initial	test	costs	£42.	A	re-examination	within	21	days	is	half 	this	price.	
There	may	be	a	3	–	4	day	wait	for	a	test,	which	takes	30	minutes,	but	the	
car	can	be	left	for	the	day.

Other	 forms	 required	 are	 that	 for	 “Registering	 a	 Vehicle	 not	 currently	
registered	in	the	Isle	of 	Man”,	www.gov.im/lib/docs/post/mvr5.pdf,	and	
the	 “Vehicle	 Licence	Application	 Form”	 available	 at	www.gov.im/post/
counters/vehicledrivingforms.xml.	 Once	 the	 necessary	 tests	 are	 passed	
and	registration	 is	complete,	a	 licence	plate	number	 is	 issued	and	 this	 is	
taken	to	a	garage	with	the	insurance	certificate	to	have	plates	made.

16.2.3 Driving liCenCeS

Most	of 	the	world’s	driving	licences	are	recognised	in	the	IOM	for	visitors	
and	 for	 a	 short	 period	 of 	 initial	 residence.	 However,	 in	 contemplation	
of 	 living	on	 the	 Island	 it	 is	 required	 that	 any	driver	 obtain	 a	 full	Manx	
licence.	For	full	European	licence	holders,	this	involves	simply	exchanging	
the	 licence	 through	 the	Post	Office	 or	Ministry	 of 	Transport;	 for	 non-
Europeans	however	a	test	is	required.

16.2.4 Drinking, eaTing anD gamBling ouTSiDe 
The home

The	Island	offers	many	bars,	pubs,	restaurants,	cafes	and	eateries	catering	
for	 all	 tastes.	 A	 useful	 website	 is	 www.eatout.co.im.	 The	minimum	 age	
at	which	 the	 purchase	 and	public	 consumption	of 	 alcohol	 is	 allowed	 is	
18.	While	some	of 	our	night	spots	can	be	quite	loud	and	indeed	raucous	
particularly	on	weekends,	in	keeping	with	the	strong	family	traditions	and	
social	conservatism	of 	the	Island	there	are	no	“gentlemen’s	clubs,”	strip	
joints	or	lap	dancing	clubs	at	all.	We	do	boast	one	terrestrial	casino	at	the	
Palace	Hotel	in	Douglas	but	it	would	be	fair	to	say	that	it	does	not	proffer	
itself 	as	a	den	of 	hedonism.	
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16.2.5 healThCare

The	 Island	 has	 excellent	 healthcare	 and	 new	 residents	 should	 register	
with	 a	 GP	 (General	 Practitioner)	 on	 arrival.	 The	 patient	 must	 present	
photographic	ID	such	as	a	passport	and	proof 	of 	residential	address	as	
practices	are	catchment	areas	specific.	For	more	details,	telephone	+44	(0)	
1624	642611.

Registered	patients	are	entitled	to	a	full	range	of 	medical	services,	free	of 	
charge,	including	GP	visits.	Adults	pay	prescription	charges	for	medicines	
but	 these	 are	modest	 in	 the	 extreme	 compared	 to	 charges	 in	many	EU	
countries	and	certainly	to	those	in	North	America.	

The	 Island’s	 modern,	 comfortable	 hospital	 is	 named	 “Nobles”	 and	
is	 located	 on	 the	 outskirts	 of 	 Douglas.	 In	 addition	 to	 Accident	 and	
Emergency,	 residential	 and	 non-residential	 surgical	 services	 and	 a	 host	
of 	specialised	consultancies,	the	hospital	also	operates	a	“MEDS”	service	
for	medical	 conditions	 that	 are	 non-life-threatening	but	 cannot	wait	 for	
GP	office	hours.	MEDS	consultation	is	accessed	through	the	GP’s	phone	
number.

16.2.6 religion

Whilst	the	Island	has	Christian	roots,	island	residents	are	free	to	practice	
any	religion	or	creed,	or	to	have	none.	Historically,	John	Wesley	had	a	huge	
influence	 on	 the	Manx,	 and	 visitors	 are	 often	 surprised	 at	 the	 number	
of 	Methodist	 churches.	There	 is	 additional	 information	at	www.gov.im/
isleofman/religion.xml.

16.2.7 Shopping

We	have	to	be	frank	here:	we	are	not	a	shopping	metropolis	and	we	are	not	
blessed	with	 all	manner	of 	boutiques	 and	unique	 shopping	experiences.	
Indeed,	lack	of 	good	shopping	is	one	of 	the	main	complaints	heard	from	
home-making	spouses	of 	e-Gaming	executives	who	relocate	from	larger	
urban	centres.	To	be	even	more	candid,	we	do	not	have	a	strong	tradition	
of 	customer	service	in	many	of 	our	retail	outlets,	although	thought	leaders	
on	 the	 Island	 are	 conscious	 of 	 this	 and	much	 effort	 is	 being	made	 to	
improve	matters.

This	said,	there	is	a	variety	of 	retail	shops	and	supermarkets	and	certainly	
all	day-to-day	necessities	can	be	purchased	locally.	Groceries	can	be	ordered	
on	the	internet	for	home	delivery.	A	safe	and	lively	pedestrianised	street,	
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running	 the	 length	 of 	 Douglas,	 has	 supermarkets	 and	 many	 speciality	
stores.	We	have	a	rural	arts-and-crafts	oriented	enclave	in	St	John’s	(www.
tynwaldmills.com),	about	10	miles	out	of 	Douglas.	And	there	are	isolated	
pockets	of 	sheer	excellence	in	the	outlying	communities,	quite	unique	in	
their	aspect.	To	give	just	two	examples,	the	butcher’s	store	in	Castletown	
stocks	 an	 amazing	variety	of 	 game,	 rare	meats	 and	domestic	 rare	breed	
products;	the	kipper	factory	in	Peel	has	world	class	seafood	and	smoked	
meat	products.

It	is	true,	though,	that	the	Island’s	consumers	are	major	contributors	to	the	
internet	economy,	buying	many	things	from	internet	retailers	like	Amazon	
and	eBay.	It	 is	equally	true	that	one	of 	the	great	delights	for	islanders	is	
a	day’s	or	weekend’s	 shopping	 trip	“across.”	The	Friday	evening	Easyjet	
flight	to	Liverpool	is	filled	with	weekend	shoppers	and	the	Sunday	evening	
flight	back	equally	so.

For	supermarkets,	local	outlets	Shoprite	and	the	Manx	Co-operative	operate	
island-wide.	Tesco	operates	its	supermarket	close	to	the	centre	of 	Doulas,	
while	Marks	and	Spencer	have	a	medium-sized	department	store	in	town	
with	 an	 excellent	 range	of 	high	quality	 foods.	Another	 local	 institution,	
Robinsons	in	Douglas,	offers	South	African,	Asian	and	particularly	Chinese	
fruit	and	vegetables.	

16.2.8 SporT anD leiSure

One	of 	the	many	appealing	aspects	of 	life	on	the	IOM	is	that	there	is	a	
great	emphasis	on	leisure,	sport	and	hobbies.	The	whole	world	recognises	
our	prominence	 in	competitive	cycling,	with	Tour de France	 and	Olympic	
stars	among	our	residents.	

The	IOM	Government	invests	heavily	in	sporting	facilities.	The	National	
Sports	Centre	in	Douglas,	which	offers	a	wide	variety	of 	facilities,	a	beautiful	
swimming	pool,	and	many	courses	and	organised	sports,	is	one	of 	many	
focal	points	for	indoor	and	outdoor	recreation.	Visit	www.gov.im/sport/
nsc.	The	Island	is	particularly	proud	of 	its	Sports	Development	Unit.	The	
SDU	is	part	of 	the	Department	of 	Community,	Culture	&	Leisure.

There	 are	 also	many	private	health	 clubs	 throughout	 the	 Island;	 golf 	 is	
popular	 and	 there	 are	 nine	 stunning	 courses.	 Other	 outdoor	 activities	
include	field	hockey,	soccer,	rugby	and	cricket	clubs,	a	number	of 	equestrian	
centres	and	many	famous	annual	events	like	the	Parish	Walk	and	a	number	
of 	running	and	cycle	races.
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The	 sea	 plays	 an	 important	 role	 in	 island	 recreation.	 Yachting,	 dinghy	
sailing,	diving,	surfing,	ocean	canoeing,	fishing,	spotting	dolphins,	sharks	
and	seals	are	all	available	and	popular,	with	many	training	courses	available	
around	the	coast.	

Music	 and	Drama	 are	 also	 encouraged.	There	 are	many	 amateur	 drama	
clubs	and	a	variety	of 	music	and	dance	associations.	Theatre	and	on-stage	
entertainment	is	alive	and	well:	see	www.gov.im/villagaiety.

16.2.9 volunTeering: The “ThirD SeCTor”
Being	 a	 volunteer	 for	 a	 charity	 can	 be	 a	 useful	way	 of 	 integrating	 into	
island	life.	There	are	in	excess	of 	850	registered	charities	on	the	Island,	and	
the	Manx	population	is	famous	for	its	generosity.	As	a	side	benefit,	being	
involved	in	charitable	work	or	fundraising	brings	huge	benefits	in	the	form	
of 	 networking	 and	 friendship	opportunities.	Helpful	 links	 are	www.gov.
im/mnh	and	www.connect2charity.im.	

16.2.10 voTing

After	being	an	island	resident	for	twelve	months	one	is	entitled	to	vote	in	
the	five-yearly	national	elections	and	annual	 local	polls.	The	“Register	to	
Vote”	form	is	available	online,	or	by	contacting	the	Registration	Officer	on	
+44	(0)	1624	685756.	Updated	voting	notices	are	sent	out	by	post.	Anyone	
planning	to	stay	on	the	Island	for	longer	than	twelve	months	is	well	advised	
to	register	to	vote,	as	presence	on	the	Voters’	Register	can	have	an	impact	
on	credit	status	and	reporting.

16.3 TRANSPORT TO AND FROM THE 
ISLE OF MAN

16.3.1 inTroDuCTion

The	IOM	is	an	island.	In	common	with	all	small	island	countries,	there	is	
an	added	cost	in	both	time	and	money	to	travelling	to	the	rest	of 	the	world.	
This	is	a	fact,	and	residents	love	to	complain	about	both	aspects.	However,	
while	the	extra	time	 is	a	reality	we	have	extraordinarily	good	connecting	
routes	 to	most	 places,	 and	 the	 cost	 factor	 is	 frankly	mythological	when	
compared	with	the	alternatives.
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We	will	explore	connections	below.	The	reality	on	cost,	however,	 is	 that	
virtually	anyone	on	the	Island	earning	sufficiently	to	be	a	world	traveller,	is	
saving	so	much	income	tax	(and	corporations	pay	a	zero	rate	of 	tax)	that	
the	fiscal	advantages	significantly	outweigh	the	cost	of 	travelling,	even	with	
a	family	of 	four	or	five,	to	the	UK	or	elsewhere	as	often	as	is	reasonably	
feasible.	Of 	course	island	residents	overlook	this	fact	and	simply	see	the	
costs	 of 	 connecting	 through	 the	UK	or	 Ireland	 as	 additional	 expenses,	
but	they	forget	how	much	extra	tax	they	would	be	paying	if 	they	lived	in	
the	UK,	Ireland	or	even	Malta.	As	to	Alderney,	well,	it’s	a	totally	different	
comparison	because	there	just	aren’t	that	many	convenient	flights	or	boats	
to	anywhere!

The	 IOM	 enjoys	membership	 in	 the	 passport-free	 common	 travel	 area	
with	the	UK,	Channel	Islands	and	Northern	Ireland,	thus	airport	and	port	
formalities	are	at	a	minimum	and	most	passengers	see	neither	immigration	
nor	customs	officials	on	arrival	and	departure.	Reporting,	where	required,	
is	usually	voluntary	and	available	on-demand,	though	officials	may	attend	
flights	arriving	from	outside	the	EU	(for	example	Geneva).

16.3.2 air TranSporT

16.3.2.1  Commercial Air Transport
All	 the	 Island’s	 commercial	 flights	 operate	 to	 and	 from	 Ronaldsway	
International	Airport,	 located	 in	 the	South	of 	 the	Island	about	11	miles	
from	Douglas.	Technically	the	airport	is	in	the	tiny	community	of 	Ballasalla,	
but	 it’s	 realistic	 to	 consider	 it	 as	 located	 right	next	 to	 the	 thriving	 small	
community	 of 	 Castletown.	 The	main	 runway	 was	 recently	 extended	 to	
permit	Airbus	operations,	and	a	variety	of 	commercial	and	private	aircraft	
arrive	and	depart	daily.	We	are	serviced	on	a	scheduled	basis	by	five	main	
operators:	Aer	Lingus,	British	Airways,	CityWing	(formerly	Manx2.com),	
Easyjet	and	Flybe,	sometimes	competing	on	routes	but	most	also	operate	
to	a	number	of 	unique	destinations.

During	 appropriate	 seasonal	 times,	 tour	 operators	 also	 operate	 direct	
flights	to	other	destinations;	these	change	from	year	to	year	but	popular	
destinations	served	in	the	recent	past	have	been	Geneva	(for	winter	skiing)	
and	Porto,	Madeira	and	Tenerife	for	winter	escapes	to	the	sun.

Like	 all	 airports,	 Ronaldsway	 is	 in	 the	 hands	 of 	 the	 weather,	 and	 we	
experience	occasional	delays	or	even	closures	due	to	fog	and	high	winds.	
Snow,	which	comes	 rarely	but	 spectacularly,	 is	 a	particular	challenge;	we	
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have	 little	 snow	 clearing	 equipment	 throughout	 the	 Island.	 Generally	
speaking	though,	it	is	extremely	rare	for	the	Island	to	be	completely	cut	off 	
from	the	rest	of 	the	world;	on	the	few	days	each	year	when	flights	simply	
can’t	arrive	or	depart,	the	ferry	is	generally	running	and	vice versa.	During	
the	volcanic	ash	events	of 	recent	years,	the	ferries	were	never	completely	
booked	to	capacity.	

•	 Aer	Lingus,	Ireland’s	national	flag	carrier,	operates	two	services	a	day	
non-stop	to	Dublin,	generally	using	ATR-42	twin	turboprop	aircraft.	
Scheduled	flying	times	are	less	than	an	hour	and	with	appropriate	
winds	the	actual	flight	may	be	as	little	as	20	minutes.	The	connection	
to	Dublin	 is	 important,	not	only	because	 it	 is	 the	 largest	city	and	
business	hub	of 	 Ireland,	but	also	because	 it	opens	 the	possibility	
of 	connections	on	many	carriers	to	destinations	across	the	United	
States	and	Europe;

•	 British	Airways	offers	up	to	three	flights	daily	to	and	from	London	
City	Airport.	The	flights	 are	operated	by	Eastern	Airways	 for	BA	
Cityflyer	 generally	 using	 a	 Saab	 2000	 twin	 turboprop.	 They	 offer	
excellent	connections	 in	particular	 to	the	wide	range	of 	European	
destinations	served	by	the	Continent’s	major	carriers.	It	is	more	than	
possible	to	leave	the	IOM	first	thing	in	the	morning,	conduct	a	full	
day’s	business	 in	 the	City	and	return	home	 in	the	evening,	or	vice	
versa;

•	 CityWing	is	commonly	believed	to	be	an	airline,	but	is	in	fact	an	online	
sales	agency	which	distributes	tickets	for	scheduled	flights	operated	
by	two	operators,	Van	Air	Europe	AS	and	Links	Air.	Van	Air	is	based	
in	the	Czech	Republic	and	operates	a	fleet	of 	four	Let-410,	19-seat	
turboprop	aircraft	(hence	no	flight	attendants).	Links	Air	is	British	and	
operates	Jetstream	aircraft	on	behalf 	of 	the	same	agency.	Scheduled	
services	are	operated	daily	to	Belfast,	Blackpool,	Gloucester,	Jersey,	
Leeds-Bradford	and	Newcastle.	The	Belfast	connection	in	particular	
opens	up	the	possibility	of 	good	connections	to	points	in	the	United	
States,	and	it	will	be	noted	that	the	distribution	of 	other	destinations	
gives	good	coverage	of 	points	throughout	England	and	the	Channel	
Islands;

•	 Easyjet,	 a	very	well-known	 low	cost	carrier,	operates	one	or	 two	
flights	daily	to	Liverpool	and	London	Gatwick.	The	aircraft	used	
is	generally	the	Airbus	319,	which	while	scheduled	for	40	minutes	
to	Liverpool	 is	 often	on	final	 approach	 20	minutes	 after	 leaving	
Ronaldsway.	London	Gatwick	of 	course	has	grown	greatly	as	a	hub	
for	connections	to	points	as	diverse	and	distant	as	Kuala	Lumpur,	
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Las	Vegas	and	Namibia,	 and	other	 international	connections	out	
of 	London	Heathrow	can	be	joined	after	a	bus	or	taxi	transfer;	and

•	 Flybe	is	the	stalwart	highest	traffic	carrier	to	the	Island.	Schedules	
change	somewhat	with	the	seasons,	but	there	is	daily	service,	and	
more	than	one	flight	per	day	to	and	from	Birmingham,	Edinburgh,	
Glasgow,	Liverpool,	London	Luton	and	Manchester,	with	possible	
onward	connections	across	Europe.	Most	services	to	the	IOM	are	
operated	using	the	Bombardier	Dash-8	(or	“Q400”).	An	important	
feature	of 	Flybe’s	 service	 is	 their	 code-sharing	arrangement	with	
several	airlines	 importantly	 including	British	Airways,	Air	France,	
Etihad	 and	Emirates,	meaning	 that	 a	 passenger	 can	buy	 a	 single	
ticket	to	a	faraway	destination	resulting	in	baggage	connections	and	
automatic	re-booking	if 	connections	are	missed.	As	one	of 	many	
examples,	 it’s	possible	 to	buy	an	Emirates	 return	 ticket	 from	the	
IOM	 to	Hyderabad,	Mumbai,	Hong	Kong	 or	 Johannesburg	 and	
enjoy,	 for	 at	 least	 part	 of 	 the	 journey,	 the	 fabulous	 service	 and	
facilities	on	board	the	Airbus	380.

16.3.2.2  Private Air Transport
Ronaldsway	 International	 Airport	 is	 well	 provisioned	 with	 handling	
facilities	for	private	aircraft	and	dedicated	parking	areas	for	both	very	light	
aeroplanes	 and	 private	 jets	 and	 turboprops.	 A	 small	 number	 of 	 island	
residents	own	such	aircraft	and	make	regular	use	of 	them	for	business;	on	
a	daily	basis	a	significant	number	of 	executive	aircraft	from	other	countries	
visit.	The	runways	at	Ronaldsway	are	of 	course	suitable	for	the	full	range	
of 	private	craft	from	small	Cessnas	to	Boeing	Business	Jets	and	the	largest	
Gulfstreams.	 In	 recent	 times	 private	 flights	 have	 been	 operated	 to	 and	
from,	for	example,	Rio	de	Janeiro,	Sao	Paulo	and	Johannesburg.	Users	of 	
the	facilities	at	Ronaldway	are	unanimous	in	their	praise	of 	the	speed	and	
convenience	of 	handling	through	the	airport.

Operators	landing	on	an	occasional	basis	may	pay	landing	fees	and	obtain	
services	on	a	per	occurrence	basis.	The	Government	also	offers	 landing	
contracts	 for	 operators	 visiting	 the	 Island	 regularly,	 and	 these	 offer	
significant	savings	if 	intelligently	purchased.

Operators	of 	small	aircraft	may	care	to	consider	 landing	and	departures	
at	other	airstrips	on	the	Island,	including	the	partially	disused	air	base	at	
Andreas	 in	the	north	of 	the	Island,	or	even	the	intersecting	grass	strips,	
privately	owned,	at	Mount	Rule	just	outside	Douglas.
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16.3.3 marine TranSporT

16.3.3.1  Commercial Ferry Transport
The	 Sea	 Terminal	 in	Douglas	 is	 the	 focal	 point	 of 	 commercial	 surface	
transportation	to	and	from	the	IOM.	All	residents	are	very	familiar	with	
the	two	main	craft,	the	slower	“Ben	My	Chree”	and	the	faster	catamaran	
“Mannanan”	which	ply	the	Irish	Sea	to	and	from	points	in	the	North	West	
of 	England	several	 times	per	day.	The	main	ports	served	are	Liverpool,	
Birkenhead	and	Heysham,	which	is	near	Lancaster	in	the	northern	part	of 	
Lancashire.

Both	 ferries	 are	 able	 to	 take	 a	 large	 load	 of 	 cars,	 trucks,	 trailers	 and	
passengers,	 and	have	varying	 levels	of 	 service	 from	public	 lounges	with	
cinema-style	seating	to	private	cabins	and	executive	lounges.	Crossing	time	
is	around	four	hours	on	the	Ben	My	Chree,	and	between	two	and	three	
hours	on	the	Mannanan.	The	Ben	is	the	more	robust,	being	able	to	leave	
and	depart	in	sterner	weather.

The	 Steam	Packet,	 operator	 of 	 these	 two	 craft,	 also	 offer	 less	 frequent	
services	by	sea	to	Dublin	and	Belfast.	Full	details	of 	all	routes	and	schedules	
can	be	found	at	www.steam-packet.com.

16.3.3.2 Private Marine Craft
Recreational	boating	 is	popular	all	around	the	IOM	and	there	are	scenic	
harbours	 and	mooring	 areas	 at	many	 points	 on	 the	 coast.	Douglas,	 the	
capital,	boasts	a	quay	with	commercially	 available	moorage	and	24	hour	
harbour	control.	The	main	harbour	area	is	accessible	from	approximately	
two	hours	before	to	two	hours	after	high	tide.

The	IOM	offers	residents	some	of 	the	lowest	and	most	attractive	mooring	
prices	 in	 Europe,	 and	 visitors	 with	 boats	 under	 five	metres	 enjoy	 very	
competitive	pricing	for	harbour	services	too.	This	said,	in	all	but	exceptional	
cases	private	marine	transport	is	sadly	not	a	serious	contender	for	providing	
business	access	to	the	Island.	It	is	best	considered	a	significant	recreational	
addition	to	the	many	attractions!
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Renée Frappier is Director of  Marketing for the multinational PacNet 
Services Group of  Companies, a post which she has held since 1998. She 
has travelled and worked extensively in the payment services field for over 14 
years, and has had an intimate involvement in the growth and development 
of  e-Gaming companies since the earliest days of  the industry. She has 
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Payments Guide” with which many readers will be familiar.

Renée lives with her husband, George and their two daughters in Vancouver, 
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Paul Davis is a Canadian barrister and solicitor who moved to the Isle of  
Man in 2009 to establish Counting House (IOM) Ltd., a leading consultancy 
for e-Gaming worldwide and with particular interest in the Isle of  Man. He 
continues to serve as General Counsel for the PacNet Services Group. He 
is one of  the Island’s most vociferous spokesmen, being renowned for 
his enthusiasm for the Island’s lifestyle, open business environment and 
abundant opportunity.

Besides his professional activities Paul is a qualified airline pilot, and 
operates a rare breeds farm on the IOM in collaboration with the Rare 
Breeds Survival Trust. His Northern Dairy Shorthorn cattle, 33% of  all 
surviving animals in the world comprising the herd on the Island, are a 
notable feature of  the rural landscape. 

Paul lives with his wife, Monica with whom he is raising two sons in 
Castletown, in the South of  the Island. He swears it’s the best place he’s 
ever lived. As the list of  former residences includes Cambridge, Yogyakarta, 
Mexico City, Singapore, Shannon and Ottawa, that’s some statement! 
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